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FBI COUNTERINTELLIGENCE VISITS TO
LIBRARIES

MONDAY. JUNE 20, 1988

HoUSE oF REPRESENTATIVES,
SubcoMMITTEE ON CiviL AND CONSTITUTIONAL RIGHTS,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:08 p.m., in room
2231, Rayburn House Office Building, Hon. Don Edwards (chair-
man of the subcommittee) presiding.

Present: Representatives Edwards, Kastenmeier, Conyers, and
Schroeder.

Staff present: James X. Dempsey, assistant counsel; and Alan
Slobodin, associate counsel.

Mr. EpwaRrps. The subcommittee will come to order.

The gentleman from Wisconsin, Mr. Kastenmeier.

Mr. KasTENMEIER. Mr. Chairman, I ask unanimous consent that
the subcommittee permit coverage of this hearing in whole or in
part by television broadcast, radio broadcast or still photography in
accordance with Committee Rule V.

Mr. EpwArps. Without objection, it is so ordered.

This afternoon the subcommittee will examine efforts by the Fed-
eral Bureau of Investigation to collect counterintelligence informa-
tion trom librarians regarding their library patrons.

The subcommittee is well aware that, in the foreign counterintel-
ligence area, the FBI has awesome responsibilities. For that reason,
the Congress has given the FBI awesome resources and authority.
But we have not given them unlimited powers, and we certainly
have not authorized them to gain access to information on library
usage.

fafbraries are unique institutions in our society. They are intend-
ed to be havens for scholarly work and quiet relaxation; they pro-
vide a place for study, reflection, solitude and intellectual explora-
tion. We encourage our children to go to libraries and learn the
value of reading.

Every year our Government grants visas to thousands of foreign
students anu scholars so they can come here to use our libraries.

Library circulation and usage records are not ordinary third-
party records like telephone or bank records. They should not be
available to intelligence agencies just for the asking.

When we learned about the program several months ago, we got
in iouch with the FBI and asked them for the reasons behind the
Library Awareness Program and their justification and so forth.
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And to be candid, we have had very little success in having the FBI
se2m to understand our great concern, because we are very much
~oncerned about this issue. That is the reasor. that we called these
nearings today.

We are very pleased that these distinguished witnesses are here,
and the subcommittes is most interested in hearing what they have
to say about this program that i: really so revolutionary in Ameri-
can society.

Does the gentleman from Wisconsin, Mr. Kastenmeier have an
opening statement?

Mr. KASTENMEIER. No, Mr. Chairman, other than to congratulate
you on holding these hearings. I think they are very important.

To allow this matter to go much further without substantial in-
quiry by this committee, and it is the appropriate committee to do
8o, would be a terrible mistake. So 1 am very pleased that you are
doing this, Mr. Chairrnan. As I gay, I think you deserve the support
of the committee.

Mr. Epwarbs. Thank you, Mr. Kastenmeier.

The gentlewoman from Colorado, Mrs. Schroeder.

Mrs. ScHROEDER. Thank you. I want to congratuiate you and the
committee for moving so rapidly on this serious issue, especially in
the summer when many people are thinking about reading. Thank
you for moving on this so rapidly.

Mr. Epwarbs. Thank you.

Do you, witnesses, do you solemnly swear or affirm the testimony
you are about to give is the truth, the whole truth and nothing but
the truth?

[Witnesses sworn.]

Mr. EpwaRrDs. The first three witnesses will constitute a panel.
We will have all three of them testify and then subjec: them to
sorrie questions and some dialoguc.

We trust that you can shorten your statements to some extent.
We want to hear everything you have to say, but we always have
time problems arocund here.

We are honored to have as the first witness Duane Webster, ex-
ecutive director, Association of Research Libraries here in Wash-
ington, DC.

Mr. Webster.

TESTIMONY OF DUANE WEBSTER, EXECUTIVE DIRECTOR,
ASSOCIATION OF RESEARCH LIBRARIES

Mr. WEBSTER. I appreciate this opportunity to testify before you
today about what we view as a serious intrusion by Government
into American libraries, an intrusion that has a fearsome effect on
the way people use libraries in search of ideas and information.

The members of ARL oppose the FBI Library Awareness Pro-
gram ard other actions by the Bureau to monitor use or users of
libraries, and we seek action by Congress that will put a stop to
such efforts.

Openness of information exchange is a fundamental element of a
democracy. The FBI is asking libraries to violate that principle and
to police the use of information of a nation, which is a :ontradic-
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tic})1n of the First Amendment as well as our professional code of
ethics.

While the Government agency under scrutiny today is the Feder-
al Bureau of Investigation, my comments are directed at this par-
ticular agency’s actions, I want to emphasize that our concern ex-
tends to any Federal, State or local Government agency that at-
tempts similar monitoring programs.

I might simply highlight in my testimony to you the reasons for
our concern with the FBI pattern and program called the Library
Awareness Prograrn, and then calk a little bit about some of the
contradictions that are apparent between what has been publicly
reported by the FBI and what we are finding is actually taking
place in our member libraries.

There are a number of reasons why the ARL cpposes the FBI
program.

First, we think this is a deliberate effort to control and intimi-
date library staff to ccoperate in monitoring library use and their
users. This is a .eal problem for us. It is a conflict between such a
request and in many instances the State laws that exist.

There are also individual lihrary policies that are intended to
protect the confidentiality of library use and privacy of library
users. The privilege of confidentiaiity between library user and li-
brarian is founded on the same principles of personal privacy that
exist between doctor and patient or lawyer and client. Libraries
exist to provide access to a wide range of ideas and information
that an individual may pursue without any apprehension of being
monitored or judged.

Monitoring and reporting on library users is the antithesis of a
librarian’s professiona' code of ethics that protects each user’s
right to privacy with respect to information sought or received, and
materials consulted, borrowed, or acquired.

Even the suggestion of library manipulation by such Government
requests will have a frightening effect on library users who begin
to question how public their use of a library .aay become. Such per-
ceptions profoundly inhibit the freedom of citizens to receive and
exchange ideas.

The FBI's assumption that foreign access to unclassified U.S. in-
formation services and products is damaging to the U.S. has not
been adequately demonstrated.

Any restrictions or inhibition on the exchange of unclassified sci-
entific data, and the results _f scienti.ic ~esearch, have a detrimen-
tal impact on scientific and technological accomplishments and are
counterproductive to the best irterests of the country.

The FBI assumes, wrongly, that the threat of KGB collection of
unclassified information available in U.S. libraries is sufficiently
great, and the payoff from FBI efforts in libraries so significant,
thatdthey outweigh any unintended chilling effect on the life of the
mind.

There has been some confusion about the nature and extent of
the FBI visits to libraries. It has been commented on by the FBI
that the Library Awareness Program has been confined to techni-
cal and scientific libraries in the New York area. Our information
contradicts that.
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Our members throughout the courntry indicate that this is much
more broadly based than simply the New York libraries. We have
rﬁport;ilfrom 10 district libraries that have indicated approaches by
the FBI.

It is also the indication by the FBI that they are not interested
in the reading habits of suspicious individuals. The reports that we
received from our member libraries again specifically contradict
this notion.

The requests have been broadly based and aimed at instructing
library staff to determine who is suspicious and who is not suspi-
cious in the way they are using the library.

The FBI has pointed out that they have not approached front
level or, as they refer to them, lower-level library employees with
the hope that they will circumvent rules and regulations in order
to assist the FBI.

Again, our information from member libraries indicates that in-
variably the approach is to front-line public service staff who may
not be as fully prepared to respond to their request as they need to
be under the circumstances of library policy and statute.

Finally, the FBI has indicated that in their efforts to visit the li-
braries, that thev have been doing this with an educational objec-
tive in mind, to alert librarians and library staff to the potential
abuse of information services.

Again, the reports from our n.embers suggest that that is not the
case, that there has been very little educational or informational
efforts offered. Instead, the inquiries have been much more of a
fishing trip inquiry nature.

We identified three specific patterns of request made for infor-
mation in these libraries. One, information about the kind of use
made by one or several individuals.

Secondly, general information about who is using the library to
locate certain categories of information, usually technical or scien-
tific categories of information.

Finally, these vague and general requests that have been made
for staff to report any suspicious activity, whatever suspicious
might mean.

Agents tend initially to approach a staff member who works at a
public desk. Frequently, it is a student assistant or a clerical
worker instead of a member of the professional staff or library ad-
ministration.

In some cases, the staff initially approached felt intimidated and
led to believe their refusal to comply with the FBI request will be
considered a sign of disloyalty or a lack of patriotism. In fact, the
request put by FBI agents to library staff are against library poli-
i:ies and, in about two-thirds of the country, are illegal as per State
aw.

This pursuit of cooperation from library staff members by FBI
agents has extended to follow-up contacts outside the library. FBI
agents visited library staff in their homes on a Saturday afternoon.
In another city an agent made a follow-up contact with a staff
member who was recovering from surgery.

The FBI hae also issued a reported entitled “The KGB and the
Library Staff Target, 1962 to Present,” in which they refer to large-
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scale thefts of microfiche from libraries by the KGB or people en-
listed to work for the KGB.

[The FBI report is reproduced in the Appendix.]

ARL received no reports of large-scale theft of microfiche. Theft
of this is a serious offense and any information the FBI could
supply to help recover stolen material or prevent such losses would
be gratefully received by the library suffering the loss. We are not
aware that such reports have been made to library administrators.

While we judge the FBI report as inadequate justification for its
activities in libraries, we urge that it be widely distributed to let
the public judge for themselves the case made by the FBI.

Librarians are not naive to the reality of agents of hostile na-
tions seeking intelligerce information within the United States and
of the responsibility of the Bureau in thwarting the success of
these efforts. However, we do not believe that the FBI should place
the library community in the position of violating State statutes
and professional ethical standards.

Procedures already exist for the Bureau to pursue counterintelli-
gence efforts. If the Bureau desires information about an individual
who is the subject of a legitimate investigation, it may obtain a
court order for *he material pursuant to acceptable law. Asking li-
brarians to allow FBI agents to bypass this step is unethical by our
standards, illegal in man; States, and unjustified by the FBI
report.

The FBI's concern and efforts to monitor who has access to un-
classified information parallels other iiitiatives recently undertak-
en by the U.S. Government. These efforts have been of concern for
several years. Several Executive Branch directives have been in-
volved. I cite them in my prepared testimony. I won't go into that
background information further, but I would like to cite that as
available in my testimony.

I might close by highlighting some of the action the Association
has taken in response to the FBI's program. In 1935, in the wake of
continuing Government actions that restrict access to information,
the Association of Research Libraries adopted a statement on
access to information. This statement reaffirms ARL’s commitment
to the principle that unrestricted access tc and dissemination of
ideas are fundamental to a democratic society.

ARL opposes the FBI Library Awareness Program and any other
efforts to enlist cooperation of library staff to monitor use and
users of libraries because these actions ignore this fundamental
philosophy.

In May, 1988, at our recent membership meeting, the directors of
the ARL libraries strongly opposed the FBI program in a very
vocal and prolonged discussion. They adopted a statement specifi-
cally addressing library users’ right to confidentiality.

The complete text of that statement is included in my testimony.
Buv I want to highlight a specific principle that is embedded in
that statement.

“Libraries . . . exercise a unique responsibility in preserving the
freedom of citizens to receive and exchange ideas. Public confi-
dence in libraries must not be shaken by any breach in the confi-
dentiality of individual use of library resources.”

TR
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The FBI apparently assumes that the threat of KGB collection of
unclassified information available in U.S. libraries is sufficiently
great, and the paKoff from their efforts in libraries so significant,
that they outweigh any unintended chilling effect on the life of the
mind. We disagree. We find the initiative vaguely defined and open
to misuse and abuse.

ARL urges that Congress take prompt action to stop FBI efforts
to secure library staff cooperation in monitoring library use or
users. The library system in this country plays a central role in
preserving the freedom of citizens to receive and exchange ideas.
Confidence in that system must not be shaken.

I will be happy to answer any questions you may have which
would help to clarify ARL’s position,

Mr. Epwarps. Thank you, Mr. Webster. That is a splendid state-
ment.

All statements will be made a part of the record in full.

[The prepared statement of Mr. Webster follows:]

© 0
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My name is Duane E. Webster. [ am Executive Director of the Association of
Research Libraries, an organization of 118 major research libraries in the United States
and Canada. | appreciate this opportunity to testify before you today about what we
view as a serious intrusion by government into American libraries - an intrusion that has
a chilling effect on the way people uce libraries in search »f ideas and information. The
members of ARL oppose the FBl Library Awareness Proxram and other actions by the
Bureau to monitor use or users of libraries, and we see action by Congress tha: will put
a stop tosuch effo-ts

The government agency under Scrutiny today is the Federal Bureau of
Investigation. While my comments are directed at this particular agency's recent
activities, | want to emphasize that our arguments apply to any Federal, State, or local

government agency that attempts similar monitoring programs.

There are a number of reasons ARL opposes FBI, or any other government agency
actions to cajle or intimidate library staff to cooperate in monitoring library use or

users

- There is & conflict between such requests and state law {in 38 states and the
District of Columbia) and individual library policies that protect the

confidentiality of library use.

- The privilege of confidentiality between library user and librarian is founded
on the same principles of personal privacy that exist between doctor and
patient or lawyer and client. Libraries exist to provide acc2ss to a wide
range of ideas and information thuat an individual may pursue without any

apprehension of being monitored or judged.
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Monitoring and reporting on library users is the antithesis of a librarien's
professiona]l code of ethies that protects each user's right to privacy with
respzct to information sought or received, and materials consulted, borrowed,

or acquired.

Even the suggestion of library cooperation with such government requests
will have a frightening effect on library users who -vgin to question how
public their use of a library may become. Such perceptions profoundly inhibit

the freedom of citizens to receive and exchange ideas.

The FBl's assumption that foreign access to unelassified U.S. information
services and products is damaging to the U.S. has not been adequately

demonstrated.

Any restrictions or inhibition on the exchange of uneclassified scientific data,
and the results of scientific research, have a detrimental impact on scientifie
and technological accomplishments and are counterproductive to the best

interests of the country.

The FBI assumes, wrongly, that the threat of KGB collection of unelassified
information available in U.S. Libraries is sufficiently great, and the payoff
from FBl efforts in libraries so significant, that they outweigh any unintended

chilling effect on the life of the mind.
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There has been some ronfusion about the extent of the FBI visits to libraries. A
partial list includes Columbia University, New York Universitv, New York Public
Library, Brooklyn Public Library, SUNY-Albany, University of Maryland, University of
Cineinnati, UCLA, Unjversity of Houston, University of Utah, University of Michigan,
Broward County Publie Library, Pennsylvania State University, and the University of
Wisconsin. The kinds of requests the FB] agents make of library staff have been vague
and varied from instance to instance. In general though, the requests can be divided
into two Kinds: information about the kind of use made by one or several individuals,
and, information about who is using the library to locate certain categories of
information - usually technical or scientific categories of information. In addition,

general and vague requests have been made for staff to report any "suspicious" activity.

Since September 198" the ARL office has sought actively to serve as a
clearinghouse for information about FBI visits to our member libraries. From
conversations with staff in libraries the ARL Office has learned that FBI agents have
asked them to monitor inter-library loan requests, computer database usage, and
photocopying. Library staff have been asked to supply reading lists of individuals or to

suspend borrowing privileges.

Agents tend iniually to approach a staff member who works at a public desk.
Frequently, it is a student assistant or a clerical worker instead of a member of the
professional staff or the library administration. In some cases, staff initially
approached have felt intimidated, and are lead to pelieve that their refusal to comply
with the FBI reques.s will be rnnsidered a sign of disloyalty or a lack of patriotism. In
fact, the requests put by F Bl agents to library staff are against library policies, and i=

about two thirds of the country are illegal as per state law. The pursuit of cooperation
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from library staff members by FBI agents has extended to follow-up contacts outside
the library. FBI agents have visi J library s.aff in their homes on a Saturday
afternoon; in ancther city, an agent made a follow-up cor*~ct with a staff member who

was recovering froin surgery.

A February 1988 FBl report, The KGB and the library Target 1962- Present,

recently released by the FBI expressly to defend its activities in libraries, is
1nadequate. AKL finds the report to be . series of redundant charges unsupported by
hard evidence that any damage has resulted from Soviet access to U.S. libraries. The
report does not demonstrate any urgency or other compelling need to bypass the

procedure of an FBIl agent seeking a court order to seci're priviledged information,

The report ignores the fact that FBI requests ccnflict with sone state laws, with
library policies, and with professional ethical values that protect the privacy of librarv
users. It sweeps aside as irrelevant the .nhibiting effect these FBI activities have on

how the people of the nation use librarics.

Fhe report refers to lamze scaie theft of mierof.che from libraries by the KGR or
people enlisted to work for the KGB. ARL has received no reports of large scale theft
of microfiche. Theft of library materials is a serious offense and any information the
F Bl could supply to help recover stolen material or prevent such losses would be
gratefully received by the library suffering the loss. We are not aware that such

reports have been made to Library sdministrators.

while we jJuade the FBl report as inadequate )justification for its activities in
Libraries, we urge that 1t be widely distributed to tet the public judge for themselves the

case made by the FBI . We recommend that the Subcommittee secure FBL agreement
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to distribute its report widely. At a minimum, a1d in compliance with law (chapte. -
of title 44 of the U.S. Code), 1t should be made part of tr . Congressional Depositorv
Library Programn administered by the Government Printu.: Office. In addition, FBI
representatives could accept invitati~ns to speak, and the report could be distributed,
atl meetings ot lwrary professionals such as the American Library Association, as &

direct way of conimunicating FBl concerns to the profession.

Librarians are not naive to the rea'ity of agents of hostile nations seeking
inteligence information within the United States and of the responsibility of the Bureau
In thwarting the success of these ei‘orts. However, we do not believe that the FBI
should place the library commmumly in the position of violating state statutes and
professional ethical standards. Procedures already exist for the Bureau to pursue
counte ‘intelligence efforts. If the Bureau desires informatior about an ind.vidual who
1s the subject of a legitimate investigation, it may obtain & court order for the material
pursuant to applicable law. Asking librarians to allow FBl agents to bypass this step is

unethical by our standards, illegal in many states, and unjustified by the FBIl report.

‘The FBI report stresses that Soviet intelligence services (S1S) are interested in the
nation's scientific and technical libraries because "their databanks and reference works,
when accessed or removed, [rovide an important link in the SIS intelligence collection
effort." we do not dispute the FBI's point that Soviet agents may be usink libraries to
collect information. This nation's libraries are treasure-troves of information.
Considerable funds and effort are expended to maintain up-tc-date library collections
and to provide services that assist people to use the collections. It is important to
realize however that the information resources to which any forcign nationals ®ain

access —- including perhaps Soviet agents -- do not contain classified information and
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are therefore openly available from a variety of sources ineluding libraries. Secondly,
and more nportantly, we must not lose sight of the fact that openness of information
exchange in this nation is a fundamental element of a democracy and a precious right to

protectin our free society,

To comply with the requests the FBl makes of libraries — to identify Soviet agents
or susp.cious activity by persons that may be cooperating with Soviet agents ~- would
require library staff to ascribe motives to the use of library resources and 'hen re.port
their judgments to the FBL In cffect, the FBI is asking librarians to police the use of
libraries. AKL rejets this information policing role, because the assigr.ment cannot be
undertaken without impinging on citizens' rights to privacy. Such & role is the
antithesis of a librarian's professional code of ethies that protects each user's right to
privacy w.ch respect to information Sought or received and materials consuited,

borrowed, or acquired.

The rBl's concern and efforts to monitor who has access to unclassified
information parallels other initiatives recently undertaken by the U.S. Government.
Members of the library and information communities have expressed alarm about
government efforts to control access to what has been deseribed as "unclassified but
sensitive” information in government and private databases. The alarm has grown out
of executive policy directives as well as actions and public statements by military and
Intelligence agency officials describing their concern about who has access to certain
government and private databases. Within the Department of Defense (DOD), efforts
have oeen under way for some time to try to limit Soviet bloe access to U.S. computer
data. Reports of these efforts reveal the following DOD strategies: placing

restrictions on Soviet scientists' use of U.S. supercomputers; applying the Export
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Aagministration Act to technical data, thereby requiring the issuance of a license pefore
'sensitive’ data can be exported; anu creation of a new category of information,
"unclassified but sensitive," to place technical data beyond the reach of publiclv

avallable databuses.

lhese efforts have been of concern for several vears. In the fall of 1488,
considereble public controversy arose following the release of an all-encompassing
defuntion of what kind of information might he considered sensitive, and following
reports of visits by gove. nment officials to  -ivate database vendors and at least four
acagemi¢ libraries. these events added !redence to worst-case-scer ario spec.lation
about the intent of cxecutive policy. It became clear that the policv is intended to
apply not only to government databases but slso to private infornation svstems and
that 1t ¢an result 1 government intinudation and restrictions on the public's access to

inforimation.

lwo executive branch directives were involved:  National Security  [lecision
Directive (NSDD) 145 andg National lelecommunications and Information Svstems
Security Poliey (NEISSE) No. 2. NSDIY 145 was promulgated by President Keagan on
Sepl. 18, 1984, It set U.S. Government policy and direction for 'systems protectio', and
safeguarys for telecommunications and automated information systems that process or
~omimunicate sensitive but unclassified information” and slso created an inter-agencv
cominittee that was the source of the second directive, NHISSP No. 2. Issued on Oct.
29, 1986, NIISSP No. 2 established the scope of 'sensitive’ information as effectivelv
all-inclusive.  This directive 1s often referrea to as the 'Poindexter men.randum’

vecuuse 1t was siined by then National Security Advisor John M. Pomndexter.

N
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During 1486, officials from the DOD, the Cent.al Intelligence Agency, and the
Federal Bureau of Investigation visited private informat.. n companies (including \iead
Data Central, Ine. and Dialog} to inquire about the names and addresses of the ysers of
their online dutabases and installation of monijtors rn the com- ation systems to
track usage. As a result of the six separat« yisits at Meaq O0.. .ntral, the company
decidea to drop the National Tec'.ucal Information Service (NTIS) file from their
system. Also during 1986 lior- -ies were visited by FBl agents asking for information
about online search req'<.ts and technical report usage by non-citizens. Reports of
such visits were confirmed at the University of Maryland (April 1986), New York
University (Spring 1%86), the University of Cincinnati {summer and fall 1986), and the
State Un.versity of New York at Buffalo (fall 198¢). Only at the SUNY-Buffalo eampus
did the agent pursue the matter to the point of getting a subpoena. The subpoena
required the library to divulge information aboutl a database search performed for a

foreign student.

On Nov. 11, 1986, Diane Fountaine, Director of the Defense Department's
Information Systems, spoke at a Ineeting of the Information Industry Association. She
made public the definition of 'sensitive' information eontained in the Poindexter memo
and made clear it was intended to apply to private databases. "l don't believe that ‘e
issue is whether or not we're going to protect information," Ms. Fountaine said. "I
believe that the issue is what information we're going to protect both within the
Federal Government, both within DOD, and also within industry."” Explaining the basis
for DOD concerns, Ms Fountaine said there is a need to place controls on databases to
prevent Soviet tloc countries from galning access to 'sensitive' information. 3he
describea a still clas ified Air Force Department study that represents such access as a

serious threat. Reportedly, the Air Force study identifies two databases that should he
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of particular concern: lhe Defense lechnical Infermation Center (DTIC) an: NTIS. No
explanation has been given about the relationship tetween this DOD roncern about
foreign access to the NIIS database and the Office of Management and Budget

Initiative to operate NTIS under contract with a private firm.

As a consequence of sironq eriticism aired during 1987 Congressional hearings by
witnesses from inside and outside the government, inecluding ARL, pressure was
successfully exerted on the new white House sta{f to rescind NTISSP No 2 and to
undertake a review of NSDD 145, Congress passed the Computer Security Act of 1987
(PL 100-235) which transfers responsibility for developing computer security programs
for databases contuining unclassified information from the National Security Ageney to
the National Bureau of Standards. However, this law does not resolve the guestion of
restrictions on unclassified informiation. Concerns continue aboul ongoing efforts
within government to develop ways to monitor the use of libraries and databases and
the prospect that the government will continue to develop and implement a new

category of protected information.

Underlying the arguments supporting restricted access to unclassifivu information
1s the "mosaic theory" - the consequences of amassing bits of innocuous t aclazsifier.
information together. Those who use the mosaic theory as an argument for restrictions
point out that the amassed information may reveal something not in this country's best
interest to a foreign nation that is strategically, or economically, competitive with the
U.S. ARL's position is that the process identified in the mosaic theory is in fact a
~ritical component of scholarly communication. Any restrictions on the ability to gain
access to and consult unclassified information will stifle science and research, and

inhibit this nation's pursuit of strategic and economic advantages.
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The end result of broadly restrictive information policies is more damaging to the

national interest than the evils they are intended to cure.

In 1985, in the wake of continuing government actions that restrict access 1o
information, the Association of .,esearch Libraries adopted 3 Statement on Access to
Information. The statement reaffirms AKL'S commitment to the principle that
unrestricted access to and aissemination of ideas are fundamental to a democratic
society. ARL opposes the FBI Library Awareness Program, and any other efforts to
enlist cooperation of librar, staff to inonitor use and users of libraries, because these

actions ignore this fundamental philasophy.

In May 1988 the airectors of AKL member libraries adopted a statement
specifically addressing Library Users' Right to UConfidentiality, The complete text of

the statement follows:

"lhe Association of Research Libraries is committed to the prineciple
that unrestricted access to and dissemination of ideas are fundamental to a
democratic society. Libraries, in addition to their other information
services, exercise a unique responsibility in preserving the freedom of
citizens to receive and exchange ideas. Public confidence in libraries must
not be shaken by any breach in the confidentiality of individual use of
library resources,

The Association of Hesearch Libraries condemns the efforts of any
government ageney to violate the privacy of library users, to subvert library
patron records, and to intimidate or recruit library staff to monitor
so-called "suspicious" library patrons or report on what or how any individual
uses library resources. Such actions are an uffront to First Amendment
freedoms, individual privacy, and all citizens' right to know. These actions
violate the basic tenets of a democratic society."

The FBI apparently assumes that the threat of KGB collection of unclassified
information avaiable in U.S. Libraries is sufficiently great, and the payoff from their

efforts in libraries so significant, that they outweigh any unintended chilling effect on




O

ERIC

Aruitoxt provided by Eic:

18

tne life of the mind, We disagree. We find the initiative vaguely defined and open to

misuse and abuse,
ARL urges that Congress take promnpt act.on to stop FBI efforts to secure library
staff cooperation in menitoring library use or users. The library system in this country

plays a central role in preserving the freeuvm of citizens to receive exchange ideas.

Confidence in that system must not be shaken.

11431
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DUANE E. WEBSTER

Executive Director
Association of Research Libraries

Duane webster received hls M.A.L.S. from the University of Michigan ir, 1964,
and worked in a variety of libraries before Joining ARL in 1970 to establish the ARL
Office of wlanagement Services. During his tenure at ARL, he has designed a
variety of programs to enhance and improve the management and services of
research libraries, including study processes to assess publie services, management
systems, collections, and preservation activities, and developed a series of institutes
on research libraries for library sehool faculty. He has also consulted in almost 100
libraries, provided management training to over 5000 librarians, and has written
widely on the topics of organizational development and performance improvement
for libraries. In 1988 he was selected by the ARL Board of Directors to serve as
Executive Director.

ASSOCIATION OF RESEARCH LIBRARIES

The Association of Research Libraries 1s an organization of 118 major research
libraries in the United States and Canada., Its purposes are to strengthen and extend
the capacities of 1ts member librarics to provide access to recorded information and
to foster an environment where learning flourishes, to ephance scholarly
communijcation, and to influence policies affecting the flow of information,
Members include 106 large university libraries, the national libraries of both
countries, and a number of public and special libraries with substantial research
collections.

Attached: AKL Fact Sheet
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Ussociation of Research LiBrarses

1527 New Hampshire Avenus, N W.. Washington, D .C. 20038 (202)232.2488

Mission:

Memberahip:
Founded:
Programs:

Officers:

Staff:

ASSOCIATION OF RESEARCH LIBRARIES
Cact Sheet

To strengthen and extend the capacities of Association members to
provide access to recorded knowledge and to foster ai: eavironment
where learning flourishes, to make scholarly communications more
eflective, and to influence policies aftacting the flow of 'aformation.

118 research libraries in the United States and Canada.
1832

Current areas of activity include: scholarly communication, building
library collections and ensuring widespread availability and access to
them, preservation of research library materials, staffing for research
libraries, library education, information policy and legislative affairs
relating to research libraries and scholarship, and library management
and statistics.

Major projects inolude: the North American Collections Inventory
Project, the Government Information in Electronic Format initiative, the
Pational Register of Microfilm Masters (NRMM) Recon Project, the ARL
Statisties Program, the OMS Academic Library Development Program,
the OMS Training Program, and the OMS Systems and Procedures
Exchange Center.

President: Elalne F. Sloan, Dean of University Libraries
Indiana University

Vice President: Charles E. Miller, Director of Libraries,
Flurida State University

Past President: Herbert F. Johnson, Director of Libraries
Emory University

Duane E. Webster, Executive Director

Jaia Barrett, Federal Relations Officer

Nicola Daval, Program Officer

Jutta Reed-Scott, Program Officer

Jeffrey J. Gardner, Director, Office of Management Services

Office of Management Services:

The ARL Office of Management Services (OMS) was established in 1970 to help
research libraries improve their management and service capabilities. OMS conduets
research into the organizational problems of academie libraries, develops new
management techniques, and offers information services and training.
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Members:

National l.ibraries:

Special Libraries:

Publie Libraries:

University Librariess

Alabama

Alberta

Arizona

Arizona State
Boston

Brigham Young
British Columbia
Brown

Calif., Berkeley
C‘“f-’ Davis
Calif., Irvine
Calif., Los Angeles
Calil,, Riverside
Calif , San Diego
Calif., Santa Barbara

Case Western Reserve

Chicago
Cincinnati
Colorado
Colorado State
Columbia
Connecticut
Cornell
Dartmouth
Delaware
Duke

0272K
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Canada Institute for Scientific and Technical Information

Library of Congress

National Agricuitural Library
National Library of Canada
National Library of Medicine

Center for Research Libraries
Linda Hall Library

Newberry Library

Smithsonian Institution Libraries

Boston Public rary
New York P blic Library
New York State Library

Emory Miami
Florida Michigan
Florida State Michigan State
Georgetown Minnesota
Georgia Missouri
Georgia Inst, of Tech. Nebraska
Guelph New Mexico
Harvard New York
Hawali North Carolina
Houston North Carolina State
Howard Northwestern
Ullnofs Notre Dame
Indiana Ohio State
jowa Oklahoma
lowa State Oklahoma State
Johns Hopkins Oregon
Kansas Pennsylvania
Kentucky Pennsylvania State
Kent State Pittaburgh
Laval Princeton
Louisiana State Purdue
MeGill Queen's
McMaester Rice
Manitoba Rochester
Maryland Rutgers
Massachusetts Saskatchewan
Mass. Inst. of Tech

é *y

ALy

South Carolina
Southern California
Southern Dlinois
Stanford

SUNY Albany
SUNY Buffalo
SUNY Stony Brook
Syracuse

Temple

Tennessee

Texas

Texas A&M
Toronto

Tulane

Utah

Yanderbilt
Virginia

Virginia Poly.
Weshington
Washington State
Washington, St. .ouis
Waterloo

Wayne State
Western Ontario
Wisconsin

Yale

York
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Mr. EpwaARDS. The next member of the panel to testify is Mr. C.
Jumes Schmidt, executive vice president, Research Libraries
Group, from Stanford, California.

Welcome.

TESTIMONY OF C. JAMES SCHMIDT, EXECUTIVE VICE
PRESIDENT, RESEARCH LIBRARIES GROUP

Mr. Scumipr. Thank you, Mr. Chairman. It is a pleasure to rep-
resent the American Library Association at this hearing as the
chair of the Association’s Intellectual Freedom Committee.

The Intellectual Freedom Committee was created by the Ameri-
can Librar’y Association in 1940 by the governing body of ALA. The
committee’s statement reads in part, “To recommend steps that
may be necessary to safeguard the rights of library users, libraries
and librarians in accordance with the First Amendment of the U.S.
Constitution and the Library Bill of Rights as adopted by the ALA
council.”

Ours is a constitutional republic, a government “by the people, of
the people, and for the people.” In order for this government to
function, its electorate must be able to be informed. The role of li-
braries as impartial resources providing information on all points
of view is essential for this type of government and society, and
must not be compromised.

Libraries are perhaps the greatest resource a free people can
claim. They are the only places in our society where every person
can find materials representing all points of view concerning the
problems and issues confronting them as individuals and as a socie-
ty.
In audition, libraries make these materials available and accessi-
ble to anyone who desires or requires .hem, regardless of age, race,
religion, national origins, social or political views, economic status,
or any other characteristic.

The ethical responsibilities of librarians are central to the ability
of libraries to fulfill the role I have described. In addition to observ-
ing professional standards of service and behavior, librarians must
provide service equally to all who seek it and ‘“must protect each
user’s right to privacy with respect of information sought or re-
ceived, and materials consulted, borrowed, or acquired.”

Following the publicity given to the Library Awareness Program
in 1987, the Bureau offered four reasons in defense of it. I would
like to comment on each of those four.

First, the Bureau argued libraries have been used by Soviet and
other intelligence agents to recruit operatives and that library
staffs have been among the recruitment targets.

Two, that the program was limited to ‘the New York City area.”

Three, that agents were not in fact asking for lists of books bor-
rowed by specific individuals or any other information that would
viclate patrons’ First Amendment rights.

Four, that librarians need not cooperate and can always say
“no."

First, the alleged targeting of libraries as a place of recruitment
and of librarians as potential operatives by Soviet intelligence
agents is unsubstantiated. There has been no evidence offered to

Yo
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support this claim, in spite of the Bureau’s statement that
“.". . [our] investigations have thoroughly documented the many
ways that specialized scientific and technical libraries have been
used by the goviet intelligence services.”

The arrest of Gennadi Zakharov in 1986 has been cited by the
Bureau as an instance of the contention that libraries are sites and
librarians are targets of recruitment. The public facts of that inci-
dent indicate, however, that the student who worked for Zakharov
was in fact (a) recruited by another student, not by Zakharov; and
(b) asked to provide copies of unclassified materials.

More damaging, yet, to the Bureau’s use of this case as an exam-
?le is the clear fact that this student was being “‘run” by the FBI

rom the beginning. Are we truly being asked to believe that our
national security is endangered by students who, under the control
of thg FBI, provide copies of unclassified journal articles to Rus-
sians’

Second, it has been claimed that the Library Awareness Program
was and is limited to the “New York City area.” Yet, in its presen-
tation to the National Commission on Libraries and Information
Science, a Bureau representative stated that “. . . we don’t have a
broad-based plan . . . We have a specialized problem in New York,
Washington, DC., and maybe San Francisco with the Soviets. Very,
very limited, small approach, very closely held.”

And on May 17, 1988, Director Sessions told a Senate Judiciary
Subcommittee that “where they are, we believe we must be, and
when they are, we think we must be.”

Third, the Bureau maintains that it is not interested and has not
asked for lists of books borrowed by foreign nationals. Reports from
libraries suggest otherwise. Columbia and Maryland Universities,
you will hear from later, and they may provide you with further
facts on this point.

Fourth, the Bureau says the librarians need not cooperate with
them and can just say “no.” The fact that many have said “no” is,
in part, what has brought us here today. Library staff should not
be subject, however, to intimidation at work or at home by agents
of the FBI—as has, indeed, happened in some of the publicized
cases.

In sum, the Lihrary Awareness Program has not been justified
and is not being conducted as the Bureau claims, either with re-
spect to geographic or procedural limits.

Beyond the failure of the Bureau to provide justification of this
grogram, there are at least six reasons why the Library Awareness

rogram, and all other approaches to libraries where the objective
is to solicit library staffs to monitor and report on patron use,
ought to be stoppec{

First, such inquiries violate the privacy rights of library users re-
garding the materials and service they use.

Second, in 38 States and the District of Columbia—including
many in which visits under this program are known to have oc.
curred—the privacy rights of library users are protected by law. Is
the FBI inciting library staffs to violate State laws?

Third, the libraries visited by the Bureau have nc classified in-
formation in them, hence no prospect of endangering national secu-
rity through the disclosure of classified data.

[
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Fourth, the very likelihood that such a program could be effec-
tive is very small. How are such persons of concern to the FBI to
be identified? By their clothing or their accents?

Fifth, is there a plausible probability that the national security
will be compromised by the uses foreign nations make of the un-
classified information available in libraries? Are we to limit access
to unclassified information because of some claim that we are
threatened by an “information mosaic?”’

Sixth, it has long been a settled matter that aliens, while in the
United States, do enjoy the rights provided in the First Amend-
ment and are protected from State violation by the due process
clause of the 14th amendment.

If the Bureau’s concern is with jeopardy to our national security
from uses made from unclassified information, instead of unlawful
behavior by its agents, the Bureau should spend its energy on seek-
ing to maintain as classified the information it regards as danger-
ous.

We seem to be fighting the battle of National Security Decision
Directive 145 about sensitive but unclassified information all over
again. I note the implementation memorandum for NSDD 145
signed by Mr. Poindexter was withdraw by his successor.

The unhindered exercise of the First Amendment to receive in-
formation free of unwarranted government intrusions on personal
privacy is at the root of our constitutional republic. The requests of
the FBI that library staff monitor and report the use of the library
by any patron chills the First Amendment freedoms of all library
and data-base users.

The Library Awareness Program is a threat to the fundamental
freedom of this nation. If continued, it will seriously and unneces-
sarily invade the intellectual life of citizens.

Thank you.

Mr. Epwarps. Thank you, Mr. Schmidt, for a very helpful state-
ment.

[The prepared statement of Mr. Schmidt follows:]

My
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Statement of

C. James Schmidt
EXecutive Vice President, Research Libraries Group, Inc.

before the
Subcommittee on Civil and Constitutional Rights

of the
House Committee on the Judiciary

on the

Library Awareness Program of the
Federal Bureau of Investigation

June 20, 1988

My name is C. James schmidt. It is ny pleasure to represent
the American Library Association at this hearing, in my capacity
as Chair of the Assoc'ation's Intellectual Freedom Committee.

The American Library Association, founded in 1876, is the
oldest and largest national library association in the world.
Its concerns span all types of libraries: state, public, school
and academic libraries, as well as special libraries serving
persons in government, commerce and industry, the arts, the armed
services, hospitals, prisons, and other institutions. With a
membership of over 45,000 libraries, librarians, library
trustees, and other interested persons from every state and many
countries of the world, the Association is the chief spokesman
for the people of the United States in their search for the
highest quality of library and information services. The
Association maintains a close working relationship with more than
70 other library associations in the United States, Canada. and
other countries, and it works closely with many other
organizations concerned with education, research, cultural

development, recreation, and public service.
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The Intellectual Freedom Committee was established in 1940
by ALA's governing body--the ALA Council. The Committee's
statement of responsibility reads, in part, "To recommend such
steps as may be necessary to safeguard the rights of library
users, libraries, and librarians, in accordance with the First
Amendment to the U.S. Constitution and the LIBRARY BILL OF RIGHTS
as adopted by the ALA Council.®
THE ROLE OF LIBRARIES AND LIBRARIANS IN A DEMOCRATIC SOCIETY

Ours is a constitutional republic - a government of the
people, by the people. and for the people. But in order for this
form of government to function effectively, its electorate must
be able to be informed -~ the electorate must have information
available and accessible. The role of libraries as impartial
resources providing information on all points oi view is
essential for this type of government and society, and must not
be compromised.

Indeed, libraries are perhaps the greatest resource a free
people can claim. They most definitely are the pnly places in
our society where every person can find materials representing
all points of view concerning the problems and issues confronting
them as individuals and as a society. 1In addition, libraries
make ‘hese materials available and accessible to anyone who
desires or requires them, regardless of age, race, religion,
nationai origins, social or political views, economic status, or

any othe: characteristic.
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The athical responsibilities of librarians are central to
the ability of libraries to fulfill the role I have descriged.

In addition to observing professional standards of service and
behavior, librarians must provide service equally to all who seek
it and "must protect each user's right to privacy with respect of
information sought or received, and materials consulted,
borrowed, or acquired." (STATEMENT ON PROFESSIONAL ETHICS~--copy
attached)

The American Library Association has had a "Policy on
Confidentiality of Library Records" (copy attached) since 1970.
This formal policy was adopted at that time in response to
attempts by U.S. Treasury agents to examine circulation records
in a number of cities. The “Introduction to the policy reads
equally well in the present context:

...the efforts of tlie federal government to convert
library circulation records into suspect lists
constitute an unconscionable and unconstitutional
invasion of the right of privacy of library patrons
and, if permitted to continue, will do irreparable
damage to the educational and social value of the
libraries of the country.

Since 1970, thirty-eight states and the District of columbia
(list attached) have enacted "Confidentiality of Library Records™
statutes. These statutes have been interpreted by the
Intellectual Freedom Committee of the American Librasry

Association to encompass database search records, reference
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4
interviews, interlibrary loan records and all other personally-
identifiable uses of library materials. facilities and services.
BACKGROUND ON THE FBI'S VISITS TO LIBRARIES

The program of visits by FBI agents to libraries as part of
the Bureau's domestic surveillance of alleged Soviet and other
intelligence agents has been described by the Bureau in its
unclassified report, THE KGB AND THE LIBRARY TARGET, 1962-PRESENT
(1988), and in the transcript of “FBI Presentation to U.S.
National Commission on Libraries and Information Science"
(January 14, 1988; released February 19, 1988). There have also
been numerous reports published in the media on the Bureau's
activities, e.g., "The FBI's Invasion of Librar:es" (THE NATION,
April 9, 1988: p.497-502); NEW YORK TIMES. September 18, 1987;
WASHINGTON POST, March 27, 1988; and the WALL STREET JOURNAL, May
19, 1988.

In general terms, the Library Awareness Program has been
Justified by the FB8I as falling within its statutory
responsibility for counterintelligence activities. The Bureau
claims that libraries have in the past been used as recruiting
grounds by KGB agents and that library staffs, as well as livrary
users, have been the targets of such recruitment.

Since the initial publicity given to the Program :n
September, 1987, the Bureau has offered four reasons in defense
of it:

1) that libraries have been used by Soviet and other
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intelligence agents to recruit operatives and that

library staffs have been among the recruitment targets;

2) that the Program was limited to "the New York City
area’;
3) that agents were not in fact asking for lists of books

borrowed by specific individuals or any other
information that would violate patrons' First
Amendment rights;
4) that librarians need not cooperate and can always say
"no." )
A few comments on each of the Bureau's defenses is appropriate.

First, the alleged targeting of libraries as a place of
recruitment and of librarians as potential operatives by Soviet
intellligence agents is unsubstantiated. There has been no
evidence offered to support this claim, in spite of the Bureau's
statement tha*t "...[ourl investigations have thoroughly
documented the many ways that specialized scientific and
technical libraries have been used by the Soviet intelligence
services."

The arrest of Gennadi Zakharov in 1886 has been cited by the
Bureau as an instance of the contention that libraries are sites
and librarians are targets of recruitment. The public facts of
that incident indicate, however, that the student who worked for
Zakharov was, in fact, (a) recruited by another student, not by
Zakharov; and (b) asked to provide copies of UNCLASSIFIED

materials. More damaging. yet, to the Bureau's use of this case
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as a cautionary example is the clear fact that this student was
being “run" by the FBI from the beginning. Are we truly being
asked to believe that our national security is endangered by
students who, under the control of the FBI, provide copies of
unclassified journal articles to Russians?!

Second, it has been claimed that the Librarf Awareness
Program was and is limited to the "New York City area." VYet, in
its presentation to the National Commission on Libraries and
Information Science, a Bureau representative stated that "...we
don't have a broad-based plan.... We have a specialized problen
in New York, Washington, D.C. and maybe San Francisco with the
Soviets. Very, very limited, small approach, very closely held."
And on May 17, 1988, Director Sessions told a Senate Judiciary
Subcommittee that "Where they are, we believe we must be, and
when they are, we think we must be.®

Third, the Bureau maintains that it is not interested in
and has not asked for lists of books borrowed by foreign
nationals. At the Pennsylvania State University, an FBI agent
requested details about a readily available dissertation which
the library had been asked to obtain on interlibrary loan for a
patron who was East German. At the University of California at
Los Angeles, FBI agents requested staff in the Engineering and
Mathematical Sciences Library to report on the activities and the
reading interests of a Russian student - and anyone else of a
"similarly suspicious nature." At New York University, agents

asked the library staff to report on database searches and
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?
photocopying by a member of the Soviet mission to the United
Nations.

Last, the Bureau says that librarians need not cooperate
with them and can just say "no." The fact that many have said
"no" 1s, in part. what has brought us here today. Library staff
should not be subject, however, to intimidation at work or at
home by agents of the FBI--as has, indeed, happened in some of
the publicized cases.

In sum, the Library Awareness Program has not been
justified and is not being conducted as the Bureau claims, either
with respect to geographic or procedural 1limits.

Beyond the fallure of the Bureau to provide justification of
this program. there are at least sixX reasons why the Library
Awareness Program, and all other approaches to libraries where
the objective is to solicit library staffs to monitor and report
on patron use., ought to be stopped.

First, such inquiries violate the privacy rights of library
users regarding the materials and services they use. The
disclosure of personally-identifiable information in the exercise
of First Amendment rights, without a showing of good cause having
been made to and accepted by a judicial authority, cannot but
have a chilling effect on the intellectual life of our society.

Second, in 38 states {(and the District of Columbia) ~--
inciuding many in which visits under this program are known ta
have occurred--the privacy rights of library users are protected

by law. 1Is the FBI inciting library statfs to violate state
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8
laws? Does the FBI believe that it is above such laws or that it
can avoid them by questioning, as it has in one instance, library
employees about their work when they are at home? ALL these laws
provide fcr disclosure of protected information upon presentation
of a court order or subpoena.

Third, the libraries visited by the bureau have no
CLASSIFIED information in them, hence no prospect of endangering
national security through the disclosure of CLASSIFIED data.

Fourth, the likelihood that such a program could be
effective is very small. How are such persons of concern to the
FBI to be identified--by their clothing or their accents?

Fifth, is there a plausible probability that the national
security will be compromised by the uses foreign nationals make
of the unclass‘fied information available in libraries? Are we
to limit access to unclassified information because some claim
that We are threatened by an "information mosaic," composed of
separate bits of unclassified data such that the whole is greater
than the sum of its parts?

Sixth, it has long been a settled matter (e.g. 3ridges vs,
Nixon 1944, Galvan vs. Press 1853) that aliens, while in the
United States, do enjoy the rights provided in the First
Amendment and are protected from state viclation by the due
process clause of the 14th Amendment.

The unhindered exercise of the First Amendment right to
receive information free from unwarranted government intrusions

upon personal privacy is at the root of our constitutional
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9
republic. The requests of the FBI that library staff monitor and
report the use of the library by any patron chills the First
Amendment Ilreedoms of all library and database users. The
Library Awareness lrogram is a threat to the fundamental freedom
of this nation. 1If continued, it will sericusly and
unnecessarily invade the intellectual life of citizens.

Thank you.

Attachments:

Library Bill of Rights

Statement of Professional Ethics

Policy on Confidentiality

List of States with Conf{identiality of Library Records Statutes

List of Institutions Visited by the FBI
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Library Bill of Rights

The American Library Association affirms that all libraries are forums for
information and ideas, and that the following basic policies should guide
their services.

1. Books and other library resources should be provided for the interest,
information, and enlightenment of all people of the community the library
serves. Materials should not be excluded because of the origin, background,
or views of those contributing to their creation.

2. Libraries should provide materials and information presenting all
points of view on current and historical issues. Materials should not be pro-
scribed or removed because of partisan or doctrinal disapproval.

3. Libraries should challenge censorship in the fulfillment of their re-
sponsibility to pravide information and enlightenment.

4. Libraries should cooperate with all persons and groups concerned
with resisting abridgment of free expression and free access to ideas.

5. A person's right to use a library should not be denied or abridged
because of origin, age, background, or views.

6. Libraries which make exhibit spaces and meeting rooms available to
the public they serve should make such facilities available on an equitable
basis, regardless of the beliefs or affiliations of individuals or groups request-
ing their use.

Adopted June 18, 1948.
Amended February 2, 1961, June 27, 1967, and January 23, 1980,
by the ALA Council.
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STATEMENT ON PROFESSIONAL ETHICS, 1981

Introduction

Since 1939, the American Library Assoclation has recognized the importance of codifying
and making known to the public and the profession the principles which guide librarians In ac-
tion. This latest revision of the CODE OF ETHICS reflects changes in the nature of the profession
and in its social and institutional environment. It should be revised and augmented as necessary.,

Librarians significantly influence or control the selection, organization, preservation, and
dissemination of information. In a political system grounded in an informed citlzenry, librariars are
members of a profession explicitly committed to inteilectual freedom and the fraedom of access
to information. We have a special obligation to ensure the free flow of injormation and ldeas to
present and future generations. .

Librarians are dependent upon one another for the bibliographicai resources that enable us
to provide information services, and have obligations for maintaining the highest ievel of per-
sonal integrity and competence.

Code of Ethics

\. Librarians must provide the highest Ievel of service through appropriate and usefully organ-
lzed collections, fair and equitabie circulation and service policies, and skillful, accurate, un-
biased, and courteous responses to all requests for assistance.

Il. Librarians must resist all etforts by groups or Individuals to censor library materials.

IIl. Librarians must protect each user's right to privacy with respect to information sought or re-
ceived, and materials consulted, borrowed, or acquired.

IV. Librarians must adhere to the principles of due process and equaiity of opportunity in peer
relationships and personnei actions.

V. Librarians must distinguish cleariy in thelr actions and statements between thelr personal
philosophies and attitudes and these of an Institution or professional body.

VL. Librarians must avoid situations in which personal interests might be served or financial bene-
flis gained at the expense of library users, colieagues, or the empioying institutior
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POLICY ON CONFIDENTIALITY OF LIBRARY RECORDS*

The Council of the American Library Association strongly recommends that
the responsible officers of each library, cooperative system, and
consortium in the United States:

1.

*Note:

Formally adopt a policy which specifically recognizes its
circulation records and other records identifying the names of
library users to be confidential in nature.

Advise all librarians and library employees that such records
shall not be made avaiiable to any agency of state, federal, or
local government except pursuant to such process, order, or
subpoena as may be authorized under the authority of, and
pursuant to, federal, state, or local law relating to civil,
criminal, or administrative discovery procedures or legislative
investigative power.

Resist the issuance or enforcement of any such process, order,
or subpe - until such time as a proper showing of good cause
has bee 4+ in a court of competent jurisdiction.*#*

See also ALA POLICY MANUAL 54.15 - CODE OF ETHICS, point #3,

"Librarians mus. protect sach user's right to privacy with respect to
information sought or received, and materials consulted, bovrowed, or
acquired."

**Note:

Point 3, above, means that upon receipt of such process, order,

or subpoena, the library's officers will consult with their legal counsel
to determine if such process, order, or subpoena is in proper form and if
there is a showing of good cause for its issuance; if the process, order,
or subpoena is not in proper form or if good cause has not been shown,
they will insist that such defects be cured.

Adopted January 20, 1971; revised July 4, 1975, July 2, 1986,

by the ALA Council

See reverse side for suggested procedures for implementation.

(1SBN 8389-6082-0)
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SUGGESTED PROCEDURES FOR IMPLEMENTING

"POLICY ON CONFIDENTIALITY OF LIBRARY RECORDS™

When drafting local policies, libraries should consult with their
legal counsel to insure these policies are based upon and consistent
with applicable federal, state, and local law concerning the
confidentiality of library records, the disclosure of public records,
and the protection of individual privacy.

Suggested procedures include the following:

1. The library staff member receiving the request to examine or
obtain information relating to circulation or other records
identifying the names of library users, will immediately refer
the person making the request to the responsible officer of the
institution, who shall explain the confidentiality policy.

2. The director, upon receipt of such procesn, order, or subpoena,
shall consult with the appropriate legal officer assigned to the
institution to determine if such process, order, or Subpoena is
in good form and if there is a showing of good cause for its
issuance.

3. 1f the process. order, or subpoena is not in proper form or if
good cause has not been shown, insistence shall be made that such
defects be cured before any records are released. (The legal
process requiring the production of circulation or other library
records shall ordinarily be in the form of subpoena "dures tecum”
Ibring your records) requiring the responsible officer o attend
court ur the taking of his/her disposition and may require
him/her to bring aslong certain designated clrculation or other
specified records.)

4. Any threats or unauthorized demands (i.e., those not supported by
& process, order, or subpoena) concerning circulation and other
records identifying the names of library users shall be reported
to the appropriate legal officer of the institution.

5. Any problems relating to the privacy of circulation and other
records identifying the names of library users which are not
provided for above shall be referred to the responsible officer.

Adopted by the ALA (ntellectual Freedom Committee.
January 9. 1983: revised Jaanuary 11, 1988

[confpol.pro]
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List of States

CONFIDENTIALITY STATUTES

The <following states have confidentiality ofqliprary reccrds

statutes:
Alabama
Alaska
Arizona
California
Colorado
Connecticut

Delaware

District of Columbia

Florida
Georgia
Illinois
Indiana
Iowa
Kansas
Louisjana
Maine
Maryland
Massachusetts
Michigan
Minnesota
Missour:
Montana

Nebraska
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Nevad@ﬁ',
New Jersey
New York
North Carolina
North Dakota
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Virginia
Washington
Wisconsin

Wyoming .

{confstat.lst)
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INSTITUTIONS VERIFIED TO HAVE BEEN

VISITED BY THE FEDERAL BUREAU OF INVESTIGATION

As of May 10, 1988

The Office for Intellectual Freedom has written documentation or press
accounts of these visits and the requests made by FBI agents.

INSTITUTION

Academic Institutions

Columbia University

New York University

University of Maryland*

George Mason University*

University of Kansas*

University of calif.

at Los Angeles*

Peunsylvania state

University*

University of
Michigan®*

University of Hous ua*

University of Cincinnati#*

University of Wisconsin-

Madison*

State University of
New York at Buffalo*

University of Utah*

O
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LIBRARY CONTACT

Math/Science Library Paula Xaufman

Courant Institute of Nancy Gubman
Mathematical Sciences
Engineering & Physica!l Herb Foerstel
Sciences Library

Charlene Hurt

(OIF has docurentation, but Library has
requested confidentiality on details of visit)
Engineering & Mathematical Ruth B. Gibbs
Sciences LiLiary

University Libraries James G. Neal

Maurita Peterson
Holland

Engineering-Transportation
Library

Scott Chafin
(Univ. Counsel)

Dorothy Byers

Alexander Rolich

Stephen Roberts
(This is a documented visit, but OIF cousnsiders
it different in that a specific request was
made in relation to a specific individual and
the FBI subsequently followed-up with a
subpoena for the information.)
Government Documents Roger K. Hanson
Library
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Public Institutions
Broward County (FL) Public Library System* Selma Algaze
Brooklyn Public Library Ellern Rudley
New York Public Library Paul Fasana
Other
Information !ndustry Association* Xen Allen

*Visits by FBI agents to these lihraries have been confirmed and
documented. It has not been verified. however, that they are part of
the Bureau's acknowledged "Library Awareness Program."
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Mr. Epwarps. The last member of the panel to testify is David
Bend]% executive director, Special Libraries Association, Washing-
ton, DC.

Mr. Bender.

TESTIMONY OF DAVID BENDER, EXECUTIVE DIRECTOR, SPECIAL
LIBRARIES ASSOCIATION

Mr. BenNpER. Thank you, Mr. Chairman.

On behalf of the Association, I commend the subcommittee for
this opportunity to discuss the Library Awareness Program.

I will discuss the Association’s position with the program as well
as the Association’s apparent involvement with the FBI, and not go
into some of the details my distinguished colleagues have already
provided you.

The Special Libraries Association is an international organiza-
tion of more than 12,500 librarians, information managers, and
brokers. Special libraries serve industry, business, research, educa-
tional and technical institutions, government, special departments
of public and university libraries, newspapers, museums and other
organizations both in the for-profit and not-for-profit sectors, all of
which require or produce specialized information.

The Association and its members are concerned with the ad-
vancement and improvement of communications and the dissemi-
ration and ultimate use of information and knowledge for the wel-
fare of all users.

The Board of Directors of SLA first discussed the FBI's Library
Awareness Program at its meeting in October, 1987. The issue was
brought to the Board’s attention by the Association’s Government
Relations Cominittee following news reports about FBI agents
asking several librarians in the New York City area to watch for
“hostile intelligence officers” of foreign countries who might be
stealing information from those libraries.

During the October Board of Directors meeting, which took place
here in Washington, DC., both opponents and proponents of the
FBI program were encouraged to talk about the Library Awareness
Program. The Board played a vital role by terving as a forum for
discussion of the issue. However, lacking sufficient information and
detgti}s, the Association’s Board of Directors elected not to take a
position.

The FBI did issue a “press response,” dated September 18, which
I have attached for the record, but it did not provide any additional
data. As a matter of fact, when a staff member from SLA called
the FBI in late September to get information about the program,
an FBI agent read the press response word for word with no addi-
tional discussion.

The SLA staff person finally asked for a copy of the press re-
sponse and did receive one in the mail. Interestingly, the response
arrived on a plain sheet of paper with no identifying letterhead. I
understand that colleagues from other associations were unable to
obtain a copy of that response from the FBI.

The executive committee of SLA’s board, at a meeting on April
18, 1988, again discussed the Library Awareness Program. The ex-
ecutive committee reviewed the developments since October and
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after lengthy deliberation and consideration, reaffirmed previous
board actions supporting access to information and confidentiality
of library records held by public institutions.

This past Friday, SLA concluded its 79th annual conference in
Denver, Colorado. At our annual business meeting on June 15, the
membershi{) resoundingly approved the following policy which was
subseﬁuent y adopted by the Board of Directors as the Association’s
official stance on the FBI Library Awareness Program.

“The Association reconfirms its endorsement of the rights of
users to have access to information and the protection of the confi-
dentiality of library records maintained by public institutions.

“The iation maintains that no individual, including groups
of individuals, has the right to restrict the use of public resources
in such a way as to deprive one’s access to needed and appropriate
information.

“Further, the Association opposes the activities of the FBI Li-
brary Awareness Program.”

At this time, we do wish to express oux‘;‘fressing concerns over
the conflicting and misleading reports issued by the FBI, specifical-
li’ the transcné:)t of the closed-door meeting held in January with
the National Commission on Libraries and Information Science
(NCLIS) and the report, “The KGB and the Library Target, 1962 to
Present.” [Both the transcript and the report are reproduced in the
Afxendix to these hearings.] Together, these reports imply that
SLA is both cooperating with the FBI Library Awareness Program
while supplying “large volumes of documents” to the Soviets.

Undoubtedly, the Association and its membership are perplexed
by these unfounded reports which, to the best of our knowledge,
are untrue and serve only to unfairly implicate SLA in wrongdo-
ing.
%have attached, for the record, two letters we have sent to the
Director of the FBI. The first, dated April 21, asked Director Ses-
sions to 1(ze:exglain why our Association, referred to by the FBI as the
“specialized library association,” has been linked to the program.
An FBI agent was quoted in an article in The Nation magazine as
saying, the “specialized libraries association” was cooperating with
the program.

In our letter, we asked Director Sessions to let us know what evi-
dence exists to make this assumption. We are not cooperating and
do not understand where this misinformation originated.

On the heels of this, less than a month later, SLA staff learned
of an FBI report released to this subcommittee, “The KGB and the
Library Target, 1962 to Present.” This report stated unequivocally
thet “the SIS (Soviet intelligence service) has utilized clandestine
means to obtain large volumes of documents from the Special Li-
braries Association (SLA).”

In this report, our name was correct. The statement, however, is
absurd, as we said in our May 23 letter to Director Sessions.

In this letter, we asked the FBI to provide information as to
when the Association allegedly—and I emphasize “allegedly”’—pro-
vided these large volumes of information to Soviet agents,

As I was leaving for the Association’s 79th annual conference, a
response was received from Director Sessions to the first letter. His
letter, while addressing the Soviet threat to scientific and technical
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libraries, did state that the FBI used the “Special Libraries Directo-
ry of Greater New York” to identify potential libraries to visit, but
never made an effort to explain the implication of SLA endorsing
the program.

We anxiously await Director Sessions’ response to our second
letter. We hope that he will clearly address the types of informa-
ticn provided hy SLA to the Soviets. In our estimation, and as a
review of our library will provide, the only “volumes” of informa-
tion that the Scviets could obtain would be on effective manage-
ment of a special library.

SLA is prepered to work with other library and information asso-
ciations and the appropriate congressional committees to ascertain
the breadth of the FBI's Library Awareness Program and to obtain
complete answers to the questions we have raised today.

We understand the FBI's concerns with protecting our national
security but believe that a balance must be struck between nation-
al security and the rights of users to open and continued access to
unclassified information and confidentiality of their borrowing
practices.

We commend the subcommittee for its continuing interest in this
issue. We look forward to working with you and our colleagues in
finding a speedy recovery to this dilemma.

Mr. EDwWARDS. Thank you, Mr. Bender.

[The prepared statement of Mr. Bender follows:]
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I am David R. Bender, Executive Director ot the Special Libraries
Associatian. On behalf of SLA, I want to thank You, Mr. Chairman ana
members of the Subcommittee for this opportunity to discuss the

Federal Bureau of Investigation's Library Awareness Program.

The Special Libraries Association is an international organization
of mcre than 12,500 librarians, information managers, and brokers.
Special libraries serve industry, business, research, educational and
technical 1institutions, government, special departments of public and
university libraries, newspapers, museums and other ocganizations both
in the for-profit and not-for-profit sectors, all of which require or
produce specialized information. The Association and its members are
concerned with the advancement and improvement of communications and
the dissamination and ultimate use of information and knowledge for

the welfare of all users.

As early as 1980, the Association's Board of Directors approved &
statement supporting access to information which 1s contained in thre
Association's Government Relations Policy. Further, the Association
supports ccnfidentiality of library records maintained by public
institutions which is addressed in the public laws of 38 states and

the District of Ceclumbia.

The Board of Directors of SLA first discussed the FBI's Library
Awareness Program at its meeting in October 1987. The issue was

orought to the Board's attention by the Association's Government
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Relations Committee foliowing news reports about FBI agents asking
several librarians in the New York City area to watch for "hostile in-
telligence officers” of foreign countries who might be stealing

infowvmation from those libraraies,

During the Octolker Board ot Directors meeting, which took place
here in washington, D.C., both opponents and proponents of the FBI
Program were encouraged to talk about the Library Awareness Program.,
The Board played a vital role by serving as a forum for discussion
of the issue. However, lacking sufficient information and details, the

Association's Board of Directors elected not to take a position.

The FBI did issue a "press response,"” dated September 18, which
I have attached for the record, but it did not provide any additional
data. As a matter of fact, when a staff member from SLA called the
FBI in late September to get information about the program, an FBI
agent read the press response word for word with no additional
discussion. The SLA staff person finally asked for a copy of the
press response and Gid receive one in the mail. Interestingly, the
response arrived on a plain sheet of paper with no identifying letter-
head. I understand that colleagues from other associations were

unable to obtain a copy of that response from the FBI,

The Executive Committee - € SLA's Board, at a meeting on April
18, 1988, again discussed the Library Awareness Program. The Execu-
tive Committee reviewed the developments since October and after

lengthy deliberation and consideration, reaffirmed previous Board

“
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actions supporting access to information and confidentiality of library

records held by public institutions.

This past Friday, SLA concluded its 79th Annual Conference in
Denver. At our annual business meeting on June 15, the membership
resoundingly approved the following policy which was subsequently
adopted by the Board of Directors as the Association's official

stance on the FBI Library Awareness Programs

“The Association reconfirms its endorsement of the
rights of users to have access to information and the
protection of the confidentiality of library records

maintained by public institutions.

The Association maintains that no individual ({including
groups of ind:viduals) has the right to restrict the
use Or publ.c resources in such a way as to deprive

one's access to needed and appropriate information.

The Association opposes the activities of the FBI

Library Awareness Program.”

At this time we do wish to express our pressing concerns over the
contlicting and misleading reports issued bv Lhe FBI, specifically,
the transcript of the closed door meeting held in January with the
National Commission on Libraries and Information Science--NCLIS~--and

the report, "The KGB una the Library Tarqet 19¢: - Present." Together,
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these reports imply that SLA 1s both cooperating with the FBI Library
Awareness Program while supplying "large volumes of documents" to the

Soviets.

Undoubtedly, the Association and 1its membership are perplexed by
these unfounded reports which, to the best of our knowledge, are untrue

and gerve only to unfairly implicate SLA of wrongdoing.

I have attached, fo:r the record, two letters we have sent to the
Director of the FBI. The first, dated April 21, asked Director
Sessions to explain why our Association, referred to by the FBI as the
"speciaiized library association,” has been linked to the Program. An
FBI dagent was quotec in an article in The Nation magazine as saying
the, "specialized libraries association" was cooperating with the
program. In our letter, we asked Director Sessions to let us know what
evidence exists to make this assumption. We are not cooperating and do

not understand where this misinformation originated.

On the heels of this, less than a month later, SLA ataff learned
of an FBI report released to this Subcommittee, "The KGB and the
Library Target: 1962 - Present." This report stateda unequivocally
that, "the SIS (Soviet intelligence service) has utilized clandestine
means to obtain large volumes of documents ‘rom the Special Libraries
Association (SLA)." 1In this report, our name was correct - the
statement, however, 1is "absurd" as we said in our May 23 letter to

Director Sessions.
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In this letter, we asked the FBI to provide information as to when
the Association allegedly, and I emphasize allegedly, provided these

large volumes of information to Soviet agents.

As I was leaving for the Association's 79th Annual Conference, a
response was received from Director Sessions to the first letter.
His letter, while addressing the Soviet threat to scientific and
technical libraries, did state that the FBI used the "Special
Libraries Directory of Greater New York" to identify potential
libraries to visit, but never made an effort to explain the implication

of SLA endorsing the program.

We anxiously await Director Sessions' response to our second
letter. We hope that he will clearly address the types of information
provided by SLA to the Soviets. In our estimation, and a8 a review of
our library will pruvide, the only "volumes" of information that the
Soviets could obtain would be on effective management of a special

library.

SLA 18 prepared to work with other library and information
associations and the appropriate Congressional committees to ascertain
the breadth of the FBI's Library Awareness Program and to obtain

complete answers to the questions we have raised today.

We understand the FBI's concerns with protecting our national
security but believe that a balance must be struck between national

security and the rights of users to oren and continued access to
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unclassifed information and confidentiality of their borrowing
practices.
4
We commend the Subcommittee for its continuing interest in this
issue and appreciate the time to represent the views of our members.

I will be happy to answer any questions you might havae.

e
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April 21, 1988

The Honorable wWilliam Steele Sessions
Director

Feder2l Bureau of Investigation

9th & Pennsylvania Avenue, NW
Wwashington, D.C, 20535

Dear Director Sessions:

In the past geveral months, a great deal of furor has been generated
in both the general media as well as in the library press surrounding
the FBI's Library Awarenese Program.

This program first came to the attention of the Board cf Diractors of

the Special Libraries Association /7:A) at a meeting in October 1987,

Discussion was heard by both proponunts and opponents of the program,

The Board took no action to support or oppose the program, SILA has a

long~standing history of Supporting accees to information and the con~
fidentiality of library users.

Despite this posture, the media has construed our position as one of
‘'supporting the FBI'g program, A recent article in The Nation quoted
an FBI agent saying that the "specialized libraries association® was
cooperating in the program. The urticle went on to say that the name
was generic but indicated that th. "head of the association has
endorsed the program."

As a resuit of this article, and others like it which imply that

the s§gcial Libraries Association is indeed that cooperating profes-
sional association, gtaff have been Ladgered by any number of People
and in a variety of settings as to our position on the issue,

By this letter, Mr. Sessions, I am asking whether or not the Spacial
Libraries Association is the association which has supposedly endorsed
the FBI program. OQur attempts to ascertain gpecifics of the Library
Awareness Program have heen met with a response that further informa-
tion will not be released. Yet the air is heavy with innuendo that the
cooperating association ias the Special Libraries Association,

My concern is twofold., First, the reputation of SLA has been cast in
doubt. Secondly, accurate information should be provided to the media.

corrected,

Davia R Benoer Execulive Dirgclor
Richard O Batiagia. Associale kxecutive Director

ERIC
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I hope that you will understand the two concerns that I have ocutlined
above., I look forward to your prompt reply. .

Sincerely,

Land Bavolen

David R. Bender, ph.D.

cc: The Honorable pDon Edwards
The Honorable Patrick Leahy

O
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May 23, 1988

The Honorable William Steele Sessions
Director '

Federal Bureau of Investigation

9th and Pennsylvania Avenue, NW
Washington, D.C, 2053%

Dear Director Sessions:

As President of the Special Libraries Association, I want to protest
the statement made inp the FBI Report, “The KGB and the Library Target:
1962-Present, " that, "Trhe SIS has utilized clandestine means to obtain
large volumes of documents from the Special Libracies Association
(SLA) "

This statement is pot only false, but unfounded. As President of SLA,
I have no knowledge of the Association providing "documents™ to Soviet
operatives, nor does David R. Bender, SLA's Executive Director for the
Past nine years,

To ..n outsider of the library field, however, the statement is logical
and ratiocnal. Who better to approach for scientific or technical
information than the Association renresenting those professionals who
manage such information?

Yet, what would one find in the likrary at the Asgociation offices?
S5TA maintains a small collection, apbroximately 3,000 volumes and 150
Journals. Nothing in SLA's library i2 sensitive or classified.

PO an insider, the asSertion that SIS has obtained anything of value
to governments hostile to the United States is absurd, The scope of
SLA'sS collection ig library management. Av best, a Soviet agent would
come awady with “volumes of documents® on ménaging a4 special library,
The only microfiche that could be stolen is archival recordg of
Association documents or newsletters,

Nat only 1s the Statement in this report Jdamaging, but it defames and
discredits the repi.tation of the Soecial Libraries Association and the
professionals who manage the daily operations of SLA,

Recent reports frem the FBI imply that SLA is the d8sociation cooperat-
ing with the Librury Awareness Program, Although you have not replied
to Dr. Bender's letter of April 21 requesting that the FBI confirm or
deny SLA's endorsement of the Library Awareness Program, it seems
unlikely and coatradictory that SLA would cooperate with the Library
Awareness Program and pProvide information to the Soviets.

Further, it strikes me as odd that the FBI has suddenly 1issued a report
on suspected Soviet infiltration of scientific and technical libraries
a4t a time when the agancy has come under increasing attack by the

-
-
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library community and media for its Library Awareness Program, not to
mention members of Congress who quest 'n the need for the program.

This report, released without o prior copy to SLA leaders, has caused
tremendous difficulty for the Association, similar to the problems
caused following.the closed-door meeting held with the Commissioners of
the National Commission on Libracies and Information Science in which
SLA was first linked to the Library Awareness Program. These unsub-
stantied reports create unneeded vension, stress, and problems in the
Association's relationships with its members and the library cemmunity
and associations with which SLA regularly works and cooperates.

I hope that you will provide me with information on those times when
the Association allegedly provided irformation to Soviet agents.
Otherwise, I presume that your agency will stop erroneously linking the
Special Libraries Association to either the Library Awareness Prog.am
or reports that the Association has provided information to Soviet
agents.

Sincerel urs,

Em1lyfR. Mobley
Prezadent

ccs The Honorable Don Edwards
The Honorable Patrick Leahy
The Honorable David L Boren
The Honorable Louis Stokes
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June 7, 1988 e EC QN )

Dr. David R, Bender

Special Libraries Association
1700 Eighteenth Street, N.W.
Washington, D. €. 20009

Dear Dr. Bender:

I have received your letter of April 21, 1988, in which you
express iour concerns regarding the FBI's Library Awareness contacts.
I appreciate the ogportunity to clarify the Bureau's objectives in
connection with this effort, as well as to address the points raised
in your letter.

The F3I in New York City begen contacting specialized
sclentific and technical libraries when it became apparent that
officers of the soviet intelligence services (SIS) were using selected
libraries to complement various facets of the SIS intelligence collection
effort. Gennadiy Fedorovich Zakharov, a Soviet national employed by
the United Nations who was arrested by the FBI on August 23, 1986, for
espionage, utilized libraries ir his intelligence collection efforts.

Mr. Zakharov's use of libraries did not come as a surprise,
inasmuch as FBI investigations over the years have documented a large
number of cases where SIS officers have exploited contacts with
specialized 1ibraries and librarians.

The SIS is interested in the Nation's scientific and technical
libraries because their data banks and reference works, when accessed
or removed, are an important element of the SIS intelligence collection
effort. The SIS leadership structure, in Moscow and at various American-
based Soviet establishments, has historically decided that access to the
libraries and librarians should be an integral component of the overall
SIS effort, and the development of librarians as sources of information
or agents has become a worthy complement to the SIS mission.

Access to tivm papers and theses written by university stu-
dents assists in the SIS collection effort and also kelps to identify
students who might be potential recruitment targets.

To alert librarians to the possibility that representatives
of the SIS might be interested in their specific library or their
employees, FBI Agents have visited some of the libraries identified in
the “Special Libraries Directory of Greater New York." The libraries
listed in the Directory include specialized libraries of United States
Government agencies, such as the Department of Enerqgy; specialized
scientific and technical libraries; and various engineering libraries.

PH.- 00,
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. The Library Awareness Program has been strictly focused and
confined to scientific and technical libraries only in the New York
ared. The active approach of the Library Awareness Program, which
alerts lib..rians generally of the Soviet intelligence service threat,
should not be confused with reactive interviews of librarians in other
areas of the United States which are in response to an investigative
lead involving a specific Soviet national. The FBI has investigated
contacts between Soviet nationals and American citizens, regardless of
where the contact occurred or the profession of the person Contacted.
That has included contacts elsewhere in the United States with libraries
under certain circumstances. Since the FBI has no wa{ of ascertaining
the purpose of a Soviet contact or particular Soviet interest without
interviewing those contacted, these reactive interviews are an absolute
neceasity in fulfilling our counterintelligence responsibilities.

On January 14, 1988, Special Agent Thomas E, DuHadway, Deputy
Assistant Director of our Intelligence Division, addressed a meeting
of the National Commission of Libraries and Information Science in
San Antonio, Texas, regarding the FBI's interviews of librarians in the
New York City area. During his presentation, Mr, DuHadway provided the
Commission members with examples of the methedol utilized by the
KGB in its program directed at America's scientific and technical librar-
ies, This program includes the obtaining of unclassified, but in many
instances, sensitive information; the identification and development
of library sources: the initiation of background investigations on
librarians; the ongoing quest to place a recruited librarian into a
library or technical information clearinghouse where there is access
to classified information; and the manipulation of university libraries
in a variety of ways.

By alerting potential targets to the SIS threat, the FBI
seeks to diminish the severity of the threat and neutralize the
abilit¥ of SIS officers to selectively target America's specialized
scientific and technical libraries, while they are attempting to
recruit unsuspecting librarians, students, professors and scientists.,

The FBI's objective is to thwart this activity by endeav-
oring to educate, on a limited basis, knowledgeable individuals in
these libraries to familiarize them with this hostile intelligence
threat. I want to assure you that we makc every effort to ensure that
these contacts with librarians in no way interfere with the academic
freedoms or First amendment rights of our Nation's citizens. Although
we solicit their cooperation, it is the perscnal right of every
Anmerican to decide 1f he or she wishes to talk with the FBI about
foreign counterintelligence matters.
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Dr. David R. Bender

< I am deeply disturbed by some Eublic reports and com-
ments that would portray in a negative light those who have decided
o assist the FBI in the implementation of its foreign counter-
intelligence responsibilities. I do not share the viewpoint that the
reputation of any American citizen or any organization is cast in
doubt through cooperation with the FRI. If a majority of the
American public were to perceive that cooperation with the FBI is
w.fashionable and unnecessary, then our efforts to carry out our
mandated rasponsibilities would be much more difficult.

As was stated in the article ¥ou cited in The Nation,
the term specialized libraries association was used by the FBI in
a "generic" sense. Tha FBI has used this term largely because the
lipraries contacted by the Bureau are identified in the Special
Libraries Directory (supra) and because thae vast majority of librar-
ians contacted were very receptive to the FBI's explanation of the
cbjectives of our contacts. The technique of alerting individuals to
the possibility of becoming a Soviet target is not unusual. We do
likewise with corporate executives and their employees involved in
defense-related industries.

If you have any other questions ahout our contacts which I
have not addressed, Mr. DuHadway would be hapgg to discuss this matter
with you further. Please feel irae to call h directly at telephone
number (202) 324-4885.

4 '/ '/) i ‘.lg
william S. Sessionf@ -
Director
- 3 -
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PRESS RESPONSE
September 18, 1987

RE: FBI CONTACTS OF NEW YORK LIBRARIES FOR
FCI PURPOSES

The FBI is responsible for countering the intelligence
gathering. efforts of hostile foreign intelligence services. The
damage being done to our country by such foreign intelligence
services is substantial. The FBI's Foreign Counter Intelligence
investigative efforts encompass a variety of approache:., all of
which are within U.S. Attorney General guidelines and U.S. laws.

The FBI has documented instances, for more than a
decade, of hostile intelligence officers who have exploited
libraries by stealing proprietary, sensitive, and other
information and attempting to identify and recruit American and
foreign students in American libraries. The FBI therefore, in an
effort to thwart this activity, is endeavoring, on a limited
basis, to educate knowledgable individuals in specialized
libraries to this hostile intelligence threat.

The FBI has historically depended upon the American
public's assistance in carrying out its investigative
responsibilities. The FBI has absolutely no interest in
interfering with the American public's academic freedoms or First

Amendment rights.
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CHRONOLOGY OF MEDIA COVERAGE
OF FBI LIBRARY AWARENESS PROGRAM
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"FBI Sued Over its Program to Catch Spies in Libraries,” <hronicle of
Higher Education, June B, 1988, pg. A-2.

Bditorial Cartoon, Washington Post, June 7, 1968.

"Stalking gpies in Libraries Triggers Suit Against FBI," Washington
Post, June 3, 1968.

"ALA Executive Board Tackles FBI and Other Issues,"” Library Journal,
June 1, 1988, pg. 31,

"Library Groups Protest FBI's Efforts to Recruit Staff Members to Spy
on Agents of Soviet Union,” Chronicle of Higher Education, June 1,
1988.

"Talk of the Town," The New Yorker, May 30, 1988, pg. 23.

"Spying in the Stacks," Time, May 30, 1988, pg. 23.

"Soviet Espjonage Efforts Have Targeted .S, Research Libraries and
Staff Since 1962, FBI Charges in Report," Chronicle of Higher
Education, May 25, 1988, pg. 1,

Editorial Page, USA Today, May 24, 1988.

"FBI Recruits Librarians to Spy on 'Commie' Readers,” Wall Street
Journal, May 19, 1988.

"Longtime Soviet Espionage Effort Targets U.8. Lioraries," Washington
Times, May 18, 1988. pg. 6.

"FBI Spy Program Bothers Librarians," New York Times, May 15, 1988,
Section 12L1 (Long Island) pg. 12.

"I Was a Bookworm for the FBI," Art Buchwald, Washinaton Post. Aoril
<8, .985, gg. <l

"FBI Presents 'Library Awareness' to NCLIS at Closed Meeting," Library
Journal, Apsil 15, 1988, pg. 16,

"The FBI'S Invasion of Libraries,"” Nation, April 9, 1988, pg. 1.

"Librarians want FBI to Shelve Requests About Foreign Readers,”
Washington Post, March 27, 1988, pg. 3.

"Academic Librarians Must Oppose Federal Surveillance cf Their Users,"”
Chronicle of Higher Education, March 23, 1988, pg. A48.
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"FBRI Looking to Recruit Laibrarians as Spaes,” Daily Collegian
(Pennsylvania State University), March 21, 1988.

"FBI Official Defends Contarting Libraries to Counter Foreign
Intelligence Efforts,” Daily Report for Erecutives (BNA), February
26, 1988, pg. A8.

"FBI Spying on Library visitors," The Telegraph Agency of the Soviet
Union (TASS), February 25, 1988.

“"FBI Asks Librarians to Help in the Search for Spies," Philadelphia
Inquirer, February 23, 1988, pg. 1.

"Harvard and City University of New York Voice Opposition to FBI
Snoopery," Library Hotline, November 2, 1987, pg. 1.

"FBI Agents Asks NY Libra*.ans to Spywatch," Library Jc rnal, October
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"Librarians Are Asked by FBI to Report on Foreign Agents,"_New_ York
Times, September 18, 1987, pg. 1.
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SPECIAL LIBRARIES ASSOCIATION

~=In Summary-~-
« Founded 1909 by John Cotton Dana
+ 12,000 members in the United Stetes, canada and Europe
+ 55 Chapters (geographic}

+ 28 Divisiuns (subject intarests)

+ The Special Libra.ies Association is an international professional

assoclation of more than 12,000 members who work in special libraries
serving business, industry, research, government, universities,
newspapers, museums and institutions that use or produce specialized
information.

+ MISSION: To advance the leadership role of special iibrarians
in putting knowledge to work in the "information society,"

+ PUBLICATIONS: Specialist is SLA's monthly newsletter.
Special Libraries Is the Association's quarterly journal.

+ SERVICES to members include a Professional Development Program,

an Annual Conference, Winter Education Conference, Government Relations
Program, Public Relations Program, Serial and Non-Serial Publications,
and SpecialLine (employment hotline).

+ SLA is governed by a l4-member Board of Directors elected by the
membership. A Chapter Cabinet representing SLA's 55 chapters and a
Division Cabinet representing thie Association's 28 divisions voice
the concerns of chapters and divisions.

« SLA has 4 staff of 30 located at Association headquarters in
Washington, D.C. Staff leaders include:

David R, Bender, Executive Director
S1CRASY we paliuGicd, aS5S0Clale SXecurl.e DL1rectd.
Beth Cobb Dolan, Assistant Executive Director,
Administrative Services
Kathy Warye, Assistant Executive Director,
Professional Development
David Malinak, Director, Communications
Sandy Morton, Director, Government Relations and Fund Development
Alexandra Walsh, Director, Publishing Services
Tobi Brimsek, Director, Research and Information Resoulces

For ndditional irformation contact: Special Libraries Association,
1700 Eighteenth Street, NW, Washington, D,C, 20009 =~ (202) 234-4700
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Mr. EpwaArps. Does the gentleman from Wisconsin, Mr. Kasten-
meier have any questions?

Mr. KasTENMEIER. Two questions. I take it there are different
sorts of libraries. The Association suggests there are research li-
braries, special libraries, and I suppose there are general public li-
braries, maybe other industrial libraries.

Could any of you tell me what the general groupings are of li-
braries? Not specifically what they do, but there are research li-
braries, associations for rescarch libraries. There are special librar-

ies,

What other general classifications of libraries might there be?

Mr. WensTER. There might be, I guess you could characterize
them as mid-sized and smaller academic study libraries. They
would have instructional support. Whereas a research libra
would be very large, encompass multiple %oals, including researc
graduates or graduate instruction as well as undergraduate in-
struction.

Besides research libraries and academic libraries, there are li-
braries that support high schools, second education. There
would be, of course, fmblic libraries of a whole range of size and
character. There would be industrial or special libraries, which are
represented here today. And there would be libraries from Govern-
ment agencies of significant size and a range of characterization.

Mr. NMEIER. I suppose one can differentiate access to these
various libraries. Obviously, public libraries and academic libraries
and research libraries are generally open to one and all. There
may be some question about who can withdraw books or some sort
of nexus has to be established.

Are some of these libraries limited-access libraries? Might any of
the libraries include classified information?

Mr. BENDER. Some of the libraries would be limited access. All
libraries have in them proprietary materials, and would have a
procedure established with that organization of who could have
access and how materials could be borrowed.

All of the activities in those libraries would be out of the scope of
what the FBI Library Awareness Program is. Many of these would
be in contractual areas with people working on contracts with the
Government. Others would be the Fortune 500, the Fortune 1000,
8o on. These would be secured by themselves.

Our work with our own membership in the scientific-technical
community raises a separate issue from what our public access or
public statements are on this issue.

Mr. KASTENMEIER. If sn agent of the Federal Bureau of Investi-
ation or indeed any law enforcement officers wanted specific in-
ormation from any of the libraries or librarians therein, it is your

position they should obtain appropriate process of law, whether it
is a warrant or subpcena or something else; is that correct?

Mr. WEBSTER. That is correct.

Mr. Scamipr. That would be the requirement of a law in your
State, sir.

Mr. KASTENMEIER. Let me ask l_‘you this: Would you have any
problem, where an agent of the Federal Bureau ofy Investigation
came into your library, assuming for this purpose, at least, sort of
general access, and sat at one of the tables and took notes them-
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selves, did not ask anything of the library itself, in terms of coop-
eration? Would that be a problem?

Mr. Benper. Within the special libraries community, it would
no%) ll?e, as long as it is not a collection that is closed to the general
public.

We have even gone so far as to open membership to an FBI
agent interested in joining a local chapter to find out more of what
was going on within the Association.

I think we are quite open to procedures as long as they are fol-
lowing what any other patron would do within the establishment.

Mr. KasTENMEIER. Let me, I take it that may be somewhat differ-
ent the(lln how one of the other associations of library groups might
respond.

Would you in attendance—I take it because you indicate you
would not necessarily cooperate or have your librarians cooperate
with an agent except in terms of a request duly authorized by law?

Mr. WeBSTER. Qur concern here, of course, is with the privacy of
library users and their access and use of information. Our concern
in this instance is that the FBI is recruiting library staff to in fact
do some work for them. That is a violation, we feel, of State stat-
utes and the principle of privacy.

We, of course, most of our libraries, since the majority of them
are publicly funded, are open to citizens to use as they want to use.
Thus, we do not restrict their presence or their access to the jnfor-
mation that is present in the library.

Mr. KASTENMEIER. That would include an agent of the FBI, even
if the librarian had a suspicion that the principal interest of the
agent was not books?

Mr. WessTER. I think this goes again to the heart of the matter.
It is not up to the library staff to question the motives of library
users. Qur interest is in encouraging, facilitating the access to and
use of information.

We would assume that if an FBI agent was in our reading room,
that the person was there to use our resources in pursuit of an edu-
cational or resource objective. If they were doing something else, it
would not be our position to ask them what they were doing or to
question those motives. That is their business, and it is not our
business.

Mr. KAsTENMEIER. The invasion of privacy issue cuts different
ways. We have a bill in my subcommittee which goes to video
shops. We protect video shops, or forbid them from disclosing
which video cassettes you may have rented. That goes back, as you
will recall, to the Judge Bork nomination case where it is alleged
that somebody accessed to what videos Judge Bork had, and
vratched.

So in a sense, there are sensitivities broadly about privacy and
protection, particularly of any institution, even the private institu-
tion that has information concerning an individual that might oth-
erwise be made public, such as your library lists and who borrows
what books, I assume, and the same sort of protected, should be the
same sort of protected information.

Mr. WEBSTER. Exactly.

Mr. KAsTENMEIER. Thank you, Mr. Chairman.

“
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Mr. Epwarps. Mr. Kastenmeier, fyou can make quite a case
against somebody by making a list of all the books that he or she
has taken out, or the video tapes, and put that into your report on
this person and try to figure out what kind of a person this was. It
would certainly chill the desire of people to take out books or to go
to a video store.

Mr. Conyers?

Mr. Conyers. Thank you, Mr. Chairman.

I just arrived back in Washington. I am sorry I missed the begin-
ning part of the testimony.

I feel very stronfly about this hearing. I commend the chairman
and the witnesses I have heard so far.

I think that unless this issue is taken in the backdrop of other
national security activities, particularly including the FBI, there
goqld be a tendency to get a very episodic view of what the FBI is

oing.

In other words, if this were the only thing that were happening
that would be disturbing in terms of invasion of the rights of citi-
zens and of the outrageous conduct that goes on in the name of na-
tional security, you could approach it from a different attitude. But
from my point of view, as one who happens to read out of the way
and not in the public domain, ienerally, what are not popular
issues, I feel very strongly about this.

We are looking at the Federal Bureau of Investigation that
comes out of the 1970s with the COINTELPRO, the Fred Hampton
murder_in Chicago, the bugging and surveillance of Dr. Martip
Luther King. These are just things I can think of.

This committee had hearings about their overreaching in trying
to find out about corruption in a Clevaland court. We have the
ABSCAM case, cases which I thought were an outrageous way to
try to find out about corruption in the Government.

We recently, this same subcommittee, has been hearing about a
black FBI agent who revealed that he was in fact the subject of ter-
rorism within the FBI in a number of duty stations with the knowl-
edge of FBI superiors.

Now, when you put all that in back of the Iran-contra hearing,
which again revealed the excesses of which many people in the in-
telligence portion of our Government would turn to, and then we
now come together to find out about citizens and nonsensitive, or
at least unclassified, information, we are being beset upon by an
intelligence agency that has gone far, far afield, and in my judg-
ment has never come back to limiting these excesses. They have
gone on throughout my experience in trying to oversee their activi-
ty.

As a matter of fact, the Hispanic agents, 95 percent of them, are
now in a historic class action suit, based on racial discrimination,
against the FBI, the first time this has ever happened.

What I am suggesting to you is that this, taken separately from
all of these lists of things ot) which I only name a few, is one kind
of a matter. When you take it in conjunction with all of the ex-
cesses, it seems to me that we have a very, very serious situation.

I would like to explore your re. ion to that particular evalua-
tion, and I realize that you perhaps were not told by the organiza-
tions that your represent how to handle that kind of question, ard

)
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I recognize that it would be coming from your own personal feel-

ing,

%ut it seems to me that if we just look upon this as a little trav-
esty that should be corrected, a little slap on the wrist, ard a warn-
in%,v“Fellows, cut it out,” it seems to me to miss the point.

e have a national security crisis here of great dimension. And I
would like to see if there is any support for it among the witnesses
here today.

Mr. WEBSTER. I might add that we are very concerned with this
effort in part because it does parallel other initiatives recently un-
dertaken by the U.S. Government.

Members of the library and information communities have ex-
pressed alarm about the Government effort to control access to
what might be described as unclassified but sensitive information
in Government and private data bases. The alarm has grown out of
executive policy directives as well as actions and public statements
by military and intelligence agency officials describing their con-
cerns about who has access to certain Government and private
data bases.

There have been efforts beyond this specific fprog,'ram to limit the
ability of different individuals to get a hold of information that is
unclassified but viewed as sensitive. That is, of course, of great con-
cern, a concern in part from this philosophical and legal point of
view, but also thers is a very practical element of the cost of
making these efforts for the amount of intelligence and the utility
of intelligence gained. I think it is a very expensive process simply
from a rractical point of view.

Mr. Scamipt. I think that your comments, Congressman, strike
to the heart of the first principle, if you will, and that is given the
society that we have, that we grew up in and have come to love,
even with its imperfections, is the society going to be made more
secure by being more closed or is it more secure by remaining the
open society that it has been?

And I suggest that the brief that can be recited, represents a
point of view which our history does not share.

Mr. ConNvyErs. Thank you.

Mr. BenDER. Likewise, it seems only with open access to re-
sources can you develop an informed citizenry that can both govern
itself as well as take care of its daily needs. And supporting the
professional access of that to the confidentiality of records; it is
only one way of insuring that the user will have this broad access
to this information. As well as the Federal Government, State gov-
ernment and local governments, have put tremendous amounts of
money into the purchase of resources for use by the people of this
nation. It seems like any other agency who is trying to restrict that
3 running counter to what the overall purpose and development of
hibraries are within this co'intry.

Mr. Conyers. Thank you.

Mr. Chairman, I have one other question. And before I go to it, 1
want to tell you what I think about a classification called sensitive
but unclassified.

Now, here again, if you take this out of its context, you can imag-
ine that something could be sensitive but unclassified. But if you
take it in terms of the examinations that have gone on in the Con-
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gress, where we have tons of material that are overclassified, and
there is a great move on, I understood, to declassify some of this,
everything that comes off of a computer is subject again to some
kind of classification.

The tendency toward overclassification has been revealed as hor-
rendous. So for us to go back and now find still yet another area of
sensitive material that somehow escaped all of the classification
possihilities that exist, I find really ludicrous.

But more seriously, very dangerous, because then they are
saying, well, we may have a thousand classifications, but there are
some things that could be sensitive that deny classification and so
therefore we are going to create another classification for them.
And I strongly object to that whole kind of mind set.

Now, the question that I close with is for you to help us describe
what kind of remedy ought to occur here. The FBI is here. They
read all of our discussions and so forth. They will have, as a matter
of fact we have the statemeut of the FBI representative that will
be coming on shortly. But what does it all mean? I mean, we are
talking about just in this room, we are representing everyone in
America’s right to have access to a library without having the Fed-
eral cops potentially looking over your shoulder. That is what is
going on in room 2237.

This is a_tremendously significant resclution of an important
problem in democracy. And I sit here saying well, what do we want
them to do now that you have laid it out and The Nation and
others, our staff has worked on this, and fine, OK, we will listen to
the FBI and then what do we want to have happen?

Well, I suggest to you that we are—that the Congress, even
under the strong oversight controls exercised by our chairman and
others who have shared this responsibility, we are in such a limited
position that I think we ought to really review what our relation-
ship is to the subject in a realistic way. Because a lot of people in
your organizations are going to say when they read your state-
ments and what this committee said, they are going to say, ‘‘Well
done, ladies and gentlemen, you are doing a great job. The commit-
tee spotted this, they held hearings, your organizations came for-
ward, made absolutely excellent testimony to which very few
Americans would disagree, we really socked it to the FBf' that
Monday afternoon. I mean, they really got it.”

But did they get it? What ‘s the consequence of this hearing?
And I say this as one who tries to sit in these hearings with a view
of changing things because if it is just a matter of coming up and
taking your blows, you send one person up from the agency and he
gets worked over a little bit verbally and he goes back in the after-
noon and, what is it that we can do here? We are not the appro-
priations agency.

And so { am thinking about—-this is a matter important enough
for Judge Sessions to not only attend in a subsequent hearing, but
to announce a whole program that would extirpate this noxious ac-
tivity comgletely out of the FBI, to repudiate it in the widest audi-
ence possible, to give Americans the assurance that not only will it
not happen again, but that he will take exemplary steps to make
sure that nothing like it in related overreaching actions in the
name of national security happens.

-y
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It seems to me that unless something very dramatic happens, the
best virtues of this hearing and your excellent testimeny may all
just be another episode in which we move on to sumething else.

Mr. WEBsTER. I certainly agree with you. I think strong action
has to be taken.

We think the program needs to be stopped first and fundamen-
tally. The FBI should be called upon to publicly acknowledge their
willingness to suspend the program.

I think secondly, there is great value in a growing of public
awareness, of what the agency is doing and how it is doing it. I
think getting a clear picture with some of the contradictions and
oversimplifications, and lack of specificity eliminated from that pic-
ture, it would be very useful for the public to have a better under-
standing of what the FBI is doing.

Beyond stopping the program, certainly and haviag a better
public awareness of this pattern of activities and the significance of
this pattern of activities, I, like many others, feel that there is,
there may well be a stronger oversight action that might be needed
in order to assure ourselves that the FBI does not initiate these
programs of aggressive surveillance outside the scope of their re-
sponsibility.

Mr. BENDER. I would like to support the words and echo what
Mr. Webster said. We do oppose these activities and I think that
one of the problems that we have in addressing them is trying to
find out what they actually are.

As I indicated, that through two letters to Director Sessions, the
asscciation still has not received satisfactory answers or a complete
description of what the program is all about.

I think that there is a process that the FBI can take in the sub-
poena process when it is so warranted. But on the hunting they are
doing in the guise of security, it simply is a witch hunt for—they
don’t even know what. And until they can map out or lay before
everyone what the process is and the object of their program, it
seems like it is a futile effort and it seems like it will continue to
grow, and that they are going to continue doing what they want
and continue to expand into areas which really are not in the face
of national security, and I think that it is very difficult for them to
justify overall within the FBI that they are in the guise of national
security when it is unclassified information, most anyone can walk
into any library and have access to most of the materials that our
members have been questioned about.

It has nothing to do with proprietary material or classified or
whatever. As I said previously that is handled in a different fash-
ion. So it would be just good to know what some of the processes or
what the program is about and I believe that they do not know
that themselves.

Mr. ConyErs. Thank you.

Mr. Epwarps. The gentlewoman from Colorado. Mrs. Schroeder.

Mrs. Scurokper. Thank you, Mr. Chairman. I just want to thank
the witnesses for, I think, very eloquent testimony and really help-
ing us iet some insight into what this feels like. And it is kind of
ironic that at the time we are a plauding the FBI for the wonder-
ful work they have done in tll:m Pentagon scandal, keeping it
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secret, the money that way is spent more efficiently than running
around libraries on a fishing expedition.

I would just like to pursue what Congressman Conyers said and
that is I hope as we get more specific evidence about what this was
really all about, you will feel very free to let us in on the commit-
tee what a remedy might be other than just air it. I mean airing it
is one thing, but trying to make sure that we don’t have these
types of things happen in the future, I think, is terribly important.

We don’t need Federal nannies looking over everyone’s reading
list to see whether or not they get an A or a B or an F or get on a
list. I don’t think that we want great lists in computers every-
where. So when we hear more about what it really was, we would
appreciate your feeling free to come forward and tell us, too, if you
think there is something we should do or something more that
could be done, and I thank you.

Mr. EpwaArps. Thank you, and thank you, Mr. Conyers, for a
very valuable dialogue there.

Well, I think that any of us who have been arcund for awhile
know that so many men and women who have contributed so much
to our country and to the countries of the world have done their
work in the public library, such as the New York librery.

Some of the great works of literature and poetry that we treas-
ure today were written by men and women who spent many long
hours, years, in libraries, and one wonders what is going to happen
to people who write controversial, creative works if they think they
are going to be looked at by an FBI agent. What will happen to
progress in this country?

[ know I wouldn’t. If I was going to write a book on a controver-
sial subject and I didn’t have any money, in the past I could always
g0 to a public library to go and have quiet days and hours and
months of solitude and references that I could get for nothing. But
if I am going to be watched by a Government agent and reported
by library employees who are working for the FBI, isn’t that going
to do great damage to the creative work, the creative impulses of
Americans and foreign people who have great talent?

It just seems open and shat to me, and this is the part that both-
ers me about the FBI's attitude. We try to work witli them on
these issues. You can't pass a law every time you find a Govern-
ment agency doing something that is disturbing—that seems clear
to the members of a committee or to the Congress. So what we
have been trying to do, and we have been doing it for many years,
is to have a dialogue on issues like this and we are having regular
dialogue on this issue. The FBI is convinced that this is the right
thing to do and they don’t seem to understand that even though
tnere might be some value in counter espionage, that there is no
way ti:t can be as important as the damage that can be done to our
society.

They don’t seem to have the least understanding of that. As a
matter of fact, one of the statements that was—well, I don’t get
into some of the statements because the FBI, they won't be testify-
ing here today, we were going to postpone the FBI's testimony for a
day or two so we can have a chance to go over the full testimony of
your witnesses and they are very, very valuable witnesses.
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I wonder what we will do about this violation of State law. Does
that disturb any of you that apparently there is a—there are vari-
ous State laws that are being violated, but no protection to the vio-
lator, just because you give information to an FBI agent doesn’t
mean that State law doesn’t apply. You could still be arrested,
couldn’t you, under State law?

Mr. Scamipr. That is my understanding.

Mr. EpwaRrDs. So you could get socked with a heavy fine,

Mr. BenpEr. But unfortunately most of the people that are being
pressured in this situation do not know the ggote laws exist. And
absence or not knowing the law is no excuse, however, a paid or a
Eara—professional, whatever the circulation desk, being confronted

y an FBI agent is an awesome situation.

And so that individual responds the best they can, not knowing
that thegoare actually being protected by 38 State laws and the Dis-
trict of Columbia.

Mr. Scumipr. Mr. Chairman, if I may, to pick up on your com-
ment there and Congressman Conyer's search for the remedy, I
can’t help you with that search. I sense in Congressman Conyers
and in the chairman some frustration as a function of their prior
dealings and dialogue with the Bureau.

It is clear to me that the fact that the chairman has elected to
have this hearing will serve a useful function, not only in the flow
of information to the witnesses and staff, but also those of us here
at the table are going to be able to use this occasion as a way to
raise the consciousness of our professional communities about the
ethical obligations that they have and the local and State statutorv
environments in which they do the work that they do. And while
that is not per se, a remedy, vis a vis the Bureau, it will be helpful
to the citizenry as a whole in any event.

Mr. Epwarps. We don't have any minority members here but we
do have a minority counsel. Do you any any questions?

Mr. SroBobiN. Yes, I do. Thank you, very much.

I wanted to ask a question for Mr. \{'};bster. You indicated in
your testimony that if the Bureau desires information about an in-
dividual who is the subject of a legitimate investigation it may
obtain a court order for the material pursuant to applicable law.
And then I am looking at the code of ethics for libraries and it says
that libraries must protect each uscr's right to privacy with respect
to information sought or received and materials consulted, ll))or-
rowed or required.

My question is, suppose that the FBI did get a court order pursu-
ant to the applicable law and asks the library to furnish that infor-
mation. Would it be ethical for the librarian under those circum-
stances to provide the information?

Mr. WesstEr. I believe so. I think that procedure has heen fol-
lowed in at least one instance here as part of the FBI Library
Awareness Program. In their approach to the State University of
New York at Buffalo, there was a request for that t pe of informa-
tion. When refused, they secured a subpoena and then they, I be-
lieve they provided it under the requirements of that subpoena.

Mr. SvoBopIN. I guess what I am trying to understand is how
would it be ethical under th-t ethical guideline there? Because I
don't see, it says the librarians must protect each user's right to
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privacy, I don’t see any exception there. Why would it be ethical
under that situation where the information being requested is pur-
suant to a court order?

Mr. Scumipt. The committee that wrote that statement has de-
liberated precisely the point that you have r.ised and they have
concluded that if a librarian 'or library employee is presented with
a court order in good form from a court of competent jurisdiction,
that it would be ethical and indeed, i most, if not all of the 37
States and the District of Columbia that I know about, they would
be obligated under law to provide the information that was sought.

Mr. SroBopiN. If there is a——

Mr. Scamipt. You will find the information attached to my testi-
mony that outlines the policy on confidentiality adopted by the
American Library Association and suggested procedures for imple-
menting it that your concern is accommodated.

Mr. SroBopIN. I am trying to get an understanding of that li-
brary and library user privilege. y, if it is founded on similar

rinciples, as' a lawyer-client privilege, or physician-patient privi-
e%z or like a journalist’s First Amendment privilege, why wouldn’t
it be ethical for a librarian to refuse to give information where it is
pursuant to a court order if it is founded on similar principles? I
am trying to get a handle on whether the librarian privilege is the
same as other privileges or whether it is different with respect to
other kinds of privileges.

Mr. ScaMmipr. I am aware of some reporters standing fast on mat-
ters of this kind, flying in the face of applicable law and taking the
sentence that the legal system hands them as a consequence of
their position. I expect the same could be the case of a librarian or
a library employee even in the context where a provision explicitly
existed in the State law for disclosure. They could elect to deny the
order in what they viewed as a higher ethical cbligation and suffer
the consequences of that position if it came to that as reporters and
thers have before them.

Mr. SrLosopIN. OK. And this may be a naive question on my part,
but it appears that this program, Library Awareness Program, has
been around since 1982, why are these issues gaining such visibili-
ty? Perhaps these issues have been raised for 20 years or so, but it
seems that they are at another level of visibility. Why now?

I guess what I am asking is why has it taken 25 years until it
has gone to the stage of a congressional hearing?

Mr. WeBSTER. I think part of it is the securing the information
on these activities. This has been a program that is not well under-
stood, even to this moment. It has been a program that has in-
volved the libraries in various parts of the country being subjected
to requests frequently without a way of tracking on those requests
or the imposition of t¥1e FBI on the institutions.

In part it is because we simply haven’t known that it has been
this extensive, this broadly b , this formal as to be called a pro-
gram, a Library Awarcness Program. Availability of this informa-
tion, once it has come to light has prompted a very strong and
vocal response from all parts of the profession as well as our
parent institutions. The universities have expressed the same con-
cern. The minute that we have learned about it, we have been
quite vocal. And upon investigation we have discovered that, in




71

fact, it does have a history. A history that is much richer, much
more confounding, if you will, that we had thought.

Securing information on the program has been very, very diffi-
cult for us, even when we have had concrete information on which
to go from.

Mr. SLoBODIN. Another item, The Washington Post in an article
on March 27 of this year indicates that there seems to be a split on
this National Commission on Libraries and Information Sciences
where they were addressing this issue. And I believe there was a
transcript from that meeting from a request filed by the Bureau of
National Affairs indicated that some of the members supported the
program, the Library Awareness Program and one member here,
Gerald Newman, chairman of the panel, said “We have the
responsibility . . . of being sure there’s freedom of access of infor-
mation, but I think we have another responsibility in upholding
the Constitution of the United States, which is probably a
higher . . . responsibility, and that includes citizens protecting our
democracy and our republic.”

I wanted to get your reaction to that.

[The Washington Post article follows The transcript of the meet-
ing of the National Commission on Libraries and Information Sci-
ences is reproduced in the Appendix.]
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Librarians Want FBI to Shelve
Requests About Foreign Readers

Agency Faulted for Asking Info;{?tion About Bock-Borrowers

By Bi'l McAllinter <
Wadnglea Pard Mait Wrike

When University of Maryland
Sbrarian Herbert N. Foerstel dis-
covered that an FBI agent had vis-
ited one of his libraries to demand
information about the reading hab-
#ts of individuals with “East Euro-
pean or Russiar-sounding names,®
he was furious.

“The FBI never makes an ap-
pointment. You never know they're
coming,” he said. “They never
speak to a supervisor ..., They
contact the lower-leve! staff, flash a
badge and disappear.”

Incidents like that at Coliege
Park have galvanized members of
one of the nation's quiet profes-
sions—librarians—into a boister-
ous lobby, demanding that Congreas
restrict a highly controversial pro-
gram designed tn enlist librarisns in
identifying and tracking the read-
ings of foreign diplomats.
~ The Federal Bureau of Investl-
gation said the foreign envoys may
be secretly ferreting details of
American technology from unclas-

3 ]
'/ 17/}.“ publications and recruiting The

apies.

The librarians call the FBI's "l
brary awareness project” a clumsy
attempt to force them to break local
faws protecting the confidentiality
of library users over information
that is available to anyone in this
country.

*[ really don't see how a free s0-
ciety ic able to say that technical
journais have to be hidden from
people  with  foreign-sounding
names,” said Foerstel. "l don't think
it's going to work.”

Rep. Dod Edwards (D-Calif)),
chairman of the House Judiciary
subcommittee on civil and consti-
tutional rights, apparently agrees.
At a recent appropriationa hearing,
FEdwards chastised FBI Director
William S. Sessions, saying that the
mwaprogrum might scare people from

ries,

*Let me tell you that I'd be
frightened if 1., . was afraid that
the librarian would report me to the
FB! for reading a particular book,”
Edwards said. “Anything that chills
the desire, the interest of Ameri-
cans . .. in going into libraries is a
very serious matter.”

Sessions agreed to review the
nearly 15-year-old project, but he
defended it as critical to his agen-
cy's counterintelligence program.
Americans must understand that
libraries are “where people are be-
ing recruited for forcign and hostile
intelligence sources,” be said.

Until librarians in the New York

. City area rublicly complained about
the pregram w the fall of 1987, it

v was a ki pert of a larger

. FBI program designed to warn de-
fense contractors about Soviet

$ spies. Since thew, the FBI bes ac-

| knowledged contacting sbowt 25
libraries, mostly technical or scien-
tific ones, in New York and Wash.
ington. -

The agency won't discuss which
libraries have agreed to cooperate
and which have refused, bt the
American  Library  Association.

. which opposes the program, says it
has documented about 12 rejece
tions. including the Maryland case
and a similar approack at George
Mason University in aprthesn Vir-
gima.

association considers the
confidentiality of library records a
matter of ethics. Us spokesmen aay
the FDI's program is a costly, i-
conceived effort dedﬁed to trans-
form libeary clerks into low-evel
intelligence agents.

FBI officials say that is not the
case. In a closed meeting in January
with members of the Nationa! Com-
mission on Libraries and Informa-
tion Sciences, a federal advisory
panel, Thomas DuHadway, a deputy
assistant FBI director for intelli-
gence, portrayed the project as
very auccessful and appealed for

support,

“We don't wart you to be a spy,”
DeHadway tokd commission memm-
bers. “You're not trained to be a

py.

°If in the legitimate course of
your business you see something
you think we ought to know about,
please tell us," Dulladway added.
*And you should know {rom an ed-
ucational standpoint that there'a a
possibility you could be an individ-
ual target of a recruitment . . . . "

Foerstel said the approach an
agent made in the fall of 1986 at the
University of Maryland chemistry
and engincering lbraries that he
supervises was more d'rect,
Nave sny leeignery wang the b

ve any foreigners g jo
brary” * Then, "With Esst Euro-
pean or ing names?”
Finally, the librarians were anked
whether the individuats had asked
for any computer searches and foc
the areas in which they were inter-
ested, Foerstel said.

The tibrariana referred all the
questions to Foerstel, who said be
has had difficulty communicating
with the FBI about the jssue. Uni-

the borrowings of kibrary patrons
will be revealed without a court or-
der, he sa

. FBl.spokesmen declined to dis:
cuss Fpersttl'a statements, mying,
“The main purpose ‘of these con-
tacts has'been to educate the tibrar-
isns to the activities of the Soviet
intelligence servicea and to aeek
the librarians' help.” -

The number of people considered
“the potential hastile presence in
this country”--more than 33,000
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communist bloc diplomata, students
and visitors—make the public's
help crucial, an FBI statement gaid.

But the Lbrarians asy the FBI
policy flies in the face of lawa in 32
atates, including Maryland and Vir-
ginia, which make confidential the
borrowings at public libraries.

Not everyone associated with
libraries believes that the FBI's re-
questa ace improper. When DuHad-
way, the FBI's No. 2 counterintel-
ligence expert, sppeared before the
library commission, he found strong
support smong some members of

' the presidentially appointed panel.
A transcript of the meeting recently
was made pubdlic in response to 8
Freedom of [aformation request
filed by the Buresu of National Af-
fairs, 8 Washington publishing com-

pany.

“We hive the ms?onubthty
of being sure there's freedom of
access of information,” said Jerald
C. Newman, chairman of the panel
and & North Woodmere, N.Y., busi-
ness executive, “But | thmk we
have another responsibility in up-
holding the Constitution of the
United States, which is pfobably ]
higher . . . respoasibility, and that
includes citisens proteclmg our de-
mocracy and our republic.”

Added Wanda L. Focbes of Clo-
ver, S.C., “We could do with 8 few
fess hbramna who are 30 naive in
these things

O!hers on the iedenl commission
expressed concern and puzzlement,

RIC
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however, over DuHadway's re-
marks. “There seems to be 2 gen-
uine Iack of understanding about
this issue,” said Patrice McDermott
of the American Library Associa-
rn s Office of Intellectual Free-

In the meeting, oun.my alter-
nated between appesls for help
from the nation's librarizns to as-

.surances of sugort for the privacy

laws that protect library records in
many states and the tradition of
openness of American Hbraries.
The agent said the FBI is not inter-
ested in blocking the sccess of dip-
lomats to U.S, kibraries or with
their access to clasaified materisls
in libraries,

“There are certain sections of
specialized libraries that are sup-
posed to be restricted,” he said.
“And those are some of the areas
that we find our Soviet friends out
mucking asbout in, They really
shouldn’t be there. But ... if the
librarian wanta to give them access
to that kind of information, that's
her choice.”

DuHadway opened his presents-

' massi

U.S. is free, available and unclas-
sified.”

“... We don't have any concern
about that, but we do like to know
who's collecting and what they are

collecting, and that's s burden
thet's been put on us by presidential
directive and law and we try to do
that.® :
The FBI official said that while
Soviet diplomats have the right to
enter American libraries, intelli-
gence officers in their diplomatic
missions don't do 80 for fear of be-
ing identified. “So that's what we’re
trying to do too is, first of al, iden-
tify these people: Who are the jegit
diplomats, who are the spies?” -

To support his case; DuHadway
cited the case of Gennedi F.
Zakharov, a Soviet citisen employed
by the United Nations who sought
20 recruit a student st Queess Col-
lege in New York, aliegedly for “re-
search.” From inithally requesting’
that the atudent copy reports for
him, Zakharov progressed to in-
structing him to steal microfiches
from the University of Conaecti-
cut's library, the FBI official said.

“You send them into the library,
you get them ueed to doing things
for you . ... It's s very slow pro-
him up to the clasified informa-
tion,” DuHadway said.

That's what many librarians say
puszies them, Many, like Foerstel,
say their libraries contain no clas-
sified material. “As 8 public kbrary,
our doors are open to anyone who
walks in off the street,” he said,
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Mr. WesBs7ER. Yes, I do have a reaction to that. There has been a
resolution passed by NCLIS which contradicts that position. The
resolution, if I might read it, states that “Whereas the fundamen-
tal dedication of the National Commission on Libraries and Infor-
mation Science to open access and the right of privacy has never
been stronger, now, be it resolved and reaffirmed it is, one, uncom-
promising commitment to the basic principal of open access to in-
formation for all. Two, its equally strong commitment to the right
of privacy for all users of our nation’s libraries and, three, its un-
equivocal support of First Amendment rights.”

So, I think it is a very strong and definitive statement.

Mr. ScumipT. I might note that statement, which was approved
by the Commission Wednesday last, was unanimously adopted. And
I would be willing to speculate that the reason for an apparentl
different posture between January 14 and June 15, has to do wit
the unrestricted flow of information, pro and con on this program,
leading the commissioners to conclude that they ought to take the
position that they did last Wednesday.

Mr. SLosopiN. OK. Thank you very much.

Mr. Epwarps. We would like to move on. I might add that this
subcommittee did not know that this program existed until just a
few months ago. If we had learned about it in 1965, or 1966, or
1967, we would have certainly done what we have done and imme-
diately called the FBI to account.

Mr. Dempsey.

Mr. DEmpSEY. No.

Mr. Epwarps. Thank you, very much. The panel has been very
helpful. We appreciate it very much.

TESTIMONY OF PAULA KAUFMAN, ACTING VICE PRESIDENT, IN-
FORMATION SERVICES AND UNIVERSITY LIBRARIAN, COLUM-
BIA UNIVERSITY, NEW YORK AND HERBER: N. FOERSTEL, EN.-
GINEERING AND PHYSICAL SCIENCES LIBRARIES, UNIVERSITY
OF MARYLAND

Mr. Epwarps. The last panel to testify today is also welcomed:
Paula Kaufman and Herbert N. Foerstel.

Would you swear that the testimony you are about to give is the
truth, the whole truth and nothing but the truth.

PANEL. We do.

Mr. Eowarps. Thank you. Paula Kaufman is acting Vice Presi-
dent, Information Services and University Librarian, Columbia
University in New York. We welcome you, Ms. Kaufman, and you
may proceed. Without objection both of your excellent full state-
ments will be made part of the record and you may proceed on
your own time.

Ms. KAurMAN. Thank you, Mr. Chairman. I want to extend my
appreciation to you for your efforts in holding these hearings and
for the opportunity you have given me to appear before you today.

On June 7, 1987, when I was the Director of the Academiic Infor-
mation Services Group at the Columbia Libraries, two New York-
based FBI agents attempted to gain the cooperation of a support
staff member in our Mathematics/Science Library to report to
them on the activities of foreigners who use that facility. Tﬁ% con-
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versation was interrupted by a member of our professional librari-
an staff and the agents were sent to talk with ne. I met with them
on June 11. At which time they explained to me that they were
conducting a Library Awareness Program in New York City, the
purpose of which was to alert the librarians to the possibilities that
foreigners from countries hostile to the United States werc using
our library resources to piece together data which would yield in-
formation dangerous to our national security.

They focused technically on the journalists which we subscribed
to in that library and explained to me that these foreigners could
piece together bits of information from the articles that appeared
in these publications that would threaten our national security.
They asked us to report on who was reading what, and I refused to
cooperate with them.

They then changed their tactic and explained to me that librs =
ies were popular places in which these foreign intelligence agents
recruited both students and librarians who they described as bein
traditionally poorly paid to help them gather their information an
they asked that we report to them on any foreigners from coun-
tries, again, hostile to the United States, particularly the Soviet
Union, who were suspicious.

I refused to cooperate with the programs, citing that this would
be a violation of university policy, New York State law and the
First Amendment guarantees of privacy. Subsequent investigations
indicate that this program has been carried on for many years
throughout the country. Though the FBI as we have heard earlier
today has asserted that it has been confined to the New York City
ares.

If library research by foreigners is truly a threat to our national
security and if libraries have been prime sources for recruiting for
80 long, it is difficult for me to understand why the Bureau has not
made us aware of this imminent danger before. And if this threat
is so wide spread, why it has not broadened the program to include
other cities and educational centers.

As we heard earlier today, the program is more widely spread
than we have known before. It is also quite difficult to credit the
FBI's claim that hundreds of thousands of pieces of technical
microfiche have been stolen from our country’s libraries without
any of us knowing it. We at Columbia have more than a billion
pieces of microfiche and I have been a librarian for nearly 19
yeers, I am not at all aware that there has been any wide spread
theft of materials of this sort.

Surveillance of user’s activities by librarians is impractical as
well as jllegal. Columbia University as a United States depository
library is required by law to make its collections of U.S. Govern-
ment documents available to everyone, regardless of their connec-
tion with the university.

Any major university community includes significant numbers of
citizens and scholars of foreign background. At Columbia, surveil-
lance of people with foreign sounding last names and accents might
well focus on some one like Abignew Brzezinski, the former Nation-
al Security Advisor to President Carter, a member of our faculty
atna(ti"fWhO is not necessarily known io many members of our library
S .
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Furthermore, it would contravene State law which guarantees
the confidentiality of borrower’s record and the American Library
Association’s code of ethics. It seems to me our society faces a far
greater threat from the loss of our basic rights of privacy and
access to public information than it does from the use of unclassi-
fied material by foreign nationals in our libraries.

Any threat to our national security which results from the exer-
cise of these rights is the price we must pay in order to remain a
free and open democratic society. The right to privacy is a funda-
mental part of the First Amendment right for information. I sup-
port the American Library Association in calling upon the FBI to
end the Library Awareness Program and to desist from recruiting
librarians anc staff to monitor the use of libraries.

Thank you, I will be pleased to answer any questions that you
might have.

[The prepared statement of Ms. Kaufman follows:]
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PREPARED STATEMENT OF PAULA T. KAUFMAN, COLUMBIA UNIVERSITY
June 20, 1988

My name is Paula T. Kaufman. I am the Acting Vice Preside t
for Information Services and University Librarian of Columbia
University, New York City.

Mr. Chairman, I want to express my appreciation to you for your
efforts in holding these hearings and for the or,portunity you have
given me to appear before you today.

On June 7, 1987, when 1 was the Director of *he Academic
Information Services Group at the Columbia Libraries, two New
York-based FBI agents attempted to gain the cooperation of a support
staff member in our Mathematics/Science Library to report to them on
the activities of foreigners who use that facility. The agents were
intarrupted by one of our professional librarians, who sent them to
talk with me.

These two agents came to see me, by appointment, on June 11,
1987. They explained that they were conducting a "Library Awareness
Program" in New York City and that they wanted to alert Columbia's
library staff to the dangers which could result from persons "from
countries hostile to the linited States" using our science libraries.
These foreigners, they continued, could uncover information dangerous
to our national security by pie:ing together data from a wid: variety
of sources to which we subscribe.

When 1 refused to cooperate in this undertaking, the agents

tried another tactic. They explained that libraries such as ours
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were often used by KGB and other foreign intelligence agents for
recruiting activities. Citing the Zakharov case as an example, the
agents warned that students and librarians, "who are traditionally
underpaid," are the primary targets of these recruiting efforts. 1I
continued to refuse to spy on our users, explaining that such
act.vities would violate our institutional policies, the right to
privacy afforded by the First Amendment, and the laws of the State of
New York. At their request I provided the agents with information
about who was ent‘%led to use Columbia's libraries. They did not
press their case further. I have had no direct contact with any FBI
agents gince than.

After the agents left, I contacted a few colleagues in New York
City to ask if they had had similar visits and to tell them about my
experience. All were as outresged as I. I also informed the New York
Liorary Association, which relayed my report to the American Library
Association. Although the first press report appeared in late August

1987. it was not unt:i! the New York [imes ran a front-page article on

September 18, 1987 that word of the Library Awareness Program began
to oe widely disseminated.
Despite the information contained in the FBI's February 1988

report, The KGB and the Library Target 1962 - Present, despite

arguments contained in newspaper columns such as Phyllis Schlafly's
("It's Librarians' Duty te Help Catch Spies." USA Today, May 24,
1988), despite incorrect descriptions >f my previous activities and

an inference by the chairman of NCL{S that I am unpatriotic, and

despite the hate mail I have received since last Fall, I remain
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convinced that the FBI's Library Awareness Program is
ill-conceived. It violates our country's basic democratic
principles of privacy and the free and open access to information.

The powerful words of James Madison (The Federalist Papers) still

resonate: "[A] popular Government without popular information or the
means of acquiring it is but the prologue to a farce or a tragedy or
perhaps both. Knecvledge will forever gevern ignorance and a people
who mean to be their own governors must arm themselves with the power
that knowledge gives." The Library Awareness Program threatens to
hinder and prevent the open access to informatior which our Founding
Fathers held so precious.

The mere thought that a librarian or anyone else may be
watching over one's shoulder and reporting to the government on one's
readin? habits conjures up images of Big Brother and creates an
enormously chillirg effect on all those who use libraries. The
library's role in our scciety is to provice access to information
within a context of privacy; this role has been underscored by the 38
states and the District of Columbia which have enacted laws to
protect the confidentiality of borrowers' records. It is further
underscored by the Ameri~an Library Association's Code of Ethics:
"Librarians must protect each user's right to prisacy with respect to
information sought or received, and materials consulted, borrowed or
acquired."

In its coverage of this issue, USA Today asked seven people,
"Would it bother you if the FBI were told what library bouks you

checked out?" Doris Marvel of Plattsburgh, NY responded eloquently,

S
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"Absolutely. Being able to go to the library and read what we want
is one of our inalienable rights. It's not the librarians' job to
spy on people for the FBI. Their job should be about books. Nobody
tells me what I should or shouldn't read." La;ry Mathias of
Homewocod, IL agreed that the FBI may be asking librarians too mucn,
but said, "I wouldn't have a problem with it....And if those steps
are necessary to protect our national security, then they are a
necessary evil."

I disagree with Mr. Mathias. These measures are an unnecessary
evil. The threat to our national security posed by library users has
not been demonstrated beyond question. I cannot dispute the claim
that some recruiting activities may take plece in some of our
nation's libraries. The convenience of the location is obvious.
Nevertheless, I am not at all convinced of the validity of the FBI's
assumptions regarding access to sensitive information. Ffor *he
record, I sksuld note that Columbia's library collections do not
contain materials which are classified, proprietary, or secret.
Although our collections are maintained for members of the Columbia
community, we do permit limited access to scholars from other
institutions. Furthermore, as a U.S. Depository Library we are
required to make that collection accessible to anyone who wants to
use it, It seems terribly ironic that while one branch of the
government has long maintained a system through which
government-produced information is freely available to anyone,
another government agency has a recently-revealed history of ‘rying

to abridge the freedom to use that and other collections.
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I find the FBI's report of the theft of hundceds of thousands
of items of microfiche from our nation's libraries very curious. I
have been a professional librarian for nearly 19 years. I have
worked at two major research libraries and in a special library in
the corporate sector; I also founded and ran a busin»ss in the
information industry for three years. During all this time,
throughout which the FBI has apparently carried out its Library
Awareness Program, I have never been aware of the wide-spread
disappearance of technical microfiche documents. I do not doubt at
all that foreigners have removed such materials from libraries. I
also do not doubt that US citizens have removed such materials from
libraries. However, I am sure that the widespread loss of hundreds
of thousands of microfiche pieces would not have gone unnoticed by
the library community. We are much too alert, and our networks are
much too developed, for this information not to have bw.un
disseminated.

The FBI's request to me to report on foreigners using our
libraries is one with which I could not practically comply, even if
ur institution supported such cooperation, which it does not; even
if such a request did not contravene my professional ethics, which it

does; even if it did not infringe upon the First Amendment and

s 1

privacy rights of all library patrons, which it does; and even if it
does not violate the laws of the State of New York, which it does.
The academic community, indeed, American society, inciudes persons
with a variety of backgrounds, interests, and nationalities. The

FBI's definition ¢f "fcreigners' is sufficiently vague, and the
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environment at Columbia is sufficiently international, that it
becomes patently absurd to even think about how one 1s-to identify
possible spies from among our general population. Certainly, the FBI
could not intend us to ;eport on the activities of all people with
foreign-sounding names or with Eastern European accents. Zbigniew
Brzezinski, for example, who is a member of our faculty but who might
not be known to a library worker, could easily fit that definition.
Academic institutions value and protect academic freedom, which
includes the freedom to follow disparate ideas, read a wide variety
of sources, and think new thoughts. To interfere in that process in
any w3y is to interfere with the very nature of the enterprise. We
should be looking for ways to acquire more materials for open use and
to stop th2 deterioration of the materials on our shelves, rather
tkan for ways to interfere with the use of what we already own.

It seems to me that our society faces a far greater threat from
the loss of our basic rights of privacy and access to public
information than from the use of unclassified material by foreign
nationals in our libraries. Any threat to our national security
which results from the exercise of these rights is the necessary
price we must pay to remain a free and open democratic society. Yes,
the FBI should continue to carry out its mandated
counter-intelligence activities. But :i{ should not ask us to help do
the job for them by abridging the individual freedoms which this
country values so highly.

The FBI agents who visited me described the Library Awareness
Program as a New York City operation. Statements issued by the FBI

early last fall did nothing to dispute that assertion. Through the
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efforts of enterprising reporters and others, it now appears that
this effort has been in operation for more than two decades. What
puzzles me most is that if the FBI sincerely believes that librarians
are in danger of being recruited by foreign spies why has it confined
its efforts to New York City? Why has it not widened this program to
such cities as Boston, Washington, Chicago, San Francisce, and other
noted educational centers throughout the country? Why has the FBI
left us uninformed about this so-called danger for such : long time
if it truly felt we were at risk? Why was it not unti. I contacted
colleagues about the program that it was kept secret? If the danger
was considered so great, why were we not warned years ago?

The right to privacy is a fundamental part of the First
Amendment right to information. The right %o information was clearly
the intent of the Constitution's framers. I support the Ameiican
Library Association in calling upon the FBI to end the Library
Awareness Program and to desist from recruiting librarians and
library staff to monitor patrons' use of libraries. I urge this

Committee to consider enacting legislation to ensure this.

_ 7.
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Mr. Epwarps. Thank you, Ms. Kaufman.

The second member of this panel to testify is Herbert N. Foer-
stel, Engineering and Physical Sciences Libraries at the University
of Maryland. Welcome.

Mr. ¥OE.¢STEL. I am testifying today not as a formal representa-
tive of the University of Maryland or it libraries, but as an admin-
istrative head of two particular libraries at College Park that have
been visited by the FBI.

The first wvisit at the University of Maryland occurred over 7
years ago when an agent came to the Engineering and Physical
Sciences Library, Technical Sufport Center and the pattern that
was followed then has been followed across the country to date,
which is one of avoiding any appointments, no phone calls, no con-
tact in fact of any kind with supervisors.

The tendency has been to fgo to a staff member at a desk, flash a
badge, and refer him specifically to national security, in an at-
tempt to influence or intimidate library staff into providing infor-
mation about patron records.

In this particular case, the librarian was intimidated to the point
that she did not even report the incident until a year or so later
when she left employment at the university and it was only at that
time that I discovered what the agent had asked was that the li-
brarian monitor the use of technical reports, report the names of
anyone using such reports, whether they be students, faculty, staff
members, or the public at large. And as it turns out, from my exit
interview, there is strong evidence that sh> did in fact provide such
information.

The most recent visits to the University of Maryland were a year
and a half afo when once again an agent came to the Engineering
and Physical Sciences Library, Technical Support Center. The em-
phasis was on foreigners or to use the terms that the agent gave
us, “people with foreign sounding names.” And the request was,
“Do you know of any people with foreign sounding names who fre-
quent the library, do you Enow of any people with foreign sounding
names who re~uested data base searches?’

After little useful information was provided, the agent went
across the street to the Chemistry Library. Once again, “Do you
know of any people with foreign sounding names frequently using
this library, requesting data base searches?”’ The librarian at the
Chemistry Library tried to recall any foreign sounding names she
could think of. But when the agent pressed the matter to the point
of asking her to remove files from the file cabinets giving the pre-
cise names of people requesting data base searches and what sub-
jects they requested—by the way, these data base searches are
nothing sophisticated, the computer equivalent of the traditional
indices that any library has—at that point the librarian balked and
referred the matter to her supervisor. And it was at that point that
I got directly involved. And by that time, the FBI had disappeared
and was not seen again, to the best of my knowledge anyway.

It is _mportant to keep in mind that none of the libraries at the
University of Maryland has any classified or restricted material.
Anything on our shelves can be acquired from the publishers, from
the book stores, from the Government for that matter, by dropping
a chétn i tue wail, natneless and raceiess.

-~
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So it is really difficult to see any particular purpose for such har-
assment of libraries. Although there may not, in fact, have been
any purpose, any useful purpose in the program, it seems to me
that there was some useful response to it. The University of Mary-
land has tightened and clarified its internal policies with respect to
patron confidentiality and libraries around the country have done
the same.

But in Maryland perhaps the most useful result of this was the
Rosenberg-Kopp Bill which makes it illegal for any library in the
State of Maryland to reveal the contents of patron records. By
patron records is meant basically any library function or service
that associated a patron’s name with it. And Delegate Rosenberg
was responding specifically to the Library Awareness Program and
ge :vgls owraged at its violation of intellectual freedom and confi-

entiality. :

It is important to keep in mind that there are 36 other States in
this country that have such library confidentiality statutes. And in
every case, such law addresses the behavior of librarians, not the
FBL It tells librarians that they are bound by law to just say no,
but it doesn’t in any way hamper the FBI’s imposition on libraries.
I have attached in my written testimony, some interviews with
Senator Paul Sarbanes and forimer Senator Charles Mathias, both
of whom strongly object to the Library Awareness Program and
support our response to it.

I would like to briefly comment on the FBI's own description of
their Library Awareness Program as expressed in the study, “The
KGB and the Library Target,” and in its presentation to the Va-
tional Cornmission on Libraries and Information Sciences. [Both
are reproduced in th%e%p ndix.]

First I was distur y the FBI's obsessive concern with the
open society that we live in and with the Soviet access to unclassi-
fied information. For instance, on page 2 of the FBI report, it
states, “In all instances the SIS is in search of sensitive but unclas-
sified information which provides the Soviet Union with the neces-
sary tools to keep pace with America’s scientific and technical
achievements.”

Page 5, “The information available to the SIS in the specialized
and technical libraries is not classified, restricted, or unlawful to
collect or maintain.”

Page 11, “Much of the take comes from completely open sources.
Trade and technical magazines are shipped to Moscuow by the thou-
sands. Technical developments reported in the press are clipped.
Soviet officials attending industrial fairs and exhibitions come back
with shopping bags full of sales brochures and technical layouts.”

Page 80, “About 90 percent of the roughly 100,000 documents ac-
quired each year world-wide are unclassified.”

Page 31, “Virtually any American public library would reveal in-
Zsrmation in the areas of aviation, projectiles and explosives, armor
and electro-optics, missiles and space.’

And it goes un and on about the terrible danger in any public
library. Page 82, “The Soviet Union Intelligence Services mfgrma-
tion collection effort seeks to acquire significant material from
America’s data bases of sensitive but unclassified scientific docu-
ments and technical reports.”

A
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Page 6 of the National Commission on Libraries and Information
transcripts says—by the way, that was the testimony or the presen-
tation of Thomas Duhadway, the Deputy Director for Foreign
Counterintelligence—and he told the commission, “You must re-
member that 90 percent of what the Soviets collect in this country
is free, available and unclassified.”

On page 7, he reminds us, “As I previously mentioned 90 percent
of what they collect in this country is unclassified, freely avail-
able.” On page 11 he tells us again, “Ninety percent.” And so on
throughout the report.

Such emphasis on Soviet exploitation of our open society leads li-
brarians to suspect the FBI's plans and motives. However, the FBI
did offer librarians some assurance in its NCLIS presentation. For
example, on page 19, Mr. Duhadway tells us, “We don’t have a
problem with the GRU military man coming into a library and get-
ting information that is available to each and every one of us. That
is fine,” he tells us.

Page 26 he says, “We are not there because we think they should
not have legitimate access to unclassified information. If it is un-
c%laass,iﬁed, anyone can have it, we don’t have any problem with
t . 3

Page 30, “First of all we are not concerned about people having
access to information, it is legal, its non-classified information. This
country has made a decision and it is not the FZ!s business as to
~hat is available.” _

Page 34, “We are not interested in the identities oi iibrary users,
we don’'t want you to be a spy.” He tells librarians, “You are not
trained to be a spy.”

Page 42, “We are not searching for lists of library users what
have you, but the anomaly that takes place in the library.”

There was a question asked of Mr. Duhadway about the confiden-
tiality laws such as the one signed into law a few weeks ago by
Governor Schaefer. The librarian asked him, what do you think of
those laws? And Mr. Duhadway says, “I think they are right. What
is wrong with them, nothing. As I said when I started, I have no

roblem with confidentiality of lists of users, we are not interested
in that at all.”

But there remain many contradictions in the FBI's words and be-
havior. In the same NCLIS transcript, Mr. Duhadway concludes,
“We can’t, we are not in a position to get subpoenas or administra-
tive submoenas or court orders or what have you. That all becomes
public. We don’t want to do that unless we absolutely have to.”

That sounds like a continuing interest in patron records. But the
clearest contradiction is between the FBI's words and deeds. De-
spite his insistence that the FBI has no interest in the identify of
user records, that is precisely what they have requested in every
visit to my libraries and as far as I know in every visit to other
libraries around the country.

Another contradiction concerns his ciaim, “We don’t want you to
be a ap¥;” Let me quote from: an article entitled, “Spy, Spying On
A Spy For The People Who Spy On Spies” by Robert Colburn, a
librarian at Columbia University. Mr. Colburn was recruited by the
FBI after Igor Mischenko from the Soviet Mission to the UN pur-
chased technical reports from his library and Colburn tells us,
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“None of the reports that Mischenko bought was classified, but,”
he adds, “it is estimated that as much as 90 percent of the informa-
tion collected by intelligence agencies is not secret.” That sounds
familiar.

“Still, this placed me in an ethical dilemma. Here was a Soviet
who wanted to get his hands on U.S. technology and librarians
aren’t supposed to restrict information or who gets it. I decided to
call the State Department. An FBI agent phoned me back 3 days
later and asked me to come down to the New York Federal build-
ing. After I told what I knew, the agent said, Mischenko hadn’t
done anything illegal but would I be willing to become what the
agent called an asset? Would I meet with Mischenko and then tell
all to the Bureau. I bought in.”

Colburn then attempted to conjure up a thrilling James Bond
like scenario of free lunches and dinners with Mischenko, confer-
ences with the FBI case officer and even a polygraph test of Col-
burn to reassure Washington.

Colburn tells us, “I cleared the polygraph test and continued to
eat my way through my own version of a second Russian grain
deal.” But then suddenly just as we were prepared for some real
action, romance, violence, anything other than free lunches, Col-
burn’s story ends, Mischenko returns to Moscow, no laws broken,
no spies are trapped, just a lot of free loading by the librarian. But
Colburn puts the best face on the affair, ““I was relieved, my experi-
ence had been relatively benign, I was able to steer clear of both
super powers without jeopardizing my country. Others have not
been so lucky. So goes the exciting life of a real librarian.”

Thank you.

Mr. Epwarbs. How much weight did he put on?

Mr. FogrsTEL. I didn’t check.

[The prepared statement of Mr. Foerstel follows:]
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Testimuny Before House Subcommittee on Civil
and Constitutional Rights

I am testifying todayv, not B85 a representative of the
University of Maryland or 1ts Library System, but as the
administrative head of twa particular jibraries at College Park
which have been visited by the FBI orer th:  past fev years,
Several vyears ag., before the recent media attention, the
Engineering and Physical Sciences Library at the University of
Mar: land vas visited by an FRI agent. The procedure followed then
by the FBI has since become the pattern for all such visits to
libraries around the country: nc prior notification or
appointment and no contact of any kind with SUDPETV;:Sors. In
their initial wvisit to the Enginecring l.ibrary the FRI asked a
staff member to note tle name of any library user, whether he or
she be faculty, student, or ¥eneral public, who read or uijuested
particular techniecal reports, and to report such names regularly
to the FBI. The staff member was intimidated, and apparently
provided the FB! with some patron information. Only sometime
later, when she left employvment at the University, did she notify
me of the entire epjsode,

It i« amportant to keep in mind that the Engineering and
Phrsical Scrences  Library owns noa clussified material, and that
anvone wishing a copy of ansthing on ¢ur shelves 1s free to buv
1 from buckstores, publishers or U.S. Gevernment agencies. S:nce
e own no restryceted material, what could be the possible purpose
«f FB1 harrassment” Recent FRI comments in the press suggest a
oncern that American high technology information is floving to
foreign  countries through the etandard scholarly publications
v lable 1o the publ e, As u result, ‘foreigners 1n libraries”
haw Locome  one € the FRI'e most recent forusses, Ahbout a vear
ate AD PRI adent v it the Chemi<try and Enginevring Libhraries
st Collede Paile,  asnir maintasning o ot proafile and avoardine

SUpeTryisors, After flashing a bhadee  d wspressing tnspetific
tcouneern o "nat ional ety 0 the axent inquired generally
ate g foorvidners” voany hahrary users ith fereign soundine
nane < Thee Vit vranns on duty wepe acked  te recall any such
Foroaw-cns weiae "he "abirar g < aad whot m1rterinls the. road. At
the Chomrstry Jobrary tne ag nt cNpresscd partacular anterest gg,
vompuateraced Titerature searches,  the datn base equivalent of
Proudo s aeanodd perantad vheder o abtracts,  and ashed  that
Pacntrbes ot Such o owenrehn o e enama ot too determine whei he
“foreigner st o had o uweed the Sory i, Fast Furopean or Rus<ian
name s e aft cpangnd tecest, aloney with  the  subareete such
people had cenichedd, The Trnrarvar v une amfor tabile vy h the
FIPP' demniads, ared prse ndend Prtt e oprecs e tnformat jon, hust, 1n

the mbeonee o a0 Yo 1 iy pr by o confhidentiality, she did
ber o bewt ot IR IERE IR IETIN
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The numbter of libraries that the FB] has visited natjonallw
during their Library Awareness psogram & unconfirmed, primarily
because of the surreptitious way that Jibraries have bheen
appreached.  But at least nine libraries have farmailv compiained
about FBl visits: Columbia Univers:ty, University of Lincinatti,
New York University, SUNY-Buffalo, University of Marviand, Gecorge
Mason University,New York Public Library, Broward County Public
Iibrary (Fla.), and Brooklyn Public labrary.

In 1986 the University of Maryland campus legal officer
indicated that Maryvland lav neither required nor prohibited the
divulging of personal borrower or user records at the University
of Marvland. However, as a result of these unwarrented FBI
intrusions on academic freedom, the University of Mary land
Libraries attempted to clarify and formalize an internal polic
protecting confidentiality of library records. But the most
important recent event in Marvliand was the unanimous passiage of
the  Rosenberg-Kopp Bill(HR1239), making it illegal for anv
library in the state of Marvliand to revea) the contents of
library patron records, including database searches. We now have
the weight of law behind our internal policy, ensuring that it
cannot be rescinded or compromised arbitrarily or frivolous]y,

Currently Maryvliand s among thirtyv-six states which have
confidentiality of library recerds statutes. However, it is
important to nate that all of these statutes address the behavior
of librarians, not of FBRI agents. Our professional ethics, now
supparted by law, tells us: gust sav no’ But the FBI cootinues
Attempts to  res‘rict aceess to library information, to s~licit
confidential user information, and to 1ntimidate or recruit
litbrarians into complicity.

fopies of seversl documents  on confidential:ty  of harrover

recaords aceompan) thi« teestimeny, including artaicles and
Interviews T ohave  written on this  subjeet for the Marviamd
Librasy Asrociatran's official puhilacation. Allor  me to quote
briefly from mv interviews with former  Senat o Charles Mathyas
and Senntur Paul Surbands. In July 1984 Senator Mathias stated
His opposition o FRE volru-pons on bibrng ses: 0 veuld b veer

séeenste ive phont . v et ttv-tudinege dasainishing se oof
Pibravee s, thar C ool reqalt L f progcie thouent "hes vere Ceang e
be qristramed  abhant vhat thes had  rend. Vhostorian might b
toluetant ta charge gt Mean hamp or s koot Weelve b
AU B NSRS PR I te th o1 sl oaf Athynge here the Senate,’ in
Janna bl o~ ey Se i Satinges sy [ETYE I BN stiengd L
de naar ine thes R viwypte: 1 odont think *his <art o f thing
sttt v vithant r e g e [ SRR o Strae groan s faor
Fe-ytad Proscee-d L nae, te shoeald o e o Frehiing esnied o

Thrs s a0 v soe ot i thee e oaplorataon, ot tWeas 1< an
exseatand et ot oa oo vty Vet nid, o person chatgping
Sl g bl maay daysaw o Wy g |- wath ot e ot o Thee g bhiear
pProc s et s s 0t el b e o RS R IR PELINY it oarder sounads
Frbhoo o s o w1 Spines e 4 v ataation that sheald net hove

recurtad o thry fvr st vnet g ae
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Thank you for yoeur considerataien,

Herbert N. Fourrste!

Head, Braneh labrar.e:s
tniversity of Marv.and
College Park, MD 20732
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Md. bill to curb library probes pushed

House OKs measure
targeted against FBI

By Doug Birch
Annapotis Bureau of The Sun

ANNAPOLIS — A bill ed to
thwart the Federal P ureau of Investi-
ruon'l atterapt to keep an eye on

th library records in
Mary and here passed the
House of Delegates yesterdsy by a
vote of 133-0.

The bill. drafled to prevent the
FBI from reviewing. without a sub-
poena. the records of Maryland's ac-
ademic lib patrons. next will be
{ken up by the Senate,

Written by Delegate Samuel I. Ro-
senberg. D-Baltimore. the bill would
broaden current state law, which
now bars the reiease of patron rec-
ords from public libraries. to include
private libraries and college and uni-

| Versity collections.

Q
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While the legislation does not
mention the FBI,

about the bureau‘a nationwide "LI-
brary Awareness Program.® Under
that program. FBI
lUbrary workers at the ULlveraity of
bia University. the
Univers! Caltfornia at Los g
€8 and elsewhere to report on the
acvities of suspicious foreigners.
“The Information they‘re seeking
here is far removed from any legt-
mate secutity crncern of legitimate
eriminal aurvelllance n of the
FBI." Mr. Rosenberg said in an inter-
view yesterday. In a leiter secking
support for the bill. Mr. Rosenberg
wamed that ‘our university Ubrartes
are no longer aafe froia the ant-
communist hysteria and xenophobia
of the Reagan administration.”
Testifying before a congresaional
subcommittee in Washington
Thursday. FB! Director Willlam S.
Sessions sald rorelgin intelligence
services. particularly the Soviet

r. Rosenl “rgsad
he woote it in response to roncerns

. aspects of the

MGB. see specialized technical L
braries #s key places to meet and
recrult students and teachers fores- |

plonage.
The Library Awareness .
he sald. is meant to gve Ubrmammma
chance to alert the FBI when they
ace pus; behavior. c e
Representative Don Edwards, D-
Calf., said he was disturbed by some
. “Let me tell
| would be afraid to go to the
brary if | thought the librarian was
fooking and might report :ne to the
FBI U 1 took out a particular hook.”

Mr. Edwards said.

In defending the program, the FB!
hl; emphutze«ii‘ :,tf Is notulgtemled
in keeping trac what library pa-
tl;ryons mt:.lrdlng. only In c&dmi.P:

auspec agents. Inpract
tice. though. the FBI evidentlyings
sought to use library records toTRith:
Wy suspicious patrons. A

Herbert N. Foerstel. L.ead & [

See FBL, 6A. Col:

S oW

) O W

-

Mary

land House approves bill

to curb FBI probes at libraries

FBIL from 1A |

University of Maryland's brar.ch U-
braries. yeaterdayculd that :n FBI

ent. visiting the mi! ib
:fthe College Park tc;rnpu’gst y?a?
asked a librarian to comb computer:
zed data base search records

The FBl agent winted to learn
the nas ces of borrowprs with “Rus-
slan-sounding or E:tslem Europe-:
an~soundlnﬁ names.” Mr Foerste!
sald. and “the subjeds such people
had searched * |

The librartan. he!said. inttally
tried to help the agerg but later had
second thoughts andjrefused to co-
operate further withput authoriza:
tton from her Supenviprs.

The F8! agent nevgr talked with
library officials. Mr Feerstel sad. al-

though he or another FBI agent a
proached a librarian at Colle
Park's Engineering and Physic
Sciences Library — who re.used
cooperate.

No names of patrons were provi
ed. sald Mr Foerstel, who testified
favor of the Rosenberg-Kopp bill B
he sald six years ago a librarfan
the Engineering and Physic
Sciences Librery had. apparentl
cooperated wi h a similar reque
and. he believes. provided names

Judith Krug. director of the Offlr
for Intellectual Freedom of tt
American Library Assoviation sa
her group 1s opposed Lo the release
the names of {ibrary patrons and t!
books they've read. uniess theinse
ligator kas a subpoena
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EDITORIAL

We are proud of the way those stalwart hbranans responded to the FBI

A Professional and Patriotic Duty

We are grateful to Pauls Kaufman and the many
other hibrarians who firmly declined to cooperate
with the Library Awareness Program of the Fed-
eral Bureau of Investigation. Their patnotic and
professional action has buttressed freedom of in-
formation. und. now that it has become public.
has demonstrated to a forgetful sociely and gov:
ernment the strength of at least one profession's
commitment to that free, unrestrained access to
information that is the nght of all the ciuzens of
the world.

As a reminder. the library position on the
matter appears this way in the American Library
Association’s Code of Ethics: “"Libranans must
protect each user’s right to privacy with respect
to information sought or received. and matenals
consulted. borrowed or acquired.'’ In 38 states
that right to confidential use of libraries is now
protected by state law. The principle of individu-
al pr vacy and liberty is. of course. as old as our
nation and is embedded in our Constitution's Bill
of Rijthts It is our patriotic duty to defend it.

**Yhave .. double-barreled sense of outrage at
this kind o, know-rothing intimidation by the
FBI'* Repressntative Major R Owens of Brook-
lyn told LJ. ""Mv distnct faces a drug cnisis of
huge proportions. about which the FBI does a
very poor Job. then they waste taxpayers’ money
on this anti-intellectual absurdity ™

Kaufman. director of the Services Group of
the Columbia “Jo. -ersity Libranes and acting
vice president for information at the ume. was
among a number of hibrarians visited by agents of
the FBI as part of 1at agency’s misguided Li-
brary Awareness P gram (see News: LJ. Octo-
ber15.1987.p 12. November 1,1987.p 18 Late
Bulletins. January p I%. News. April 1S p 16:
and News. this 1ssue. p 181 She poluely bt
firmly told the two voung female agenis of the
FBL. buth nearls as shght 1a staure as Kaufman
herself, * Columnbia’s hbranans and hbrary
clerks coutd not covperate in the program to keep
an eye on “suspiicus-lovking people’ and re-
port what ibrary matenals they consulted

On the dark side  apparently the FBI was
sucvessful in recrunting some hibrary clerks and
even a few special hbranans to their cause Re-
punts ate coming m of 4 few tnstances of yoopera-

tion in hibranes. and one instance of endorsement
of the FBI Library Awareness Program by what
the agency called “a speciahized hibrary agency”’
that no one has been able o 1dentify <o far

In general, however, the libranians who
faced this surprising attempt to inumidate them
into spying on library users acquitted viemselves
with professional responsibility. dignity . and dis.
patch The reports. the most thorough of which
was Natalie Robins’s report on pages 497-502 of
the April 9 1ssue of The Narion, made us more
proud than ever to be a member of this often
unsung and. according to the FBI agents who
confronied Kaufman, underpaid profession *"1.1-
branans are clearly targets for recruiting by for-
¢1gn spies.” one FBI agent said, ‘*because they
«re 50 underpaid '

Among the other stalwart librarians who
stood firmly for the freedom of library users in
these sad episodes are Dorothy Byers and Marga-
ret Lippert at the University of Cincinnati, Maur.
ita Peterson Holland at the University of Michi.
gan. Sylvia Evans at the University of Maryland.
Nancy Gubman of New York University. and
Paul Fasana of the New York Public Library
There were many other unidentified hbrarians
who stood up to the FBI when the agents came to
call.

Underpaid, easy targets or not. those libran-
ans stood up for a principle that is fundamertal to
our national tradition of personal freedom. and
basic to our entire apparatus of free access 10
information For their courage 1n the face of this
unscemiy effort, and the patriotic and profession.
al dignity with which they responded to the FBI.
as hibranans and as vitizens we owe them our
deepest gratitude

tJuor in Chief

UIRKARY 10 RN AL MAY 1 swg
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Mr. EpwaArps. Thank you very much, Mr. Foerstel.

Mrs. Schroeder, do you have any questions?

Mrs. ScHOREDER. I am fascinated by the foreign name thing. As
far as I know, almost everyone here has a foreign name except
maybe Pocahantas or Running Bear or something.

Ms. KaurMmaN. They didn’t get specific because I didn’t let the
conversation continue but the agent seemed to focus on names with
Eastern European or Russian sounding backgrounds. And with
people who had Eastern European accents.

o ?rs ScHOREDER. Did you personally feel at all intimidated by
thi

Ms. Kaurman. No.

Mrs. ScHOREDER. And they didn’t try to intimidate you at all?

Ms. KaurMaN. No, they were courteous. They asked a lot about
the policies that Columbia has for access to our libraries. As a pri-
vate institution we are not freely open to the public for much of
our resources, althmﬁh for some we are.
| fi.nd I gave them all of our standard printed materials and they
eft.

Mre. ScHoreDER. They didn’t ask you to get into one of these
feedingl&rograms?

Ms. KaurMaN. No, I got no free lunches out of this, not even a
cup of coffee.

rs. SCHOREDER. That is very interesti:g.

Mr. Foerstel, when all of this happened at your library, did you
contact the FBI?

Mr. FoersteL. The first time as I said I didn’t find out about it
until a year and a half later and it seemed at that time too late,
and also I was naive to think that it was an anomaly and perhaps
didn’t justify pursing it further.

The more recent visits I attempted to contact the FBI, but basi-
cailz got the run around and didn’t get through to anyone.

rs. SCHOREDER. What kind of a run around did you get? Did
they treat you like you are some kind of a kook calling in?

Mr. FoERrsTEL. They made it sound like my inquiry was not really
significant and they would have to leave a message for someone
and have someone call me back, and they didn’t call back, and so
on. But it just did not give me the impression that anyone was in-
terested. I was going to say that Paula was fortunate in having
staff members who were responsive and conscientious enough to
immediately pass the matter on to her and that doesn’t always

happen.

lefrg. ScHOREDER. That is true. And I could see how someone
could be very intimidated in certair: kinds of situations.

Ms. KAurMAN. My speculation is that had our reference librari-
an not happened along at the moment she did, that our clerk
might very well have cooperated with the agents.

Mrs. ScHOREDER. Because you are a little intimidated and not
quite sure?

Ms. KaurMaN. That is right. And here you have two FBI agents
telling you that this is your ?atriotic duty.

Mrs. ScHOREDER. Hey, don't bother me, I am not a patriot.

Ms. KazMaN. Yes, and especially in a large library system like
ours, with the level of turnover that we have in our clerical staffs,

e
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even though we have policies printed and verbally transmitted
about the confidentiality of borrowers’ records, it is hard to insure
that everyone is fully aware of what to do.

Mrs. SCHOREDER. 8 your clerical staff have name tags on?

Ms. KaAurMaN. No, they are at desks and do not wear name tags.

Mrs. ScHOREDER. It is not quite as intimidating if they could get
your name.

Thank you very much. We appreciate your testimony.

Mr. Epwarps. Well, apparently, the FBI as of now approves of
this program, and intends to continue the program. Now what are
the results going to be if not only it continues but becomes na‘.ion-
wide and gets larger. If it is good, then it will probably get better.
Tell ‘r?ne from your vantage point what will be the effect on our so-
ciety

Ms. Kaurman. Well, I think your eloquent words a few moments
ago really captured what will happen. I think people will feel reluc-
tant to use our libraries, our public libraries or academic libraries
as freely as they have in the past.

One aspect of the environment is the freedom to follow a dispar-
ate thought. To go from one kind of a book to another kind of a
journal, following an odd thought. And I know that I would feel in-
timidated if I knew that someone might be watching over my
shoulder at what I was reading. I might be reluctant to read that
gr.hide in corners, hoping that no one was watching what I was

oing.

But it seems to me that it does place an enormous chilling effect
on our nation’s right to read.

Mr. FoersTEL. Also, just my personal feeling and maybe I am
being naive, but I see more gross incompetence than sinister con-
spiracy here. And we could, of course, take the recent presentation
by Mr. Duhadway at face value in which case we have been as-
sured that they have no interest in any patron records and they
have no interest in violating the confidentiality of library records.

It may be that our best bet is to simply congratulate him on such
a now—public statement—reluctantly public, by the way—and hold
him to it. Also, if for some reason, the FBI simply does not live by
its word and continues this program in contradiction to its own
claims, then it would appear to me that the only lega! basis on
which one could change the FBI is that they are in fact soliciting
illegal behavior from the librarians. We are prevented in most
States—we are prevented by law from doing that and it would
seem to me that there should be some restriction on the FBI's con-
tinual request that we break the law.

Mr. EpwaRrps. I seem to remember that Winston in ‘“1984” had
the experience that all people in that nation had of the govern-
ment having cameras everywhere and all of your privacy, all of
your actions, you would have to get to a corner of the room other-
wise the government headquarters could see what you were doing
all the time.

It seems to me that having Government agents in libraries,
whether they are library employees or paid FBI agents would give
one the same feeling that Winston had.

Mr. FoerstEL. I would think so.

s
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Mr. Epwarps. Well, I think what the three preceding witnesses
pointed out is valuable, it is important to have a national dialogue
on this. It is very important that the American public understands
what is going on and understands that it is a threat to their liber-
ties and their way of life and that the American people as well as
Members of Congress and committees must demand that this stop.
And this hearing today is very valuable for giving momentum to
that phenomenon, because I think it is very important.

Mr. Dempsey, do you have a question?

Mr. Dempsey. A question for Miss Kaufman. Has the New York
State law been amended recently? Are you at all familiar with
what has happened there?

Ms. KaurMmaN. I am not familiar.

Ms. Krua. It has been amended and signed by the governor last
week, as a matter of fact.

Mr. Dempsey. For both witnesses I would ask, what is your re-
sponse to the FBI's statement that they are protecting librarians
from intrusions on their privacy by Soviet agents who are conduct-
ing assessments of the vulnerability of librarians to recruitment
and prying into librarian’s lives in order to determine whether
they might be subject to recruitment?

Ms. KaurMaN. That seems to me a very minor threat compared
to the other side which is really the threat to everyone else’s priva-
cy. I am unaware—I am certain that there have Leen instances, I
guess Herb mentioned at least one, where librarians have cooperat-
ed with the FBI, well, that was with the FBIL

I don’t know of instances in which librarians have cooperated
with foreign spies. It wouldn’t surprise me, I suppose if that hap-
pened, librarians are vulnerable as anyone else. But it seems not to
be a terribly large threat and as I said before, the threat to the pri-
vacy of American society, so outweighs any threat to individual li-
brarians as to make that statement rather ludicrous.

Mr. FoersTEL. Also as I said before, what muddies the water so
much here is that the FBI's pious rejection of any interest in inter-
fering with librarian confidentiality makes it necessary for us to
either reject their word as unreliable or to assume that they are on
our side and it would have to be one or the other because Mr. Du-
hadway was quite explicit just from the few quotes that I gave—
but this is just my personal opinion-—that the FBI has a right to
look for spies in the local train station or airport and they have the
right to do the same in a public library so long as they do not dis-
rupt the business of people just as anyone else has a right to enter
a public library if they want to sit there all day and look for odd
behavior, fine.

But librarians are not an arm of the law enforcement agencies of
this country and that simply is not only not our job, but such ac-
tions are generally in violation of our professional ethics.

Mr. Dempsiy. Could I ask Miss Kaufman if she could, once she
gets back to New York, to get a copy of that new New York law
and send it to us?

Ms. KAUFMAN. Yes.

[The bill amending the New York statute follows:]

L
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STATE OF NEW YORK

7227

'IN SENATE

February 25, 1988

Introduced by Sen. VOLKER -- (at request of the Law Revision Commlssion)
-~ read twice and ordered printed, and when printed to be committed to
the Committee on Codes

AN ACT to amend the civil practire law and rules, in relation to the
confidentiality of |ibrary records

The People of the State of New York, rebresented in Senate and Assem-
bly, do ensct as follows:

Section '1. Section forty-five hundred nine of the clvil practice law
and rules, as added by chapter fourteen of the laws of nineteen hundred
eighty-two, is amended to read as follows:

§$ L509. Library [circulation) records. [Records related to the clreu-
lation of llbrary materials] Library records, which contain namas or
other personally identifying details regarding the users of public, free
associat’on, school, collegs and unlversity libraries and \ibrary sys-
tems of this state, including but not limlted to recor<s related 2o the

circulation of library materials, computer databese seaiches, interli-

brary _loan transactions, reference Queries, reguests for photocopi of
library materiais, title reserve reguests, or the use of audjo-visyal
materials, films or records, shall be confidentia  and shell no: be dis-
closed sxcept that such records may bs disclosed to the extent necessary
for the proper operation of such library and shall be disclosed upon
request or corsent of the user or pursuant to nubpounl. court order or
where otherwise required by statute.

$ 2. This act shall take effect immediately.

EXPLAMATION--Matter in italics (underscored) is new; matter In breckets
(] is old law to be omitted.
LBD13161~01-8
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Mr. FoERSTEL. By the way, the recent Maryland law, the Rosen-
berg-Kopp bill, was a revision of previous law also. Somehow or
other, Maryland had previously made it illegal to reveal the con-
tents of borrower records of patron records in public libraries, but
overlooked colleges and universities. So when the revision was
made to include all libraries, it passed unanimously in both houses
of the legislature.

[The bill amending the Maryland statute follows:]
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HOUSE OF DELEGATES

8ir2513 No. 1239 F2

e e e e e T e e e e e e o . - ———————— - - -

By: Delegates Rosenberqg and Kopp

Introduced and read first time: “ebruary S, 1988
Assigned to: Constitutional and Administrative Law
Committee Report: Favorable with amendments

House action: Adopted

Read second time: March 15, .988

0 e e = D e e e e D o P P D e e e = e 8 4 s 8t e o e " e e . B o -

—

AN ACT concerning
Libraries - Confidentiality of Circulation Records

FOR the purpose of establishing the confidentiality of certain
circulation records of cer.ain libraries.

BY adding to

Article - Education

Section 23-107

Annoctated Code of Maryland

(1985 Replacement Volume and 1987 Supplement)

DU (V. ) » ~

10 BY repealing and reenacting, without amendments,

11 Article - State Government

12 Section 10-616(a) and-te)y

13 Annotated Code of Maryland

14 (1984 volume and 1987 Supplement)

15 BY repealing and -eenacting, wi:h amendments,

16 Article - State Government

17 Section 10-6l6(e)

18 Annotated Code of Maryland

19 {1984 volume and 1987 Supplement)

20 SECTION 1. BE IT ENACTED BY THE GENERAL ASSEMBLY (o]

21 MARYLAND, That the Laws of Maryland read as follows:

EXPLANATION: CAPITALS INDICATE MATTER ADDED TO EXISTING LAW.
:Brackets) indicate mat:er deleted from ex.sting law.
“aderlining indicates ame~dments to b:ill.

Seryee-ont .ndicates matter stricxen from the by} oy
amendment or dele: 1 from the _aw by amendment.
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2 HOUSE BILL No. 1239
Article - Education
23-107.

A FREE ASSOCIATION, SCHOOL, COLLEGE OR UNIVERSITY LIBRARY IN
THIS STATE SHALL DENY INSPECTION OF A ANY CIRCULATION RECORD OR
OTHER ITEM, COLLECTION, OR_GROUPING OF INFORMATION ABOUT AN
INDIVIDUAL THAT:

{1) IS MAINTAINED BY A LIBRARY;

‘2! CONTAINS AN INDIVIDUAL'S MAME OR THE IDENTIFYINGC
NUMBER, SYMBOL, OR OTHER IDENTIFYING PARTICULAR ASSIGNED TO THE
INDIVIDUAL; AND

{3) IDENTIFIES THE USE A PATRON MAKES OF THAT
LIBRARY'S MATERIALS, SERVICES, OR FACILITIES. YHA®-iDENYIPIES-FHE
PRANSAEYIONS -OF -A-BORROWER T

Article - State Government
10-616.

(a) Unless otherwise provided by law, a custodian shall
deny inspection of a public recora, as provided in this section,

{(e) A custodian shall deny inspection of a circulation
record of a public library that-identifies-the-trsnsacrions-of--a
borrowery OR OTHER ITEM. COLLECTION, OR GROUPING OF INFORMATION
ABOUT AN INDIVIDUAL THAT:

(1) IS MAINTAINED BY A LIBRARY;

(2! CONTAINS AN INDIVIDUAL'S NAME OR THE IDENTIFYING
NUMBER, SYM + OR OTHER IDENTIFYING PARTICULAR ASSIGNED TO THE
INDIVIDUAL; AND

3 IDENTIFIES THE USE A PATRON MAKES OF THAT

LIBRARY'S MATERIALS, SERVICES, OR FACILITIES.

SECTION 1?2, AND BE IT FURTHER ENACTED, That this Act shall
take effect July 1, 1988,

Approved:

" Governor.

Speaker ol the House o. Delegates.

President of the Senate.
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Mr. Demesey. Thank you.

Mr. EDwARDS. Minority counvel.

Mr. Srosopin. Thank you, Mr. Chairman. I just wanted to know
if this panel agrees with the previous panel on the ethical question,
on the way that the ethical standard is worded. In the code versus
tiie hypothetical I was putting forward which is the FBI was re-
questing information pursuant te a court order.

Mr. FoerstEL. Right.

Mr. SLoBopIN. Do you have a problem with that?

Mr. FoersteL. Ethics and law are not the same thing. But it
would seem to me that ir other professions, as vras suggented earli-
er, I believe, there are ethical guidelines that are established by
the profession that occasionally come into conflict with law. And at
that point, it is the ethical judgment of the individual in that pro-
fession as to whether to suffer the penalty of law in order to follow
the professional ethics or to comply with [aw.

I think in virtually every profession you will find such conflicts,
and individual decisions are the only way they are resolved.

Mr. SroBobin. I guess what I am trying to get at is whether
there is any professionai—let’s say the limrian decided under that
situation to comply with the request. But the way the cnde of
ethics is worded, they could be found in ethical violation.

Would there be any disciplinary action?

Mr. FoErsTEL. If you read the NCLIS transcript, it sounds like
the FBI has a vision of the various library associations as being
much more heavy-handed than they are. The conception of the
American Library Association controlling your libraries, these li-
braries are under control, there really is no such thing. These are
guidelines established by the membership of such libraries and
they, to the best of my Knowledge, have no punishment attached.

Mr. SroBopiN. Do you think you would feel differently about the
program if the information was individualized or if there was a dif-
ferent type of information being sought? Or do you think under
any situation where the librarian is put in a si.uation where they
are cooperating with the Bureau to get certain information, that
the librarian has through their own observations, the justification
in that situation would be irrelevant?

Ms. KAurMAN. I think the justification would be irrelevant.
There are legal remedies, and which I also don't see necessarily a
conflict between the professional code of ethics and the law.

If there is an .ndividual instance such as in the State University
in New York in Buffalo case, there are legal remedies for the FBI
to request that information.

Mr. SLoBopIN. Why do you think the court order would make a
difference? Because to me, it sounds like the argument the librar-
ians are making is an argument of principle. Yet, some of the
panel members, the feeling I am getting, is that some of you are
arguing that if they get a court order, that is different.

am trying to get a handle. Why would that be different? Why
would that be more acceptable?

Mr. FoersikL. I don’t think that is quite the poiut. First of all,
frequently principle is codified in law; there is nothing unusual
about that. And before these library confidentiality laws were
passed in the 37 States that had them, the library profession was

il
<
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governed by its own ethics alone. And I think it did a pretty good
job at that.

What this does is it lends the weight of law to what until then
had been basically a personal ethical decisiun, agreed to, of course,
by the library associations. Nonetheless, I would still think always
a personal decision. This is wrong. “I shouldn’t do it” is now “this
is illegal, I definitely shouldn’t do it.”

Mr. Sroponin. No further questions.

Mr. Epwakps. Reporters sometimes disobey court orders in dis-
closing their information and go to jail. That. is acceptable conduct
in our country. Certainly a librarian who feels very strongly abont
the ethics of his or her profession could do that. I am sure that
some of you would.

Mr. FoersTEL. I can't guarantee what my response would be, but
certainly someone would.

Mr. EpwaRrps. ] want to compliment you on the toughness that.
vou ere exhibiting on this issue. You are really defending your
turf, and yon better because your turf is being invaded. Nobody is
going to defend it any better than you will.

We had experience a few months age in regard to ancther
matter where a church in New Mexico was infiltrated by INS
agents. And the word got out that there were Federal agents
amongst the members of the church and those attending church.
Within a few weeks, the attendance dropped down so they could
hardly make ends meet. That could happen to libraries, too, if the
word gets out that you are on a nationwide basis being infiltrated
byYGogernment agents.

es’

STATEMENT O# JUDITH KRUG, DIRECTOR, INTELLECTUAL
FREEDOM COMMITTEE, AMERICAN LIBRARY ASSOCIATION

Ms. KRUG.eIXIJ' name is Judith Krug. I am the drector of the In-
tellectual Freedom Committee for the American Library Associa-
tion. In another capacity, I am the staff liaison to the Committee
on Professional Ethics. The code of ethics comes out of that second
responsibility that I have at ALA.

If you are interested, I can briefly explain to you why we have
taken the ethical stand we have and why it seems to contradict the
law, although in my opinion it does not.

The Committee on Professional Ethics when it developed a code,
which is a revised code and it has a date of 1975 on it, was very
concerned that eventually there might pe 2 situation where indeed
we might appear to be obstructionists. That is exactl}r what has
happened in many instances, not only with the FBI. Indeed, our
concern with being obstructionists began in 1970 with, of all Gov-
ernment agencies, the Internal Revenue Service. That is another
sto‘{iy. It was out of that that our code of ethics developed.

hen the Committee on Professional Ethics made its strong
stand, it also recognized that indeed we are not obstructionists.
Therefore, they needed to find 2 mechanism where librarians, if
the facts warranted, if the situation warranted, were able to
become a part of the process and to p:ovide whatever assistance we
could that was legitimate.
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And s0 in our statement called “An Interpretation of the Ethical
Article,” the erticle from our code of ethics, there is going to be a
statement. In fact, we are now working on it, which goes to the
point that the gentleman, the counsel, has been making, that if
indeed the facts warrant, you are, within the professional ethic,
very much not only permitted, but in fact encouraged to partici-
pate in the process in order to ensure that justice is done, and so
on and so forth.

The way we have arranged this, or the way we have looked at it
is to say if there is a show-cause order, a legitimate show-cause
order, in whatever form it takes, then you have an opportunity to
make a determination as to whether or not the legal documenta-
tion provides us with the appropriate avenue to provide the infor-
mation requested.

And so within the interpretation of that particular ethical arti-
cle, there will be a statement such as, and it is going to pick up
from State statute, State statutory law, either a subpoena or other
court order. If it is a subpoena, of course, we have an opportunity
to move to quash it to make our position. Other kinds of court
orders, we must, of course, abide by.

So we are notc obstructionists, We are willing, we do show our
willingness to participate in legitimate law enforcement endeavors
where the facts warrant it.

Mr. Epwarps. That is very helpful. Thank you very much.

I believe that we have completed our proceedings this morning.
We thank the witnesses for being here today and making very val-
uable contributions. We wish you well. Thank you.

[Whereupon, at 4:05 p.m., the subcommittee adjourned, to recon-
vene subject ot the call of the Chair.]




FBI COUNTERINTELLIGENCE VISITS TO
LIBRARIES

WEDNESDAY, JULY 13, 1988

House OF REPRESENTATIVES,

SuBCOMMITTEE 0N CiviL AND CONSTITUTIONAL RIGHTS,

COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:35 a.m., in room
2226, Rayburn House Office Building, Hon. Don Edwards (chair-
man of the subcommittee) presiding.

Present: Representatives Edwards, Sensenbrenner, and Conyers.

Staff present: James X. Dempsey, assistant counsel, and Alan
Slobodin, associate counsel.

Mr. Epwarps. The subcommittee will come to order.

Mr. SENSENBRENNER. Mr. Chairman, I ask unanimous corsent
that the subcommittee permit. coverage of this hearing in whole or
in part by the television broadcast, radio broadcast, or still photog-
raphy in accordance with Committee Rule 5.

r. Epwarbs. Without objection so ordered. This morning the
subcommittee resumes its oversight hearings on the FBI's so-called
“Library Awareness Program” and other FBI attempts to collect
counterintelligence information on library use and users.

What disturbs some of us about this program is the FBI's appar-
ent failure to recognize the special status of libraries in our society.
The FBI apparently believes that libraries are no different from de-
fense centractors and is applying to libraries a program originally
designed for developing counterintelligence awareness in the de-
fense industry.

The FBI should recognize that libraries and books and reading
are special. In our nation, libraries are sacred institutions which
should be protected and nurtured. Going into libraries and asking
librarians to report on suspicious users has ominous implications
for freedom of speech and privacy. Everybody in this country has a
gglht to use libraries, and they have a right to do so with confiden-

ity.

No one disputes that the FBI has important responsibilities for
counterintelligence, but the words “counterintelligence” or ‘“na-
tional security” do not justify anything and everything. There have
to be some limits baseclJ on tKe values we share as a society. One of
these values is the special position we give to libraries. The FBI
should have the strongest justification in order to support going
into libraries and asking librarians to report on suspicious individ-

(105)
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I do not see that level of justification so far. All of the informa-
tion at issue is unclassified. The FBI admits that it cannot stop the
Soviets from using it. I also think the benefits are minimal, but we
hope to hear more from the FBI about the benefits. Certainly they
do not outweigh the chilling impact this program has had and the
confusion and fear that it has generated among librarians.

When Director Sessions testified before us in March I said we
would want to see the instructions or guidance to agents in the
field defining the purposes of this program and how it has to be
carried out. Yesterday we were provided some documents and told
there were no written instructions. How can the FBI say that the
program is narrowly focused and properly carried out when there
are no guidelines?

I would hope that the FBI would reconsider this program, admit
that it is over-broad, and get on to more productive work. With
that said, let me emphasize that we deeply value the work of the
FBI and what it is doing. We respect the organization. They have
always been very cooperative with the oversight effort, including
appearing before this subcommittee.

We are pleased to have as our witness the head of the FBI's
counterintelligence division, and we look forward to his testimony.
I yield to the gentleman from Wisconsin, Mr. Sensenbrenrer.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman. I do
not have a lengthy opening statement, but let me say that I do
agree with the chairman that there cught to be some written
guidelines directing agents on what they are supposed to be looking
for and what the purpose of the investigation is.

Unlike the chairman, however, I do think that it is worthwhile
for the U.S. Government to find out what Soviet and bloc intelli-
gence services are looking for in the public domain because some
indication of what they are looking for will give us a far better idea
of exactly what kind of covert activity they will be doing outside of
the public domain.

And I do not think that we should ignore that consideration
during this investigation of what the FBI has been doing. Certainly
FBI visits to anybody have a chilling effect, whether they be librar-
ies, whether they be individuals, or whether they be defense con-
tractors.

But since the intelligence and counterintelligence gathering
games are basically based upon piecing together little shreds of in-
formation which standing alone v2em relatively insignificant, I do
not think we can ignore picking up any shred of information on
what Soviet intelligence services are doing in the United States of
America.

But again, we ought to have some very clear guidelines on what
the FBI is looking for when they do visit libraries. I believe that
they should be in writing, but again I do not think that we should
close the door to getting these types of shreds of information to
figure out what they’re up to.

Thank you.

Mr. Epwarbps. Thank you, Mr. Sensenbrenner. Qur witness today
is Mr. James H. Geer, Assistant Director, FBI.

[Witness sworn.]
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TESTIMONY OF JAMES H. GEER, ASSISTANT DIRECTOR,
INTELLIGENCE DIVISION, FEDERAL BUREAU OF NVESTIGATION

Mr. GEERr. The subcommittee, Mr. Chairman, aas a prepared
statement that I provided on the 20th.

Mr. Epwarps. Without objection, it will be made a part of the
record, Mr. Geer.

Mr. Geer. What I would like to do is not go through that st e-
ment but make some remarks, brief remarks, this morning that I
hope will at least set the tone for my own comments. I am most
appreciative, number one, to have *his opportunity to testify before
this subcommittee because it is clearly time, or perhaps even past
time, to get some of the facts of the Library Awareness Program of
the FBI's New York office on the record.

I am sure you would agree, Mr. Chairman, that the task of oper-
ating an effective counterintelligence program in our open society
is a difficult one. I believe we do a superb job, and in the words of a
former director of our organization, I believe we do that in & way
the people expect and the Constitution demands.

It would be a much simpler task 'n the Soviet Union. For in-
stance, your initial hearing of June 20 on the Library Awareness
Program was attended by Mr. Vladimer Cherkasov, the Third Sec-
retary at the Soviet Embassy here in Washington.

I point this out only to contrast the systems. Perhaps Mr. Cher-
kasov is here toda: or one of his colleagues. It does not matier. It is
an open hearing, and I do not object. But I will, for obvious rea-
sons, make every effort to explain this program without disclosing
classified information.

I will start by addressing some of the misperceptions and missta-
tements on behalf of earlier witnesses

First, some of them tried to equate FBI contacts of librarians out-
side the New York City area with an expansion of the Library
Awareness Program, Ally FBI contacts at libraries outside the New
York C.ty area have been in response to specific investigations in-
volving basically Soviet and Soviet bloc nationals. The FBI does not
have the time, the resources, or for that matter the inclination to
undertake a program of the magnitude described or envisioned by
earlier witnesses.

Timewise, I estimate that the Library Awareness Program 1epre-
sents about 8/100ths of one percent of the New York Office’s FCI,
Foreign counterintelligence, resource commitment.

Further, during the June 20 hearing the FBI was described as
looking over the shoulders of library patrons to see what they are
reading. I can assure you that the FBI is not now nor has it ever
been interested in the reading habits of American citizens. No
records or reading lists of any U.S. citizen have been sought or ob-
tained by the FBI in any of our contacts with librarians either
within or outside the New York City area.

One allegation made to the media and to this subcommittee by
Mr. C. James Schmidt, chairman of the American Library Associa-
tion’s Intellectual Freedom Committee, was sufficiently outrageous
as to demand a direct response. Mr. Schmidt alleged that the FBI
has used telephone taps and hidden cameras in the library or li-
braries to monitor reading habits of patrons. This is absolutely

Pil




108

untrue and a spurious statement of this nature only exacerbates
the misinformation in this matter by adding disinformation.

The previous wi‘nesses further allege that if this program is al-
lowed to continue it will have a chilling effect on the nation’s right
to read and quote “‘seriously and unnecessarily invade the intellec-
tual life of citizens.”

These remarks are not consistent with the facts surrounding this
matter. And I am very concerned that such statements are being
used to encourage librarians to “just say no” to the FBI. I hope this
hearing will assist in setting the record straight. Thank you, Mr.
Chairman.

[The prepared statement of Mr. Geer follows:]
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OPENING STATEMENT
OF
JAMES H. GEER
ASSISTANT DIRERCTOR
FEDERAL BUREAU OF INVESTIGATION
BEFORE AN OPEN SESSION OF THE
SUBCOMMITTEE ON CIVIL AND CONSTITUTIONAL RIGHTS
COMMITTEE ON THE JUDICIARY
UNITED STATES BOUSE OF REPRESENTATIVES
WASBINGTON, D.C.
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The FBI welcomes the opportunity to respond to
questions posed by the gubcommittee concerning the Library
Avareness Program. To the extent possible jn an open hearing, 1t
is the FBI's desire to explain the basis for the program, its
purpose and objectives and the methodology employed Sy the Sovie:
intelligence services (SIS) ia their intelligence collection

efforts against gpecialized scientific and technical libraries.

The FBI also desires to address the concerns raised in
various newspaper and magazine articles that the FBI program is
iaproperly focused, is an infringement upon academic rights and
persona' freedoms, and possibly encourages violations of state

confidentiality laws governing release of library records.

FBI investigations since the early 1960's have
thoroughly documented SIS contacts with librarians in specialized
science and technology libraries, SIS instructions given to
developed sources to steal microfiche containing specific

technical reports from those libraries, SIS targeting

——
s
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of libraries for clandestine meetings and SIS efforts to recruit

librarians and students sssocisted with these libruries. In

respoase to this SIS effort,

the New York Office (NYO) fnitiated.

an avareness progras which has come to be kmnown as the Library

Avareness Program.

Interviews of liSrary personnel uynder this program are

patterned after the FBI's “Developaent of Counterintelligence

Avareness” (DECA) program, whici seeks to heighten the awareness

of corporate executives and

their employees to t>2 hostile

intelligence services threat. Our library contacts seek to

inform selected librarians that they and their libraries are, and

have historically been, signi.icant SIS targets for intelligence

activities and recruitment.

Identification of
Identification of
Identification of

Assessment of SIS

Other objectives have iancluded:

intelligence officers;
their agents,
SIS objectives,

tradecraft and methodology.

BEducation of library officials and employees to SIS

methodology.

ERIC

Aruitoxt provided by Eic:




112

Librarians contacted under this program have been
liaited to those employed in libraries li.:ed in the “"Special
Libraries Directory of Greater New York." These include
specialized librsries of United Stater Governme gencies, such
48 the Department of Energy; s-.cialized sCicewa .iC ahd technicalt
sections of certain publi., college and university libraries, and
various engineering l<oraries. The Library Awareness Program has

been restricted to the greater New York area.

While the information available to the SIS in the
specialized and technical libraries is not classified, restricted
or unlawful to collect and maintain, SIS tactics and methodology
employed to collect such information have {llustrated a blatant
disregard for American laws and the personal rights of Ameri.an
citizens. SIS officers have stolen, or caused to be stolen by
their agents, hundreds of thousands of items of microfiche from
these libraries. SIS officers have initiated background
investigations on individ:--als whom they have identified through

research and spotting conducted in the libraries.

O i, .,
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Suitable scenarios have been developed by the SIS to
approach students, librarians, scientists and engineers to secure
their cooperation. Payments or other inducements have been
offered by the SIS in an efforc to recruit these individuals as

agents, either witting or unwitting, for the benefit of the SIS.

If an individual spotted by the SIS is ultimately
recruited, he or she may be instructed to seek employment in a
company, corporation or entity which deals with classified
Government contracts. Once such a transition is complete, the
relationship between the SIS officer and his recruited agent,
which initially involved unclassified information, may readily
evolve into a relationship in which classified information is
obtained and passed by the agent., The Gennadiy Zakharov case is
an example of this approach. As You may recall, the Zakharov
case involved the recruitment of a Queens College gstudent by
Zakharov, a Soviet national employed at the United Natioans
(U.N.). Zakharov gave direction to the student to seek

employment , after graduation, with a firm that had classified

- 4 -
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contracts so that the recruited student could furnish classified
information to the Soviets. This student was recruited through
the Soviet's contacts at the Queens College Library and was
trained in his early atages of development to explolt the library

systea.

In 2nother example, in 1973, Anatoliy Andreyev, a
librarian at the Dag Hammarskjold Library, United Nations
Secretariat, met a ci '{lian employee of the U.S. military at a
librarians' conference on Long Island. After a year of
exchanging unclassified documents, Andreyev offered to help the
military employee financially {n exchange for specific classified
documents. Andreyev left the United States after a quiet protest

from the U.S., Government,

The objectives of this SIS effort have been:

(1) to adequately respond to the tasking of the State

Committee for Science and Technology (GKNT) by collecting

scientific and techanical documents on a variety of topics; by

- 5 -
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researching the most recent developments in America's military
programs and by identifying the nation's emerging technology
before its components become classified or restricted. The GKNT
collects, coordinates and processes i{information ion rasponse to
specific tasking for technical and military related data from the

Soviet Military Industrial Coammission.

(2) the spotting, assessing and developing of selected
librarians to work (wittingly or unwittingly) on behalf of the

SIS io meeting its intelligeuce collection requirements.

(3) the spotting, assessing and developing of college
and university students to assist the SIS officer in tl}

collection of needed information.

(4) the identification of scientists, engineers and
corporations ianvolved ian the plananing, creating, developing and

producing of America's advanced technology.

(5) the utilization of tke libraries as an area for

the training and developing of newly recruited agents.
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ror instance, one specific SIS' oblective has been to
target librarians so as to deve.op and recruit sources who could
subsequently be directed to seek’enployment with the Defense
Technical Information Center (DTIC). wuTIC is the central
repository for technical reports generated by the résearch,
development, test and evaluation activities of the DOD. It
includes all work performed by DOD grant. Virtually all

documents are classified or restricted in some way.

Unclassified and nonrestricted DOD technical reports
are made available to the general public through the National
Technical Information Service (NTIS), Springfield, Virginia. The
Soviets are barred by executive order from accessing materials
through NTIS. Nevertheless, the SIS has maue continued efforts
to access NTIS to assist th:mselves in their technical collection

efforts.

I wish tu repeat and emphasize that the Library
Avareness Program has been strictly focused and confined tc
scientific and technical libraries only in the New York area.

The proactive approach of this program, which alerts librarians

Y
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generally of the S1S threai, should not be confused with
occasional interviews of librarjans in u:h?r areas of the United
States which are in response to specific {nvestigative leads
iovolviey Soviet or other Soviet-Bloc aationals. The FBI, within
the purview of its foreign counterintelligence (FCI).
responsibilities, frequently finds it necessary to iuvestigate
contacts between Soviet intelligence officers, and other known or
suspected hostile intelligence officers and their agents and
American citizens., These may include contacts with libraries or
librarians. The least {ntrusive technique available to the FBI
to resolve such contacts 18 direct interview of the person(s)

contacted.

An example of such an interview i8 a recent contact by
the FBI of a library in Utah. A Soviet national working i{n the
United States attempted to use the library to gain access to the
NTIS. The Soviet did not ide¢atify himself as such, attempting to

conceal his true hPackground. After learning of the Soviet's

O
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activity, the FBI contacted the library and received {nformation
which helped i{dentify Soviet methodology aud clandestine
activitye. This is a clear exsmple of an SIS attempt to evade the

NTIS Embargo.

I would like to address some of the accusations that
have been reported by the press. First, I strongly emphasize
that, under the Library Awareness Program, “"reading lists” of
library patrons with foreign sounding names or accents, are not
of interest or concern to the Bureau. The FBI is not, nor should

we be, {nterestsd {n such matters.

Second, the FBI has not initi{ated any investigations of
American citizens ou the basis of a foreign sounding name or
accent, their use of libraries and/or their reading habits. The
FBI certainly has not conducted physical or electronic
surveillances in libraries contacted through this program in
order to observe and to ascertain the reading habits of
"suspicious” {ndividuals. Such accusations are spurious and tend

to distort the issue.
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Third, the FBI does not seek out "lower level” library
employees with the hope they will circuavent rulea and

regulations in order to aasist the FBI. The FBI does and will

continue to initiate contact with library eaployeea as logical
investigative leads dictate. This is particularly so in the
event of contact by an SIS officer with a lower level library

employee.

The FBI hss the responsibility to fdentify hostile
intelligence officers who are engaging ‘n clandestine activity
outside the scope of their stated diplomatic positions. This
identification is critical to the Bureau's efforts to protect
this nation's national security. For three decades, hostile
intelligence officers have utilized America's specialized
scientific and technical libraries as a resource to develop
sources, train agents and obtain informationm vital to their

governzent 's needs.,

The FBI1 has visited libraries because of the
demonstrated need to alert them of the policies and practices of

hoatile intelligence services and to seek th:ir cooperation.
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The activities of the SIS, their misuse of these
libraries and their efforts to recruit and utilize unsuspecting
employees and patrons of these libraries have led the FBI to make
contacts with librarians and library officials. The FBI has made
its contacts with libraiies because {t followed the KGB and other
hostile intelligence services to these libraries. Absent the
activities of the SIS and other hostile intelligence services,
there would be no need to attempt to educate the librarians and
other library administrators. The program is a very measured
response to a well planned and organized effort by the SIS and
other hostile intelligence services to exploit our specialized

scientific and technical libraries and recruit our citizens.

This concludes my prepared statement. I would be happy

to respond to any questions you may have.
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Mr. Epwarps. We welcome the gentleman from Michigan, Mr.

Co:{ers. Do you have an opening statement, Mr. Conyers?
r. CONYERS. No, Mr. Chairman.

Mr. Epwarbs. Or do you want to wait for a few minutes?

Mr. Convers. I do not have any opening comments.

Mr. Epwarps. Well, I think your criticism of Mr. Schmidt, Mr.
Geer, I am sure is well-founded from your point of view, but this is
what happens when the word gets out, and the word is out, that
You are conducting surveillances in libraries. So all kind of imagin-
ing and fear is going to run through the libraries of this nation.

And when you assure us that this is a New York program, we
have viitnesses who say that the program was alive and well in
Maryland. So once something like this starts, there is no end to the
panic that overtakes our precious libraries, and that is what is
going on today.

4 I E:J lots and lots of mail on this subject, and I am sure that you
o, too.

Mr. GEER. Yes, we do.

Mr. Epwarps. And so far I have not heard one word from the
FBI that leads anybody to understand that you have the kind of
keen appreciation for the importance of libraries in this society
that you should have. Every sentence, eveg statement, that the
FBI has made has been very defensive that, by golly, this is an im-
portant program. We are watching what is happening in our librar-
les and we are a%oing to continue.

Somewhere along the line, you have got to justify this by saying,
first of all, that you have veﬁ strict guidelines, which you do not. I
have rea@r{our guidelines. They are not worth anything, and you
mw it. They do not give any instructions, any limitations, any-

g.

Secondly, the justification. The justification in the paper that you

gut out has some problems. You have not measured what you are
oing to freedom of speech and privacy and so forth against the

panic that you are causing in this country. And it is real. Even

though the FBI does not appreciate it, it is very real, Mr. Geer.

Mr. Geeg. I would like to respond by saying, first, that the FBI
does appreciate it. And I know that we are here to get the facts,
and the facts is what 1 hcoe we will all be able to deal with here in
addressing this.

As far as the justification we can provide more justification than
you have seen, but we cannct do that in an unclassified setting, or
In an unclassified document. We are preparing such a document
for the oversight committees, the intelligence oversight committees,
and certainly the members of this committee will have access to it,
and givgat l'fhem a better sense of what led us in this direction to

with.
would certainly reiterate, though, that we have contacted 21
specialized, scientific and technical libraries in New York City
under this program. Now a survey done by the Intellectual Free-
dom Committee turned up some 18 to 20—{ do 1ot know the exact
number—of contacts over the last several years of librarians.

I would reiterate that it had absolutely nothing to do with the
Library Awareness Program. They were in response to specific in-
vestigations and I hope that as we get at the facts here today that
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we will be able to get at some of the sensitivities that you so cor-
rectly identified.

Mr. Epwarps. Well, thank you. Let me ask gou a couple of spe-
cific questions. When you go to a particular library, do you try to
talk to all of the s who work there? Why do you not just ad-
dress a staff meeting in an organiznd way and why are there not
instructions to the field offices that that is the way they should be
handled? Get them all in the room after hours and explain your

rogram rather than sort of surreptitiously tiptoe around the li-
rary and talk to individuals lower than the director of the library.

Mr. Geer. Now again, Mr. Chairman, we have got to differenti-
ate here whether we are talking about the New York office’s Li-
brary Awareness Program or some of the other contacts around the
country that have been necessitated by specific cases. And in fact,
some of them have been caused by contacts by the librarians them-
selves coming to us. And I would like to separate out these thin
because I think that is one of the key things that I want to esta
lish here this morning that we are not talking about a nationwide
FBI program.

We are not talking about a resource commitment, and you said
we had described it as an important program. In ranking it as in
its degree of importance as to our overall foreign counterintelli-
gence program, I do not rank it very high. But it does have a place
in that program. And I think I have tried to give you some sense of
what our commitment was.

We made a best guess at looking at how much time the New
York Office probably spent doing it, and I came up with 8/100th’s
of one percent of their time.

Mr. EpwaRrbs. But you ardparently do not have guidelines or reg-
ulations that tell the field offices involved and the individual
agents involved how to go about this program. They 10 to low level
employees sometimes. Sometimes they go to the heac of the library
and sometimes they will just go up to the desk without knowing
who the person is and so forth.

You can imagine what that does to these people.

Mr. Gezr. I will not attempt to defend any situation in which I
think the approach was less professional than we would expect and
demand. The justification is there for the prozram, as far as I am
concerned. We are talking about 21 contacts. We are talking about
people who have reviewed, who have seen the analysis that
prompted this, and who are experienced in working foreign coun-
terintelligence. We do not try to duplicate precisely along the lines
of the defense—that we would if we talkinfg to a defense contractor.

But we do try to convey the method of operation of the hostile
intelligence services, how they i(;‘about contacting librarians, and
what use they make of them. And we see situations that are ex-
tremely helpf}t'll to us. I do not need to know the content of the
reading material just because it was a Soviet. We have had situa-
tions where agricultural attaches might contact a scientific and

technical library to look for information on pulsed power or some-

thing of that nature.

That tells us that here is an individual operating outside the
scope of his assigned duties or his nominal duties at whatever em-
bassy is involved. We have seen a number of those cases. That is

{ e
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helpful to us. We do not need to go back and start getting records.
Tll;x‘;zt tells us that here is an individual we need to be concerned
about.

Mr. ConyeRrs. Would the chairman yield, please?

Mr. EpwaRrps. Sure. I yield to the gentleman from Michigan.

Mr. Convers. Why would you have to concerned about it if it is
public information?

Mr. Geer. It goes well beyond that, Cor}j-ressman Conyers. The
library is not the only place this individual is going to go. If this
helps us identify him and causes us to focus more on him because
we recognize now that here is on2 more thing that says to us he is
not an agricultural attache as he is listed. He is, in fact, a KGB
Line X, which is the scientific and technical line. This is part of
what we put together to decide where we are going to focus the re-
sources that we have.

Mr. Convers. Well, it fliust sounds to me like a person could un-
wittingly get into a !t of trouble browsing through the library and
happens to be interested in ani particular area that you seem to
thu&' would be unusual, and there we would be off to the races.
And that seems to me limiting the whole idea of the public access
and the abilitf for everybody to examine library material.

Mr. GeEr. I understand what you are saying, and I think the
chairman made reference to the perception, which I hope is what
we are really addressing here. And I do not know that you were
here for my opening comments at which point I stated that we
have not sought or obtained any library records on any United
States person in the Library Awareness Program or in any of the
situations cited, the 18 or 20 contacts around the country over the
last few years.

The only instance I could find where we asked for information on
a US. g)erson was in Florida, where an agent in attempting to
locate the address of an individual had sort of run out of leads, and
he stopped at the library and made an inuquiry of that nature, and
was advised that this would not be in accordance with the law in
Florida, and at that point he immediately withdrew his request
and Geparted.

Mr. Convers. Well, Mr. Chairman, we are making a distinction
between citizens and non-citizens. A non-citizen legally in the coun-
%r‘g should be able to peruse the library without bringing dowa the

I on }im, too, or her, would you not think?

Mr. Geer. Yes, if we can separate non-itizen into separating in-
toiiigoace officers from legitimate library users, and I think if you
look at the size of what we are undertaking here, you would have
to say that we are not trying to blanket anything. But is more fo-
cuse! than it seems to be described.

Mr. Convers. Well, we are now saying that citizens are not the
subject of this overreaching, but a non-citizen legally here would
have to distinguish whether he or she is a1 intelligence officer or
not of another country.

But I am assuming that a person legally in the country is not an
intelligence officer. Even, as a matter of fact, I supIpose intelligence
officers may get in the country lega‘lhlg‘, as far as I know. But I do
not understand these distinctions. y should not a non-citizen
enjoy the right to go to the library? You know the Consticution has
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been tested to apply to a lot of people that are in the country, those
constitutional rights, even though they may not have citizenship.

Mr. Geer. You are not going to get any %sag-reement out of me
on that, Mr. Congressman.

Mr. ConvERS. I mean this seems like just another area of that
kind of consideration.

Mr. Geer. I am not sure how you can come to that conclusion,
though, hased on the facts I presented that we made 21 contacts in
New York City to brief these people. And then over the last few
years some 18 plus identified contacts on specific cases around the
country. That does not say to me that the program is in danger of
doing what you are saying. '

Mr. Convyers. Well, thanks, Mr, Chairman.

Mr. EpwaRrps. Thank you, Mr. Conyers.

Mr. ConveRrs. I get the impression that maybe you should have
had somebody here at this last hearing. It seems like we are in two
different hearings. I mean we are getting information now that
seems to contradict a great deal of the testimony before. And I am
going to have to go back and reconcile it.

I want to go back and look at our previous witnesses and what
th:ﬁ1 said. They did not appear to be reckless or people that were
making statements that they did not believe very sincerely in, and
they made a great impression upon me about the FBI incursions
that they thought that were happening.

Mr. Epwarps. Well, they were some of the leading librarians, the
most respected librarians of this country, and they are frightened
to death, I must say, as far as any great impact.

Mr. ConyERs. They were heads of organizations. Well, for my
part, as one member of the committee, I am going to have to
review those, and then compare this with your statement because
what we have now are two unreconciled positions on a subject.

Mr. Geer. Well, I appreciate that. And I agree with the chair-
man that there are obviously people concerned, and there are obvi-
ously sensitivities in the library community, but again that is my
understanding of one of the purposes, if not the primary purpose,
of ghis hearing is to get the facts out so that judgments can be
made.

Mr. EpwaRrps. Get the facts out, yes. And we are finding out
from other witnesses, and the FBI does not deny it, that when the
agent comes-in to the library, there is no general plan or instruc-
tions. They might 7 to a low level employee and start to talk to
him. They might go to the head of the library, which would be the
appropriate thing to do unless that person was a suspect or some-
thing like that. And that is where I am sure you agree that missing
is structure, guidelines, and the necessary protections for any sensi-
tive program like this. And I hope that they are being written
right now. Are they?

Mr. GekRr. I do believe, and I certainly will concede, because I do
believe strongly that there are areas of direction that we can bring
to the program. But what I have not seen is any abuse or a pro-
gram that went beyond what its intent was. But at the same time
if there are areas, and there are, some of the situations—and one
of the problems is everything got lumped together, the New York
program and the contacts outside New York.
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In certain of the situations outside New York, there was reason
to go to a specific individual. And we can make that kind of infor-
mation available to you, too.

Mr. EDWARDS. Yes.

We had testimony from both the Director and somebody else in
the FBI that the program was also taking place in San Francisco
and Washington, %C The director testified before the Senate Ap-

ropriations Committee. He said it is actually restricted to New

ork City although there have been other activities in connection
with San Francisco and Washington. Now what do you suppose the
director meant by that?

Mr. Geer. A number of years ago there were some contacts. A
number of years ago there were previous contacts in New York
City. You go back to the early to mid-1970s. There was, again, a
very small program that made contact with a number of libraries,
almost the same number as the current situation, which happened
in the 1986-87 time frame, without incident. And where I think
our message got across clear.

And I cannot sit here today and tell you there were any great
outcomes to that, but there were some very, very helpful things
that came out of it.

Mr. EpwaARrps. Well, your February report said that the Soviet in-
telligence services in New York, San Francisco and Washington,
DC. have long recognized the importance of scientific and technolo-
gy libraries.

Mr. GEER. Yes.

Mr. Epwarps. Well, if the threat, then, is as large as you de-
scribe it in your report in Washington, DC. and in San Francisco,
why do you not have programs going there?

Mr. Geer. It is largest in New York, and the program there was
initiated by the New York office without being directed to do so by
our headquarters. And the Washington Field Office and the San
Francisco office have not instituted similar programs at this point.
They do not anticipate instituting similar programs at this point.

Mr. EpwaRrbps. I hope they are not going to without direction
from headquarters in Washington, DC.

Mr. GeeRr. Well, no, certainly.

Mr. EpwARDS. Right?

Mr. GEER. Yes.

Mr. EpwaRrps. And accompanying the orders to start a program
would be some very strict guidelines, I would trust. Somehow or
another the word is out that this program is existing and these in-
cidents happen that are very upsetting to people, where low level
people are contacted and then Mr. DuHadway said that the FBI
was interested in “anomalous activities of library users.” What do
you think he meant by?

Mr. Geer. I think it is taken a bit out of context. What Mr. Du-
Hadway was saying, and what we believe, is in many, many situa-
tions the person contacting the librarian, and let us say, a Soviet,
will use his name. He will use his full name. Y¥c¢ will not at that

int identify himself as being an official representative of the

viet Government. At some point in time that may become known
to the librarian.

90-927 0 - 89 - 5 Pon
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It is an awareness J)rogra.m. One other key thing is that we are
not asking nor would we ask any librarian to violate any State
statute that might apply. The idea, though, of privilege, I do not
think, has a legal basis. When it comes to something that would
not require violation of the State statute, then beyond that it is a
decision of the individual librarian. Because privilege has really no
legal basis in that case.

r. SDWARDS. I am going to yield now to counsel. Mr. Der:psey.

Mr. DEmpsEY. In the case of the visit to Columbia University Li-
brary, where in fact the FBI did approach initially support staff
personnel, and then were referred basically up the chain of com-
mand at the library.

Mr. GEER. Yes.

Mr. DempsEy. Since that particular visit, have there been any in-
structions from Headquarters to New York saying please avoid this
situation in the future, call ahead for an appointment with the
head librarian? Has that instruction gone out from Headquarters?

Mr. GeER. I have had a personal conversation with the assistant
director in charge of our New York office. He knows precisely what
we expect in subsequent contacts.

Mr. DemrsEy. And what would that be?

Mr. GeERr. I do not want to run through the format, but we want
to see it done as professionally as it can be done, and there are sit-
uations, and I will not even disagree that in most instances the
contact should be made with the proper person, that being the
chief librarian. You will not get an argument from me on that.

There are circumstances which would mitigate against that, but
thgz are few.

r. DeMpsEY. So are you still holding out the possibility of in
certain cases still approaching support level personnel at libraries?

Mr. GeeR. Yes. I am holding that out because I will go back to an
earlier statement. Not everyone of these contacts has been at our
initiative. We have been contacted by librarians asking to talk with
us, number one. And number two, we have had circumstances on
specific cases, not Library Awareness Program, but specific cases
where we needed to talk to specific individuals. And it is probably
not a situation that we would want other personnel in the library
involved in the discussion.

Mr. Dempsey. Well, but in those latter cases, they are not Li-
brary Awareness type programs anyhow.

Mr. GeER. No, but it has all gotten lumped together here.

Mr. Dempsky. I realize. And I am trying to separate out, on the
one hand, the specific targeted interview with a specific individual
about a specific situation versus the awareness type visit.

Mr. GeEr. Yes. I think in the situation you are talking about, in
a library awareness kind of contact, that we would be well-served,
of course, by contacting the principal person in that library.

Mr. DEmPsEY. But you are still saying—are you saying then——

Mr. GeER. I am saying there could be a circumstance that would
dictate that we take a different approach, but generally not under
Library Awareness.

Mr. Dempsey. Now most of what l).:ou have been talking about, up
till now, it seems to me, involves the element of the program that
strives to identify Soviet or other hostile agents. When you go to a

P n,'_,"L
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particular library, do you try to talk te all of the members of the
staff there?

Mr. Geer. I cannot say that that has been the practice in each
case. I know it has been the practice—I think there has been some
inconsistency, and I think that is one of the things you are trying
to point out.

Mr. DEmpsEY. Because if you spoke with some employees and not
with others, and a Soviet agent were to come in the next day he
might deal with one of the employees that you had not briefed.

Mr. GEER. Yes.

Mr. DEmPSEY. And you would not, then, get the benefit of the
knowledge of that person having been there.

Mr. GeERr. Clearly possible. And if that was the case, then our
prggram has certainly not achieved what it was intended to
achieve.

Mr. Dempsey. Now how is the librarian supposed to identify the
Soviet agent? You mentioned the circumstance in which the person
comes in and says my name is so-and-so, and he gives a Russian
sounding name, but does not identify himself as an official with the
diplomatic establishment of the Soviet Union. How then is the li-
brarig.’n supposed to determine whether that person is a Soviet
agent!

Mr. GegR. The librarian may never make that determination. In
an awareness program you can brief an awfully lot of people, but if
you only have one return on that small investment, it can be well
worth it. We have had situations where on the fourth visit, the li-
brarian determines that the person was affiliated with diplomatic
establishment.

There had been no contact with that librarian with us prior to
that time.

Mr. DEmpsEY. But is there not also the possibility that librarians
will be reporting to you names of individuals without knowing one
way or the other what their affiliation is? These people may be, in
fact, U.S. citizens who have Russian names.

Mr. GEer. We do not open investigations even if that were to
happen. People report to us suspected bank robbers and all sorts of
things, but we do not run out and open a case on all the names
that people might provide the FBI. If the name they provide hap-
pens to be on the list that we have of someone that we are interest-
ed in, a known intelligence officer, or another official of an estab-
lishment, a diplomatic establishment, in which we might have an
interest, then we will pursue it. But we are not going on fishing
expeditions.

Mr. Dempsey. Then if you pursue it, is not one of the first ques-
tions that you are going to ask—you go back to the librarian and
you say we appreciate your telling us about so-and-so—is not one of
the first questions you ask going to be what was he using at your
library, what was the purpose of his visit at your library?

Mr. GeeRr. Could be.

Mr. DEmpsey. And in New York, at least, where there is a very
strict confidentiality statute, is that not going to require or at least
ask, is that no* asking the librarian to disclose what information
that person was using at the library?
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Mr. Geer. I do not know. I would have to review the New York
statute. Some statutes say they cannot furnish records. Some stat-
utes say that they cannot furnish information, period. If the New
York statute just applies to records, then there is no prohibition
and there is certainly no privilege, or prohibition, against individ-
uals furnishing something of their knowledge.

Mr. DemPsEY. So you are saying that a person who knows the
content of the record or knows information in the record and dis-
closes that information to you would not be violating a prohibition
against a disclosure of the record?

Mr. GEER. I am saying that is technically possible. I am saying if
an individual, a KGB officer, came in and asked the librarian for
some specific information and many, many times in some of the
specific cases I have referred to, what they have asked for is ac-
cessed in the National Technical Information System, which they
are denied access by executive order which was instituied during
President Carter's Administration.

[Materials regarding technology transfers and NTIS follow; addi-
tional information is reproduced in the Appendix:]

| FRORY
-
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YHE WHITE HCUSE S
WABHINGTON &

v
January 8, 1980
. o
o L

1

MEMORANDUN POR B
TEE BECRETARY OF COMMERCE -

SBUBJECT: Policy on Technology Transfers to the USSR
oL

I direct that you, in consultation with the Becretary of

Dafense and other appropriate officials, review and revise

our policy with respsct to the sxport of high technology and

other strategic itams to the Soviet Union, Pending review,

no validated export licenses for shipment of goods or

technical data to the Soviet Union are to be approved.”

This zeview is to resssess what exports will make a significsant

contribution to the military potential of the Soviet Union

and therefors prove dutrimental to the security of the

United States in light of the Soviet intervention in

Afghanistan, . = :

In addition, I direct that you immediately review those
transactions for which validated licenses have already

been issued but export has not occurred to determine whether
any such licenses should be suspended or revoked in light
of the changed national security circumstances.

Finally, I direct that you, in consultation with the
SBecreitary of State and other appropriate officials,
determine whather certaln transactions now under general
license reguirements should be sublect to validated license

regquirsments. ,
_.‘::jféﬂ%%j;7
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THE WHITE HOUSE 24141
WABKRINGTON

-+ 19

]

: January 9, 1980

MEMORANDUM FOR
' ' THE SECRETARY OF COMMERCE

SUBJECT: . Policy on Technology Transfexs to the USSR

’0

I direct that you immediately suspand all existing specific
export licsnses to the Soviet Union and freeze all shipments
under thase licansss panding prompt raview of whether thess
licenses should be indefinitely suspended or rsvoked in
light of the changed natjonal security circumstances. It
is important that this review and resulting decisions ke

made with the utmost urgency.
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v Mt it Wi rT I e ort e SN W hm el e, ey 33
s -V t The Assistant Sucratlr\ for Science and Technolagy
\ @ . Waghngtor, D C 20930
. Sk 12021 377-31M
FER 2 " 1980

NEMORANDUM FOR: Melvin S, Day

Director
National Technical Inforration Service
FROM 1 Jordan J. Baruch ¥§%
' Assistant Secretary’ é é’Etivity,
Technology and Inn tion
SUBJECT: Sale of NTIS Repor:s to USSR

After considering the policy behind President Carter's
recent restrictions upon export licensing of high tech-
nology to the tUnion of Soviet socialis* Republics (USSR),
the isgues raised by your Januvary 25, 1980 memorandum
on the sale of NTIS reports to the USSR, and a legal
opinion on the same subject prepared by the Assistant
General Counsel for Productivity, Technology and Innovation,
I have decided as a matter of policy to direct you to
suspend all sales of NTIS materials to the Union of
Soviet Socialist FRepublics, including any USSR organi-
zation or agent, whether located in the United States

or abroad.

In carrying out this directive, you may make appropriate
refunds of deposits for publications which have not
already been sent. This directive applies to all
materials gold by NTIS (directly or through dealers

or other partias) which have been, are now, or may in
the future be, ordered by the USSR, or any USSR organi-
zation or agent, until further notice.
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Vasnagten B

‘ . (gé) THE l!Cl!u:.!gl COMMERC

JAN ] 5 198y

MEMORANDUM POR THE HONORABLE SRORGE SHULTZ
The Secretary of state

THE HONORABLE CASPAR WEINBERGER
The Secretary of Defense

TRE NONORABLE DONALD EODEL
The Secretary of Energy

THE NONORABLE ROBERT C, MCPARLANE
Aasistant to the President
for National Security Affairs

THE BONORABLE JAMES BEGGS
Adminiatrator, National Aeronautics
snd Space Adminiatration

SUBJECT: Soviet Acceas to Senaitive Scieutific and
Technical Information Produced by or for
the United States Government

On the basia of analyaia conducted over the paat year, {t
appeara that several U.85. Government agenciea are tolecating a
sasaive give-avay program that permits the Sovieta te acquire
tena of thouaands of scientific and technical studiea sa vell
a8 other strateqic information. I am writing to the five of
You pecauas I have no practical Capability to contro)l thia flow
of information. While theae studiea and information are made
available to the public by the Commerce Department's Mational
Technical Information Bervice (NTIB), Commerce doea aot
ott;!nlto the studiea or information. Morevver NTIS cannot
teclaaaify them ory,given the vaat volume and acope of
subjects, in any practical way acreen the material for
sensitiviey.

The source of senaitive information of imterest and of wvalue to
the Soviets ia the tepa of thouaands of unclasaified and
previoualy claasified atudiea produced by or for the Dapartment
of Defenea, the Depactment of Bnecqgy, and WASA, and aubnitted
By them to WTIS. Decauae of its Congreaaional-mandate to make
availadle to the publie USG-originated studies, NTIS acta as a
clearing houae,.aelling data baaea and studies to commercial
vendora, such as DIALOG and ORBIT, Theae vendors in turn use
int~rnational networka such aa TYMNET to aell auch
USG-originated atudiea worldwide. with thia prograa in place,
Boscov has had unlimited access to all information in WTIS
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through the USSR All-Union Sciéntific Reasacch Inatitute, whieh
is a prominent sudbdcriber to thie soutce of data.

Specifically, studies submitted to NTIS have included: DOD
analyeea of space veapona, chemical warfare, nuclear veapona,
computer secucity, high-technology telecomsunicatione,
electronice, computere, anéd laeera; Bnergy analycee of nucleat
enetrgy and high inteneity phyaice; and WASA analyeea of epace
and r:c:nt technology. A sample liet of actusl etudiea ie
attached.

The potential danger to our national aecurity ia that, through
the give-avay program, the Sovieta hava acceas to etudies and
other strategic information covering much of the same type of
technologiee and producte that the Adminietration ie trying o
keep out of Soviet handa through the multilateral expore
conttol eyetem. Thie danger ie compounded daily by teaaon of
the depth, biwadth, timelinesa, and aggregation of the
information availabdle,

© I recent)’ .:ared with aeveral reputable ecientiata in
Governme: & -ample of ten etudiea done by DOD conttactore
on laaer. .. on compoeite materiala, and I asked if the .
studies v..'d have any national security implicatione if
obtained by the Soviete. The unanimoua opinion waa that
the conpilation is tremendously beneficial; that is, taken
a2 a vhole, the reporte give Moscov nev materisl
information to corroborate previoue lab work, focua future
Spproachesa, ané eliminate costly trial-and-ercor proceaase.

© A July 1984 study done for the Intelligence Community
concluded that Soviet acceee to U.8. and Weetern
unclaseified data baeees hae played a eignificant tole in
Soviet militacy development. The etudy ezamined the Soviet
cruiee miseile and concluded that Noecov probabdly used at
least 60 previouely clueeified U.S. Government documenta in
ite development, at lesst 22 of the moat eignificant of
vhich vere from the NTIS syetea. Of these, ainety peccent
vere DOD documente.

The give-avay progran hae reeulted from a desire by previoua
Administeatione to combat what they perceived to be
over-claseification, .qnd to dnvoleg greater public accese to
studiee and information genezated by or for the Pederal
Government, It hae aleo resulted from the apparent
unwillingnees to date of the pertiment Govermaent agencies to
commit the funde and manpover neceeseary to deal with and
control the rapidly incres:’'ng amounts of information generated
ender government sponsors: . As & conasquence, the annual
volume of documente asde «. ilable through N?I§ continuea to
qTov,

Bfforte by previoue Administcationa, teflecting their policy
g081e, have taken the form of changea to executive orders, to
tegulations covering claseification Suthority, and to
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lagiesetion such es the Presdom of Information Act. President
Cacrter, far oxanple, iseued en .-Rxecutive Order shortening the
tine that & USG-controlled document remained clessified, with
studies Prepaced by USG contractors dutomatically declassified
after ais yesrta. .

Onder President Rassgen, soms efforts have been made to stop
this hemorrhege. Thus, Bzecutivs Order 12356 of 1982 reteined
the eutomatic decleasification, unless °ths classification is
exztanded by 8n officiel of the originating agency.® Section
1217 of the 1984 Dafernse Appuzruuon Act authorized d0D to
resteict futyre esansitive studiea.

Despite thess suthorizetions, precticel results remain yst to
be echieved. Pirst, although DOD ast up o system pucsuant to
Section 1217 whersby studies begun in 1984 will continue to be
declassified by the DOD-originating component snd revieved by
the Defense Technicel Ianformation Center (DTIC) befors treleaae
to NTIS, indicetiona are that DOD’s ability to revie the
annuel volume of documente is lixited. PJor exemple, I am
advissd that DTIC will mot be given edditionsl resources to
sssist in the reviev proceas. Second, the 1984 legislation
does not impose rastrictions on atudies undecvey or completed
prioc te 1984. In theory, theee studies are covered under |
Bzecutive Ocrder 12356, but, according te DOD end iatelligence: .
conrunity officiele, this cepebility to extend clessificetion
hes not and {e not being used. As a result, numerous ssnsitive
Teporta are being dumped iato ths NTIS system without proper
geviev. To give you & senss of the volume, in 1983 elons,
30,000 20D documenta vata ;1von to DTIC and more then 13,000 of
these were relessed te FTIS, imcluding documents rela-ed te the
sensitive laser and compoaite material information I cited
proviously. Becesuss of & *pendulun® effect resulting from the
policies ast in motion by previeus Admimistrations, the annual
volune ef documenta received by NTIS frem DOD, Ener s Ond MASA
bas incresasd by 25 percent guring the Reagan Aéministration,

The Intelligence Community iaitially raieed thia matter in
1982. 8ince then, effects bave been mads by Commerce and ths
Iatslligence Comaunity to ensure thet the relevent sgencies
== 30D, Baergy and ¥ik3A -- were avare of the situstion, and to
seek their cooperetion im solviang the prodlem. The results to
dete have been Ihol!y inadequate,

At our request, the fdehnoleqy Teansfer xutclll;oaeo Comaittes
(22IC) begen & ntu:x of the probles in August 1984 for the
81G/TT. 7The clessified paper, still ia dreft. vas revieved by
8% iateregency pansl ia Jenvery and should be teady for
@iscussion by Pebruaty. It is my understending thet, is ite
present draft foim, its concluaions are eimilat to mine == that
we have a massive outflovw of demeging information that muat be
stexned at the soutce.

We cannot etop ell Soviet access to DSG-produced {nformation,
but ve must €0 more to control the flov of gensitive
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information, Steaming thia flow would not only enhance our
national security, but it would 8leo be coet efficient,
Currently, we ace expending eignificant regourcee to prevent
militacily-significant technology. from reaching Moscow through
1llegel trade., Yet, intelligence experte believe thie eoucce
@ccountd for 1ittle more than 108 of Soviet acquieitione. 1 do
mot knov what shate acceee to these data baeee and docurente
suppliee, but it 18 ciear that thie information could vell de
©f greater value to Noscow than the technology and producte the
Sovista acquire thzough {1legsl trade,

%o one agency Can aolve this problem. 1Ita reeolution may
involve nev lagislation, nev Executive Ordere and coordinated
Government-vide reguistions. Thersfore, I recosmend thet the
NEC toke the lead in eeeking creeolution, firet by orqanizing a
comprehensive brieting on the issue and, if a8y degree of
concern ie wacrranted, by directing the relevant agenciee to
take svift and meaningful action.

Poe

Secretary of Commerce

€C: Attorney General
Director, Centtal Intelligence
Director, Office of Management and Budget
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Selected uulm Available in NT3S

.

Civil Defense in soviet Perceptiona
(Detense Muclear Agency)

Salt: Deep Porce Level Reductions
(Sudson Institute)

The Effect of Chemical Protectjive Clothing and Bquipment on Compa:
Sficiency
(u.s. “‘.y’

The ?orl?vtdo Militacy Command and Control Information Systen
GAO

Pully Pueled Pomcua Vehicle Storage Test Progran
u.s. Acay) ‘

Adcom Secure Voice Upgrade
(U.S. Air Pozee)

Unde: water Acoustic Signature of a Nuclear Bxploaton
{8ystens, Science, and Software)

Evaluations of pive Nuclear Weapons Effects Progranm
(U.8. Alr Porce)

Policy Odjective and Optiona Under a Leverage strategy Tovard Cuba
(0.8. Departaent of State)

Suzvey of pederal Computer Security Policies
(Defer.ae Depactment)

Nuclear Analysis and Technology Assessaent of Redar Concepts
(BAZ, Ine.)

Cratering Capadilities of Low-Yield Nuclear Weapons
(9.8. Atay) e

Polyaeric lteroox~:t;on1ea
(lyraenao-Unt‘orgttylho:onao Departaent)

Advanced Aluminus Alloys froa Rapidly S01(dified Powders
. (Lockheed/Defenae Department)

Improved Graphite Piber Adheaion
(Ashland Chemical/u.s. air Porce)

Device Development Program for peficient Excitation of a
Blue-Green Laser
(Northrop/petenae Depactaent)
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Developaent of Nicro-Proceasor~based Laaer
(Tenneeese Univeraity/U.S..Army)
Pulsed DF Laser Effects Study f,
(Boeing Aerospace/U.S. Alr Porce)

tnglnoorlug Data for Wev Aerospace Matecrials
(Battelle/V.8. Alir Porce)

Prequency Scanning Radar Concepte for Army Righ Enecgy Laser Wespons
(U.8. Acay)

A Simulation Model of the Army'a Command, Control, Communication,
and Intelligence Process
(Defense Depactment)

t
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Mr. DEmMPSEY. Denied direct access.

Mr. Geer. Denied direct access, which is an attempt to deny
them access obviously.

Mr. Demrsey. And obviously, as well, they continue to have
access to that material.

Mr. GeeRr. By going to a library in some cases, yes, and asking
that it be accessed by that library and then provided to them.

Mr. DeEmpsEY. And also they have the access through resale of
that material. That material on NTIS is available abroad, and, in
fact, is available abroad on on-line services.

Mr. GEer. We cannot prevent all that. We do not have the re-
sources to undertake to enforce the executive order, but it does tell
us something.

Mr. Dempsey. What does it tell you?

Mr. GeEr. It tells us that perhaps lookirfaat what this person is
accessing that we ought to be interested. I say, maybe it is an
agricultural attache. I gave an example. I mean you learn a lot
from bits and pieces. Again, I want to go back. I do not want to lose
sight, at least, from my own sight, I do not want to lose sight that
we are not asking for library records on Americans, period.

And if we find that we are about to violate a State statute in any
sense, we will back away from that.

Mr. Epwarps. Does every agent involved in this program have
coRiIes of or knowledge on the State confidentiality laws?

r. GEER. They most certainly should be in their State. So the
New York office, everybody on that squad, is familiar with, and if
everyone was not, they are now.

Mr. Epwarps. Do you have somewhere in the Bureau one place
80 that you can access the results, the consequences, the rewards of
this program?

Mr. GEER. Yes, sir.

Mr. Epwarps. How big a file is that?

Mr. Geer. I do not think we would expect a very big file on 21
contacts. And particularly, with the sensitivities and things that
have come out, and again, I have got to restate that this is not any
kind of massive program. We do not have that much of a commit-
ment. It is very focused, and I do not expect any really great
return. But again, we get bits of information that help us and help
our program.

Mr. Epwarps. Well, you describe a modest program. Do you com-
pare that or judge that vis-a-vis the rather massive public reaction
that you have gotten on this? Have you ever set down in a room
with your colleagues from the FBI——

Mr. GEER. Yes.

Mr. EpwaARps [continuing]. And said, now, look, this is the pro-
gram we are operating. This is what we have accomplished with it,
the value to our national security programs. On the other side, we
have this sort of national panic with Congress and with the media
and everything looking into it. Is it worth the candle? Have you
talked like that with your colleagues?

Mr. Geer. Yes, obviously we would have conversations of that
nature. At the same time, we will try to bring more direction to
the program. At the same time, we believe that there is a necessity
for the program. And we are hopeful that armed with the facts
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that we will get the cooperation we are looking for. And as a
matter of fact, we have received some very, very favorable letters.

They are not all letters based on the situation that has been cre-
ated. There are letters, and particularly since the hearing on the
20th, the positive letters have exceeded the others.

Mr. Epwarps. Well, we have quite a number of people in this
country who can say anything they want to say, and that is what
free speech is all about——

Mr. Geer. I am talking about letters from librarians.

Mr. EpwaArps [continuing]. Yes, who would say that the FBI
ought to do everything possible to accomplish their duties, the
goals that the FBI must try to accomplish in national security. You
could stop the Soviets or bloc nations from utilizing our libraries by
closing the libyaries, too.

And that would really take care of them getting the information.
But we certainly do not want to go that far.

Mr. Geer. We certain do not.

Mr. EpwaARrDps. So some of the letters you are getting would li-
cense the FBI to do almost anything. We are well acquainted with
th:‘ait.I 13 lot of people do not appreciate libraries like perhaps you
an 0.

Mr. Geer. Well, I understand what you are saying. But again, I
am only referring to the letters from librarians who are harking
back to the testimony on the 20th, and have taken a very positive
view of it. So I am not trying to make a point about a general reac-
tion of the public. I am just sticking to the librarians.

Mr. SLoBoDIN. I wanted to follow up on when the chairman
asked whether you had reviewed the program in light of reaction
from the library community. Has that review over the last couple
of months included Director Sessions?

Mr. GeER. Yes, it has.

Mr. SLoBopbIN. And during the existence of this program has
former Judge Webster, when he was the Director, was he ever in-
volved in reviewing this program?

Mr. Geer. No.

Mr. SLoBoDIN. But Director Sessions has reviewed it?

Mr. GeER. Yes.

Mr. SroeobIN. I wanted to just briefly compare because there
seems to be some conflict, afapears to be some conflict in testimony
we got at the last hearing. I want to get your reaction or rusponse
to some of the statements that were made.

There was a statement made hy James Schmidt. He says the al-
leged targeting of libraries as a place of recruitment and of librar-
ians as potential operatives by Soviet intelligence agents is unsub-
stantiated. Fair statement?

Mr. Geer. No, not at all. I think he seized on the fact that the
student ultimately recruited by Mr. Zakharov was, in fact, sort of
Riushed in his direction by another student. And the fact is that

r. Zakharov identified the first student through the bulletin
board in the library premises and contacted him and ultimately he
suggested a friend or acquaintance might be able to assist more. So
rﬁgetardless of how he read that, the initial contact did come out of
that.




140

Mr. SLoBoDIN. Another statement. This is from Duane Webster,
and he says the FBI assumes wrongly that the threat of KGB col-
lection of unclassified information available in U.S. libraries is suf-
ficiently great and the payoff from FBI efforts in libraries so signif-
icant that they outweigh any unintended chilling effect on the life
g_f tl‘;e mind. Is that a fair statement? Is that based on an assump-

ion

Mr. Geer. Well, it is obviously based on an assumption. But it is
disturbing to me, as it is to the chairman. That is one of the rea-
sons I was looking forward to the opportunity to meet with this
committee is because I felt that a lot of this examined, and a lot of
positions were taken in the absence of facts, and it is a very hard
thing for the FBI to get those facts out there once something like
this starts moving.

And it is disturbing to me that the initial assumption seems to
be that the FBI is out there as one statement was “looking over the
shoulders of Americans in libraries” and what have you. And it be-
comes a dilemma, a dilemma for the organization, and a dilemma
for me to say that that is not the fact, that that is considerably
overblown, and then I run into situations where I cannot fully ex-
Plain the circumstances because of the need to classify certain
parts of it.

And that is a frustrating thing for me.

Mr. SroBopIN. Well, let us talk about the—if I could just briefly
review—s0 I understand exactly the scope of this program, is that
the awareness program includes an educational side and an intelli-
gence gatherinlgcmde. And that amounts to about 8/100th of one
percent of the FCI operations of the New York Field Office? )

Mr. GeEr. That is a figure I came up with myself by just looking
at how many people were used and how much time it took them to
do this and compared that to the number of resources we have op-
erating there in our Foreign Counterintelligence Program. And m
only point was to attempt to show that this is a very, very sma.ﬁ
part of our program, and just a contributin%part, though.

Mr. SLoBoDIN. And that is limited to the New York area?

Mr. GEER. Absolutely.

Mr. SLoBoDIN. And you are not asking for library records? You
are not trying to put librarians in a position of violating a State
statute?

Mr. GeeRr. I have not found one situation. I mentioned the situa-
tion where our original request, had it been acceded to, would have
been a violation of the State statute. That was pointed out to us,
and we withdrew the request. I have found no situation at all
where we got any records or any information on any U.S. person as
far as library records or personal information goes, any.

Mr. SroBopIN. And the 21 contacts, fill me in on exactly. The 21
contacts was over what time span?

Mr. GreRr. My recollection like late 1985 to 1987, during sort of
that time frame, 21 libraries that are listed on this sort of general
directory of scientific and technical libraries in New York were
contacted.

Most of those contacts, I think it is obvious at this point that
most of those contacts resulted in at least a successful description
of our program to the point that the vast majority of those librar-
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ians were not disturbed, or if they were, that was not made known
tous.

But the chairman makes a point, and I believe in it very strong-
ly, that we have got to make certain that we are talking to the
right people, and that we are presenting it in the way that is clear-
ly understandable.

Mr. SroBopIN. Just one final question. And that is as you are de-
scribing it, this Library Awareness Pro%-eam is a modest component
of your FCI operations. What would the impact if you were
unable to do this intelligence gathering or be able to seek out these
shreds of information?

Mr. GEer. Well, that is difficult to answer. I have certainly tried
to convey that I do not see the Libr Awareness as being the
final bulwark between us and the “Red menace.” I am certainly
not here to Red-bait or even to wave the ﬂaﬁ.aJust to say that it is
a small part of our overall FCI program that does provide very,
very useful information.

Mr. SLoBopiN. Thank you very much.

Mr. EpwArbps. Mr. Dempsey.

Mr. DemrsEy. The one case that has been frequentl% discussed in
this context is the Zakharov case. Now in that case, Zakharov was
using a student to go into the library, and at least in the elements
of the case that have attracted the most attention, did not do the
xeroxing or other research himself. So the librarian there might
never have seen Zakharov. They would have seen the Guyanian
student, Leakh Bhoge.

Mr. GEER. Yes.

Mr. DempsEy. So this program would not have alerted the librari-
an to that kind of situation.

Mr. GeERr. Hard to say. If any person in the U.S. public who has
some sense of how these services operate sees something that is rc-
curring, if the librarian, and let us say it is a librarian, that Gen-
nadiy Zakharov was a Soviet representative, if the librarian over a
period of time had noticed that on the third Tuesday of every
month he seemed to be meeting someone in or near those premises,
it might cause a reaction. It might raise a question. I do not know
that the Zakharov case ever would have.

But this is an awareness program. It does not mean that there
will not be a situation like that.

Mr. DempseY. But the one example that is most frecuently cited
in discussion of this case did not involve an approach to a librarian.

Mr. Gegr. That is true.

Mr. DempsEy. It did not involve a Soviet diplomat going into a
library.

Mr. GeeR. That is not true.

Mr. Dempsey. He sent in students that he had hired.

Mr. Geer. He went into the library. It was within the library
premises that he got the name of the student to begin with from
the bulletin board.

Mr. Dempsey. But that could have been—I mean I think you are
talking about a single visit with a name off of a bulletin board.

Mr. GeeR. It could have been.

Mr. DeEmpsEY. Again, not even necessarily approaching a librari-
an.
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Mr. GEER. Possibly.

Mr. DeEmrsey. Getting that information off of a passive source,
the bulletin board.

A number of the reports that have come to us both in the testi-
mony and in some of thtteafublished reports, in some of the corre-
spondence we received, talk about agents approaching librarians
and asking for information about suspicious persons or persons
with Russian sounding names, or persons with foreign-sounding
names.

Mr. GEER. Yes.

Mr. Dempsey. Has there been any effort to limit those kinds of
statements by agents?

Mr. GEER. The only one that I am aware of as the allegation in
that regard was one that supposedly happened seven years ago in
Maryland. I do not know even know how I would identify it. I
cannot imagine that it happened, but I cannot deny that it hap-
pened because I cannot even identify.

Mr. Demrsey. Well, the Maryland incident was, in fact, more
recent than that.

Mr. Geer. No, no. The one you are talking about is the first one.
The more recent one was quite focused.

Mr. Dempsey. The two reports that we have are Spring 1987, FBI
agents requested information on library users with foreign sound-
ing names, particularl{ Russian or Eastern European.

r. GEER. My recollection is that goes back to the context some
seven years ago that Mr. Forestal mentioned. That is not a descrip-
tion of the most recent contact.

Mr. DEmPSEY. We also have a report of a visit at the TJniversity
of California in Los Angeles—which would have been, 1 assume, a
non-lihrary awareness visit, that is a specific individual was the
focus of the FBI's interest in that instance—but the report is after
the agent requested information about the specific individual, he
then asked to be informed if anyone of a suspicious nature ap-
peared in the library. '

Mr. GeER. I cannot imagine an FBI agent using those words.
Again, I am not in a position to deny it, but I certainly cannot
affirm it.

Mr. Demrsey. How about the word ‘“anomalous”? Would an FBI
agent use the word “anomalous’?

Mr. Geer. I would think there would be circumstances that that
could be used, yes.

Mr. Dempsey. OK.

Mr. Epwarps. Could not spell it though.

Mr. GEER. Probably not.

Mr. Dempsey. Mr. DuHadway explained to the National Commis-
sion on Libraries and Information Sciences that librarians should
watch out for anomalous behavior.

Mr. GeeRr. Yes, I tried to address that a little bit earlier.

Mr. Dempsey. Now has there been any direction to agents that
gnon‘:;alous or suspicious behavior is not to be a focus of concern

ere?

Mr. Gegr. Well, I think I have addressed ithat. The people in our
New York office who are involved in the Library Awareness Pro-
gram have a very clear understanding of what their approach

ey
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should be. I sense concern that it has not been memorialized so
that you could review it. I would be pleased to do that if that would
be helpful. N

Mr. Dempsev. Now going back to the question of susgicious per-
sons or persons with foreign-sounding names—let us leave aside
suspicious for a second and just focus on foreigners—Paula Kauf-
man did testify that in the June 1987 visit to the Columbia librar-
ies that the agents referred to foreigners and persons from coun-
tries hostile to the United States.

Now how is a person supposed to, how is a librarian sx:Fposed to
identgl.gy a foreigner or a person from a country hostile to the
United States?

Mr. GeERr. I think that answer is clear. I mean the librarian is
not supposed to identify any such person, and I do not question Ms.
Kaufman, and if that is the way it was presented to Ms. Kaufman,
I do not even disagree with her concern.

My next step might have been, if I were Ms. Kaufman, to call a
responsible official of our New York office and say give me some
more information; what is this all about? I have just been told that
this is the focus of this program. Is that true or is it not true?

I can only assume, and I made a reference to it earlier in our
discussion in my testimony here, I must assume that the persons
presenting that particular one did not present it in the manner
that we would expect them to present it so they could be clearly
understood.

I think some evidences of that would be that out of the 21, the
rest of them did not cause that kind of a reaction. So our need to
do it professionally and properly is obvious. It is very obvious to us.

Mr. Dempsey. Now one of the points you made earlier was that
the FBI, as a result of this or any other effort, has not requested

‘records, library records on any U.S. person.

Mr. Geer. That is correct.

Mr. DempsEy. Has there been any sort of a conscious or nncon-
scious effort on the part of the Bureau to limit those requests to
non-U.S. persons?

Mr. Geer. No. I am not sure I even understand that question.
Most of our cases in this program are on non-U.S. persons.

Mr. DEMPSEY. And implicit in the question is, or implicit in your
statement was the point that you have requested library, actual
records, on non-U.S. persons. There was certainly an incident at
SUNY-Buifalo where the library originally said no, and you ob-
tained a subpoena, in fact, and then the library complied.

There were other situations, for example, University of Houston,
where the library did not comply, and you did not pursue the sub-

na route, and the matter was dropped. But you have requested
ibrary records on non-U.S. perscns. And my question was——

Mr. GEER. Not as part of the Library Awareness Program.

Mr. DempsEy. Not as part of the Library Awareness Program.
And my question just was would you see this request for library
records on a U.S. person as some exiraordinary step that required
some extraordinary justification or some higher level of approval
or perhaps a subpoena? In other words, would you draw a distinc-
tion if you did go and ask for library records on a U.S. person?
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Mr. GeeR. I am familiar with the legislation that has been intro-
duced in that regard, and I do not have any problem with the
intent of that legislation. I certainly would like to be in a position
to formally respond to some of the technical parts of it. But there
are situations, and they are quite frankly rare, and the case you
mentioned in Buffalo was not even in the FCI program, situations
where that could happen. But I mean it would just be pure specula-
tion on my part to try to come up with a scenario there.

Mr. DEMPSEY. Mux of the discussion has been relating to identi-
fying Soviet agents as the focus of the program. But in the report

““The KGB and the Library Target,” much of the thrust seems
{;o be the Soviet exploitation of unclassified information in U.S. li-
raries.

Now to what extent does that play a role in this program?

Mr. Geer. To a lesser extent. There are certainly situations
where it would be helpful for us to know, and I have tried to make
that point early, helpful for us to know what they were looking for.
If it is emerging technology that, again, I describe someone who
may list himself as an agricultural attache or whatever.

Mr. DeEmpsey. But that goes to identifying him as an intelligence
agent.

Mr. GeEr=. Precisely.

Mr. DEmpscy. It does not go to the fact that he is collecting——

Mr. GEER. Y'ome of it is obviously positive intelligence. And
whether it is or any use to the FBI or not, it could well be of use to
other parts of the intelligence community.

Mr. Dempsey. But the FBI, once it learns that an individual is
using unclassified material at a litrary, the FBI cannot stop that
person from u:ing that information.

Mr. Geer. That is clear. We might choose to advise the librari-
an—as the librarian would certainly want to point out to us any
provisions of a State statute that we might be unintentionally at
odds with—I certainly would not hesitate to point out to the librar-
ian that this request for information accessing through the librari-
an the National Technical Information Service was prohibited.

Mr. Dempsey. Although in the Utah case what the library did
there on their own was simply to refer the writer back to the NTIS
Headquarters, to the NTIS Clearinghouse where presumably——

Mr. Geegr. Well, those are not the full facts, but the facts .f that
I cannot get into.

Mr. Epwarps. Walk me through a hypothetical case or one with
some history behind it without, of course, disclesing any classified
information. The New York office is the headquarters for this sort
of work. I think you have testified to that. OK. Is there a squad
with a head, an assistant SAC or something, that is Mr. Library
Awareness of the New York office, and do they report o him in
the morning and say, well, now what do you want us to do, or here
is an assignment? We used to get little cards, pieces of paper, go to
this library and do this and that. Is that the way it works?

Mr. GEer. I do not think that there is anyone there at this
moment that would want to accept that title.

Mr. EpwaRps. Or maybe Ms. Awareness.

Mr. GeEer. But there i1s a squad that has a responsibility for a cer-
tain line of the KGB that instituted this as part of their attempts
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to fulfil their responsibilities. It is even on that squad, again, how
long does it take to contact 21 libraries, and what kind of commit-
ment does that take. So it is just, even of that squad and that su-
pervisor’s responsibility, it is a minor thing, and those libraries
were decided upon and the contacts made as being the most reason-
able ones to initiate a contact with.

But I mean this is not something, this scenario that you would
suggest, where you go in in the morning and ycu pick the name of
the library. Again, I hark back to we are talking 21 libraries.

Mr. Epwarps. Well, at a hearing we held here in March the Di-
rector promised that he would review 'he Library Awareness Pro-
gram. Has he done that yet?

Mr. Geer. He has been provided all the information that we
have at our disposal on the Library Awareness Program, all of it,
and he is truly concerned, as I am concerned, as I have tried to
convey here, with the reaction to some of the sensitivities that
have been expressed, and he is equally interested in our getting the
facts before the putlic and particularly before the librarians.

Mr. EpwARDs. Yes. We asked him on March 30 by letter u~ging
him to address three issues in the review. Do you know if he is
done that yet? :

Mr. Geer. I do not know. No, I do not know.

Mr. Epwarrs, Well, you can carry the message back to Head-
quarters that we would be interested in a response to that letter.

Mr. Gexr. All right.

Mr. EpwARDs. And we would like to invite the director back for
the results of his review, his conclusions and their general plans.
We would appreciate that.

Mr. GeEr. I will certainly pass that message.

Mr. EpwArbs. Thank you.

[The subcommittee’'s March 30, 1988 letter, a subsequent July 14
letter, the Director's response of September 14 and a December 8
letter follow:]
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#arch 30, 1988

The Honorable William S, Sessions
Director

Federal Burecau of Investigation
J. Edgar Hoover Building
Washington, D.C. 20535

Dear Director Sessions:

As I mentioned to you at our hearing on March 17, I recently
reviewed the transcript of Deputy Assistant Director Tom
DuHadway's presentacion to the U.S. National Commission on
Libraries and Information Science regarding the FBI's "Library
Awareness Program.™ The transcript has heightened my concern
that the program is inadegquately defined in terms of goals,
scope and methodology,

* The program would not be troublesome if it were limited to
warnjng librarians at non-public, non-university libraries that
they may be the targets of hostile recruitment efforts,

Problems arise, however, when the Bureau also visits public or
university libraries and asks librarians to report to the FBI on
suspected attempts to recruit library users, on "anomalies" like
theft that often occur unrelated to intelligence activities, or
on the interests and usage patterns of library users, both thosa
who identify themselves as foreigners and non-foreigners who are
suspested, on the basis of ill~defined criteria, to be working
for the Soviets or others with hostile intelligence efforts.

I was pleased to hear you say that you would review the
Library Awareness Program, As part of your review, I would urge
that the following issues be addressed:

(1) Wwhat libraries does the program apply to? 1Is it
limited to special and technical libraries (and if so how are
they selected) or does it extend to some university 1ibraries and
to certain sections of some public libraries?

(2) Is the program limited to warning librarians of the
possibility they may be targeted for recruitment or is it also

e S
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The lonorable william S, Scssions
March 28, 1988
Page 2

intended to identify hostile intelligence agente or students or
other library users who may have been recruited or who may be
subject to recruitaent by hostile intelligonce sarvices? If it
includes the latter, how does a librarian dotermine whom to
report on? 1Is it when an individual engages in certain
"anomalous" behavior?

(3) "3 the program concerned in part with determining what
unclassified information soviets are collecting? 1If so, how is
this done without asking for information on library usage?

Given the current lack of clarity on these points, the
progran is likel¥ to generate continued concern and to have an
unintended chilling impact on librarians and library users. It
appears fron reports we have received that agents in the field,
some of them apparently new to foreign counterintelligence work,
have not adequately explained the program to librarians and havs
asked inappropriate questions. without specific reasonable
limits on the progran, nisunderstandings are bound to occur, and
there will be both over-reporting and under-reporting of
information to the Bureau.

I look forward to your responses to the questions outlined
above and to the other results of your review.

Sincerely,

Brow Elerncia,
Don Edwards

Chairman

Subcommittee on Ccivil and
Constitutional Rights

DE: jdw
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July 14, 1588

The Honorable William S, Sessions
Director

Federal Bureau of Investigation
J. Edgar Hoover Building
washington, D.C. 20535

Dear Director Sessions:

Assistant Director Geer's appearance before the Subcommittee
yesterday was very helpful to our consideration of the FBI's
counter-intelligence visits to libraries.

Our concerns focus on three points. First, was the in-

ability of Mr. Geer to describe how a librarian is to decide -

= which {ndividuals to report. Unless an individual at some point
identifies himself to the l‘brarian as an officer with a Soviet
diplomatic establishment, the librarisn can only act based on
whether the person has a Russian or Eastern European-sounding
name, or is engaging, as Mr, DuHudway stated, in “anomalous
activities." Such determinations could be very subjective and
might be dangerously overinclusive. It is easy to see how
agents, without clearer guidance than Mr. Geer could give us,
would ask librarians to be on the lookout for foreigners or
suspicious persons, as hae been reported.

our second concern has to do with asking librarians to
disclose information on library use. 1t ie clear that if a
librarian does call the FBI to report that a Soviet has been
in the library, the first two questions thu FBI will ask is
"what was the Soviet's name" and "what materials was the Soviet
interested in." Both of these Questions require the librarian
to disclose information in records protected by New York statute.
The distinction that Mr, Geer drew between disclosing the records
and disclosing the information in them seems to ignore the spirit
of the New York law.
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The Honorable William 5. Seseione
July 14, 19388
Page Two

Our third concern has to do with the lack of any guidelines
defining or 11-1t1nt the program. As I asked in my opening
statement this morning, how can the FBI say that the progran is
narrowly focused and properly carried out when there are no
Juidelines defining it? It may be possible to draw up meaning-
ful guidance to agents making Library Awareness vieits. Such
guidelinai should ensure that vieits are coordinated with the
head librarian. They should focus on circumetanc s in which a
person has identified himself as a Soviet national, and should
not involve considerations like anomalous activities or foreign-
sounding names. And they should distinguish university
libraries from other types of technical libraries, such as those
affiliated with trade or professional associations. It is clear
that universities are far mors seneitive to issues of access and
confidentiality, eo a program that did not include public or
university libraries would be much less troublesoxe.

I recognize thut this program represents a minuscule part
of the FBI's foreign counter-intelligence efforts. Given the
limited results comparsd with the confusion and concern that
it has generated, I think the Bureau would be best served by
strictly limiting the program or curtailing it altogether.

As to visits to libraries that are not part of the Library
Awareness Program, I think there should be a eeparate airtel to
all SACs or sume othar dirsctive to the field uaking it clear
that agents should avoid gensral questions abort persons
exhibiting suspicious behavior or persons with Zureign-sounding
names. Since in sach of thess cases there is interest in a
particular individual, agents should confine themselves to
inquiries about that person.

I look forward to hearing from you on this matter. As I
sald to Mr. Geer, ve may invite you to testify once you have
completed your review,

Sincerely,

Don Edwards

chalrmun

Subcommittee on Civil and
Conetitutional Rights

DE: jdb
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U.S. Department of Justice

-\ Federal Bureau of Investigation

Office of 1t Darector N Washingion D C 20838

September 14, 1988

Honorable pon Edwards

Chairman

Subcommittee on Civil and
Constitutional Rights

Committee on the Judiciary

House of Representatives

washington, D. C.

Dear Mr. Chairman:

Thank you for your correspondence on the FBI's
Library Awareness Program. Ratner than detail its history
or set forth in detail its importance to the Bureau's
foreign counterintulligence work, I thought I would instead
describe for you the direction I have decided this program
should take.

(1) When deemed necessary, the PBI will continue to
contact certain scientific and technical 1libraries
(including university and public libraries) in the New York
City area concerning hostile intelligence service activi-
ties at libraries. The purposs of such contacts will be
twofold: to inform these libraries that hostile intelli-
gence services attempt to use libraries for intelligence
gathering activities that may be harmful to the United
States, and to enlist their support, along the 1lines
discussed below, in helping the FBI 1identify those
activities, Incidentally, I share your concerns about
Fublic and university libraries. and where feasible the
Library Awareness Program will not focus on them.
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Honoreble pon Edwards

(2) The librarians at these gcientific and
technical libraries will be asked to advise the FBI of any
contacts their personnel have with persons who identify
themsalves as Soviet or Soviet-bloc nationals assigned to
certain Soviet or Soviet-bloc establishments in the United
States and who do any of the following:

(a) seek asv..Stmsnce 1in
conducting library
research;

(b} request referrals to
studants or faculty who
might be willing to assist
in research projects;

(c) remove materials from
libraries without
permission; or

(d) seek certain bjiogrsphical
or personality assessment
information from librarians
themselves and/or on
individugls who are known -
to the librarian being
queried, particularly on
students and academicians.

This information will also be sought on contacts with
individuals who indicate that they are acting for such
Soviet or Soviet-bloc nationals. These criteria are narrow,
and in my opinion they will not requirs Jjudgments by
librarians as to who is of interest and who is not of
interest to the FBI. More importantly, they should make it
Clear that the FBI is completely uninterested in the
library activitias of anyone other than those persons who
meet thess specific criteria.

(3) If and when individuals meeting these criteria
are identitied to the FBI, we will inquire further as to
what these individuals are seeking from librarians.

The FBI is charged with keeping track of hostile intelli-
gence service activities in the United States, and I
believe it is egsential that we make thess inquiries.
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Honorable Don Edwards

(4) In conducting this program, the FBI will not
attempt to circumvent local library management in contacts
with librarians; ask for information about people with
foreign sounding names or accents; ask for reports on
"suspicious” or "anomalous" bshavior; or ask for circu-
latéon lists or other records of what people choose to
read.

(5) We intend to ask librarians for help along the
lines set forth above. If they do not wish to help, that is
up to them, but we are confident that they will help if the
program is explained to them properly. To that end,
training of FBI personnel participating in the program will
be enhanced, where necessary, 80 that personnel will be
particularly sensitive to the limitations that I have
described in the above paragraphs.

Thus, I anticipate that the Library Awareness Program will
help the FBI identify hostile intelligence service officers
without causing thes Bureau to collect library information
on the general public,

AS you are aware, in many cases the FBI will have
already identified known or suspected hostile intelligence
service officers and co-optees. Wwhen the FBI peeds
information about <he activities of such persons, it will
continue to contact anyone having that information,
including librarians. Such contacts will be nationwide, and
such contacts will be no differsnt from aly other FBI
investigation. These contacts will, however, differ from
Library Awareness Program contacts in one significant
respect. In the Library Awareness Program, the FBI will be
asking librarians to help in the initial identification
process using the criteria set forth above. In any other
contacts with 1libraries, the information sought will
concern specified subjects.

I hope that the foregoing serves to answer your
questions about the direction that the Library Awsreness
Program will be taking and about other FBI contacts with
libraries. with respect to your request for various
documents, the classified FBI report on Soviet Intelligence
Service librarv targeting is being sent to you under
separate cover. Other documents describing the Library
Awareness Program were given to Mr. James X. Dempsey of

3
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Honorable Don Edwards

your staff on July 12, 1988. Please contact the Bureau's
Congressional Affairs Office if you need any additional
materials,

Concerning your request for analysis of the impect
of atate library confidentiality statutes on the Ltibrary
Avareness Program (or on other Contacts with libreries), I
am continuing to review this issue, and I expect to have
further information for you shortly.

Thank you for your questions and comments about the
Library Awareness Program. They have been extremel
helpful to me in determining the direction the Program wil
take, and I hope you will not hesitate to contact me 1f you
wish to discuss this matter further.

Sincerely yo

William §, sessions
Director

1 - Honorable David L. Boren
Chairman
Select Committee on Intelligence
United States senate
Washington, D. C,

1 ~ Honorable Robert W. Xastenmeier
Chairman
Subcommittee on Courts, Civil Liberties,
and the Administration of Justice
Committee on the Judicliary
House of Representatives
Washington, D. C,
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U.S. Departnwnt of Justice

Federal Bureau of Investigation

Office of the Director Wasthington. D.C. 20535

December 8, 1988

Honorable Don Edwards

Chairman

Subcommittee on Civil and
Constitutional Rights

Comnittee on the Judiciary

House of Representatives

wWashington, D. C.

Dear Mr. Chairman:

In furtherance of our prior correspondence, enclosed
is an analysis, prepared by the Special staff of the
Bureau's Intelligence Division, of fifteen library contacts
with respect to which questions have been raised about the
applicability of state library confidentiality statutes.

Of the fifteen contacts, twelve were conducted
pursuant to specific investigative leads in furtherance of
FBI counterintelligence responsibilities and were not
related to the Bureau's Library Awareness Program. Two of
the contacts were in connection with the Library Awareness
Program, and one was in response to an unsolicited
telephone call to the FBI from a staff member of the
particular library.

Of the thirteen contacts for purposes unrelated to
the Library Awareness Program, six were in states that had
no confidentiality statute in effect at the time. Of the
remaining seven contacts, in six instances no records were
requested, and in the seventh, records were obtained
pursuant to a grand jury subpoena. The two Library
Awareness Program contacts did not involve requests for
records, such that the New York statute was not at issue.

Underlying factual information on these <ontacts,
which is classified, is available vo you and to any members
of your staff who possess requisite security clearances.
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Honorable Don Edwards

Pleass contact Supervisory Special Agent John S§. Hooks,
Jr., at the Congressional Affairs Office, telephone number
324-4515, who will make arrangements for you to review this
material if you wish to do so.

Sincerely yours,

william 8. sesaions
Director
Enclosure 44., éo %
' ;E;c‘r . M
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STATE CONPIDENTIALITY STATUTES
AND

FBI CONTACTS

BROWARD COUNTY LIBRARY, FT. LAUDERDALE, FLORIDA

Prior to requesting any information, the FBI Agent
asked the librarian 1f there was any legal prohibition agsinst
such disclosure. After being advised by the librarian that state
law required procduction of a court order, the Agent left without
making any further request,

There was no violation of state law, nor did the Agent
encourage any violation since no request for information was made
after being advised of the statutory requirement of a court
order.

URIVERSITY OF MICHIGAN ENGINEERING LIBRARY

There was no violation of state law since the FBI°s
contacts occurred prior to the enactment of Michigan”s statute
(1982, effective March 30, 1983) requiring confidentiality of
library records.

NEW YORK PUBLIC LIBRARY (NYPL) and CONTACT OF AN NYPL LIBRARIAN

AT HIS RESIDENCE

There was no violation of the New York statute
restricting disclosure of library records since the FBI neither
requested nor obtained any records during either of these
contacts.

[Rva
.~
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UNIVERSITY OF UTAH

There 18 no state statute in Utah prohibiting or
restricting disclosure of library records. All library records
in the state of Utah are considered public records, with
unrestricted access by an' person or agencys

PRINCETON UNIVERSITY, NEW JERSEY

The FBI®s contact at Princeton University, circa 1978,
involving an FCI investigation of GkU officers, occurred prior to
enactment of the New Jersey statute (1985) restricting disclosure
of library records.

UNIVERSITY OF CINCINNATI

There 1s no statutory authority in effect in the state
of Ohlo prohibiting or restricting disclosure of library records,
although legislation fs currently pending in the Ohio legislature
which will require that these records be made confidential.

UNIVERSITY OF MARYLAND CHEMISTRY LIBRARY

There was no violation of Maryland state law since
there was no state statvte in effect at the time of the FBI s
contacts at the University of Maryland restricting or prohibiting
disclosure of universitz library records.

In 1984, the Maryland legislature enacted legislation
restricting disclosure of public library records, however, this
statute did not include records of university or college
libraries. In June, 1988, the Maryland legislature enacted a
statute which will now require that library records of
educational institutirions also be confidential, with
restrictions on disclosure.

O

90-927 0 - 89 - 6
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UNIVERSITY OF HOUSTON

There ia not statutory or judicisl suthority 4n the
atate of Texas prohibiting or restricting diaclosure of library
recorda.

UNIVERSITY OF WISCONSIN

There was no violation of the Wisconsin state ststute
inasmuch as the FBI did not uake sny requesta for library
infornmation from the interviewee.

NYU”S COURRANT INSTITUTE

This was & library awsreneas contact. There was no
violation of the "ew York statute since no requests for records
were made during the FBI"a contact.

GEORGE MASON UNIVERSITY, FAIRFAX, VIRGINIA

There was no violstion of the Virginia state statute
restricting disclosure of library records since no requests for
records were made during the FBI”s contact.

Additionally, the FBI“s contact at George Mason
Univeraity was in reaponse to 8 telephone call placed by s staff
aember of the library who wass concerned about defense documentas
being checked out by an individual the librarian believed to be s
Soviet. These contacts were initisted by the library, snd not
the FBIL.

Id
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STATE UNIVERSITY OF NEW YORK - BUFFALO (SUNYAB)

In compliance with New York law, the FBI presented a
Grand Jury subpoens to officials st the State University of NY -
Buffalo (SUNYAB) requesting specific library records necessary to
a criminal prosecution involving violation of the Foreign Agents
Registration Act (FARA).

After a review by the University’s legal staff, SUNYAB
complied with the federal subpoena.

BROOKLYN PUBILIC LIBRARY, NEW YORK

Th 8 a library awareness contact, There was no
violation of state law since no records were sought or obtained
during the FBI“s contact,

UNIVERSITY OF PENNSYLVAN}A

There was no violation of the Pennsylvania state
statute since the FBI neither requested nor obtained any records
which would fall within the purview of the statutory restrictions
regarding disclosure of library circulation recordse.

UNIVERSITY OF CALIFORNIA

There vas no violation of the California state statute
restricting disclosure of library records since no records vere
sought or obtained during the FBIl”s contacte.

O
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Mr. Dempsey. Do you have any sort of analysis of the State li-
brary confidentiality laws? Have you assembled that?

Mr. GEER. Yes.

Mr. DEmpsey. Could you make that available to us?

Mr. Geer. Yes. Do you not have it at this point? It is my under-
standing that you had most of it.
thMr. Dempsey. No. Your analysis of the laws, no, we do not have

at.

Mr. GEER. An analysis of the laws. I have the provisions of the
laws. What do you mean by an analysis of it?

Mr. Dempsey. Well, other than xeroxes of the code provisions
from the 38 States, has your legal division interpreted those laws,
read them, analyzed them, summarized them, said what they say,
said hcw they influence either the Library Awareness Program
with respect to the New York law or the 20 or so visits to other
libraries that were not Library Awareness, but have occurred in
the past several years?

Mr. GEER. Perhaps not in the form you are describing but in a
form sufficiently helpful for our needs, yes.

Mr. DEmpsey. | think we would appreciate seeing that to help us
understand this issue.

Mr. Geer. All right.

Mr. DEMPSEY. You have emphasized several times 21 special and
technical libraries. Are there current plans in the New York office
to go and do a second round, to go and do another set of libraries,
or are you going to leave it at the 21 for the time being?

Mr. GEer. We will make additional contacts with libraries as we
feel the need and the requirement is there, and we will do it in
such a manner, if we need to, that it will be very, very clear, and
not subject to misinterpretation of what our intent is.

Mr. DEmpsEY. Do you contemplate a second round of the size of
the first round?

Mr. GEER. I do not want to give you a yes or a no on that. It will
be more event driven, and how we see. | mean the awareness that
has been created is really quite substantial.

Mr. DEMpsey. There are not many libraries that do nof know
about it.

Mr. GEer. I think that is an understatement. And I, again, 1
think this is helpful. I think getting the facts out and getting them
out hopefully in a forum where they can be used by persons in that
profession as well as the public will be an extremely helpful thing
to all of us.

Mr. EpwaRrps. Anything more, counsel.

Mr. SLOBODIN. Just one question. Do you feel there has been an
over-reaction to this by the library community?

Mr. GEEr. Well, there has. I mean there clearly has. But I do not
know. It is easy to say that, but getting at the root cause of it and
turning it around is not quite as easy. %do not think if the facts at

all had been understood there would have been any reaction like
this, and just what we could have done to have prevented it, my
ﬁnly c:nse is we could have perhaps described—I really do not
now.
But I follow and agree with some of the chairman’s comments
about the sensitivities, but it truly did get overblown.
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Mr. SrosopIN. Thank you.

Mr. Epwarps. Well, the word certainly should go from Head-
quarters to the New York office or wherever else you plan to have
the program that before they get permission to move ahead with a
program that has caused this much anguish to the FBI and to some
people that they had better have a very carefully, narrowly drawn
charter of some sort that protects the agents, protects the office,
and protects the rights of privacy and the State laws. All that has
to be written down, does it not, Mr. Geer?

Mr. GeEr. Agreed.

Mr. Epwarps. Right. Well, thank you. You have been very help-
ful. We always like to see you here, and we will expect in due
course the results of the study and the review by the Director, and
perhaps he can come up and visit us at a hearins, on the matter.
But thank you again, Mr. Geer, for coming.

Mr. GekR. I will pass that on. Yes, sir.

[Whereupon, at 10:55 a.m., the subcommittee adjourned, to recon-
vene subject to the call of the Chair.]




O

ERIC

Aruitoxt provided by Eic:

APPENDIX

Pa

T
Ny
W
et Stavies
Natonal Cornmissiaon on

Labwaries arved INTOIMIGLeny S e

19 February 1948

Mr. Toby J. McIntosh

The Bureau of National Affairs, Inc.
1231 25th Street, N.W.

Washington, D.C. 20037

Dear Mr. McIntosh:

This is in response to your request dated January 22, 1988 under
the Freedom of Information Act for a transcript of the
Ccamission’s January 14, 1988 meeting in san Antonio, Texas, in
particular that portion of the tape pertaining to the Federal
Bureau of Investigation’s presentation. The information you have
requested is enclosed.

Please note that some sections have been blacked out by the FBI
as sensitive and classified. Those portions are withheld under

5 U.S.C. 552 b(1l)(B). You will also note that an additional
section on page 56 has been deleted under 5 (.S.C. 552 b(7) ¢,
which authorizes federal agencies to withhold from disclosure
information compiled for law enforcement purposes when disclosure
of such information could reasonably be expected to constitute

an unwarranted invasicn of personal privacy.

This decision was made by David R. Hoyt, Deputy Director of the
U.S. National Commission on Libraries and Information Science.
You may appeal this decision. To do so you must submit your
appeal in writing not later than thirty (30) days of your receipt
of this letter to Chairman Jerald C. Newman, 63 Captain’s Road,
North Woodmere, New York 11581.

We hope that this information will assist you with your research
and will satisfy your inquiry. Thank you for your interest in
the Comnission’s activities,

Sincerely,
Cii/ébhé//. 7/

David R. Hoyf

Deputy Director

Enclosure

TEE Isah Steeee, N ALY L Ste 810
Washungion. 13 ¢ 2006
120000 2543100
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FBI PRESENTATION
U.S. NATIONAL COMMISSION ON ngRARIES AND INFORMATION SCIENCE
Tom Dsgadway
January 14, 1983
4:15 p.m.~-6:15 p.m.
San Antonio Public Library
San Antonio, Texas
MR. NEWMAN: Let me start the meetinrg. We’ve asked for a closed
meating and at the end of the meeting we’ll either decide what
further the Commission will want to do. We’ll either decide that
today or decide that tomorrow. The closed meeting is so that we
can have a sharing of information from the Federal Bureau and as
well as input to the Federal Bureau as to how our Commission
views what they’re doing in this regard. Let me just say I was

in the Orient when this hit the New York Times and I have to tell

you, some of you may already believe, that I'’m inclined, and I’'m

supposed to be impartial, but I am inclined on behalf of what the

Bureau is doing. And that comes to a great extent from some

personél experiences that many of you may not have had, may not
be aware of. The Soviet intelligence threat in our country is
only rivaled by the Red Chinese. I’m talking as a layman, this
is no classified information. I can tell you of two direct
instances in the most unseemingly places of all where their
operatives have shown up -~ cne was in Hew York City, at a
meeting of the Association of the United States Army. This was a
meeting of, ycu know, for people who are interested in the United
States Army, and it’s affa'rs, reserve officers, reserve enlisted

men, regular people, etc. We have a regular luncheon in an
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armory on l4th Street. And low and behold we’re going to talk
about how the Army fights in the 1980's, when somebody comes up 2
whispers to our guest speaker, who's a Major General, that there
is an assistant Russian military attache in the audience who he
recognizes in civilian clothes. and the other instance, and I
Just found out about this last week -- I have a friend who is a
senior vice president of a major New York brokerage house. His
specialty is nuclear materials, metallics, mining, those kinds of
things. And he comes back from lunch one day and finds this
fellow at his desk going through his papers. He asks him who he
is, and he says oh he’s interested in an investment. He had an
accsnt.  Finally he found out that he was another assistant
military attache of the Russians who was very interested in how
we make our new érmored piercing ;hsivgs for thenew M~1 tank,
which there had been some writings on, that this fellow had ig;f”
some writings on for investment advice, byt obviousely had some
more technical information. Just vyesterday before coming down
here I was talking to a fellow I know in New York who was working
on an investment propo::itien in an African country and who had
been working for years with this Israeli citizen and it turns out
that he was arrested in Israel on Monday, this was an Israeli
citizen, as a, I gquess they call it a deep level, a KGB agent,
who had come out with the Soviet immigration a long time ago and
they finally got their hands on him last Monday. By the way,
he’s under, this particular individual, under indictment in the

Carolina’s. You may or may not know of the case, but if you
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don’t I’ll tell you about it laLer -- I’'m sure you’'re == okay?
And my friend who I‘ve known I guess for ten years, American,
American-born, had no idea that this fellow who he had gone to
Africa with, who he’d gone to the Middle East with, who he had
entertained in his home, was a KGB agent. Now I only tell you
that because I’ve had these brushes on the fringe, and I’m just
your ordinary citizen like yourself, and maybe New York being the
kxind of malting pot it is, with all the things it has, you see
more of it than you see elsewhere. But we have, as you know,
last May, we looked at sensitive, but unclassified information
which had created a furor in thé library and information sciences
community, and I think we cleared the air to an estent in terms
of what the issues were and what the requirements of national
security are and whaﬁ the requirements of the other sectors of
our society. We hav2 the responsibility, as Commissioners, ol
being sure there’s freedom of access of information, but I think
we have another responsibility in upholding the Constitution of
the United States, which is probably a higher, which is a higher
responsibility, and that includes citizens protecting our
democracy and our republic. Freedom of access is very important
and it is one of the mainstays of the library community. But I
will tell you that freedom is much more important and to protect
the freedom of the United States, I think is more important. The
investigation, or our looking into, or having the presentation by
Tom DuHadway, can be a valuable service in helping to clear the

air. The FBI recently doesn’t present their rationale for
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action; they really don’t. You’ll normally get a "no comment."

I think the fact that they are here shows that it is important to
them and important to our Commission. Our support for the
maintenance of the freedom of our country, since charges have
been made against the FBI that could undermine their efforts to
Protect security of our nation. Now undermine it how? I would
say by restricting their access to information, and I think
that’s another way of looking at the same issue. You’ll remember
that at our last meeting, John Juergensmeyer, who is very active
in the library community, representing }ibraries, and who is an
attorney, said one of the charges by the librarian from Columbia
University and the Intellectual Freedom’s Committee of the ALA,
was totally false. That charge being violation of first
amendment rights. I think we have to take a balanced look, a
real balanced look at what is going on. We never really knew
what the operation was or what is going on, and I think this will
give us an opportunity, and I think it’'s important that we have
this opportunity. We have with us Thomas DuHadway, whu’s flown
down from Washington just for this. purpose. He’s the Deputy
Director of Operations for Foreign Intelligence, which means they
have the primary job of countering the activities of foreign
intelligence agents in the United States, of all nations, it’s a
massive responsibility. He’'s had assignments on the East Coast
and all over the United States. He's a graduate of Southern

Illinois University: he has done graduate work at George
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Washington University, and I’m really glad and proud that he'’s
here to talk to our Commission. I’m sure you’ll entertain

questions?
MR. DUHADWAY: Certainly.

MR. NEWMAN: And with that very limited introduction I’d like to
turn it over to you and if there’s any questions after he’s made
his presentation, and that includes staff, if anyone has any

guestions, we’ll be glad to entertain them.

MR. DNMHADWAY: Thank you very much, Mr. Chairman, and it is my
pleasure, and on behalf of Director Sessions, who is a native of
this area of the ccuntry, and today 1.s in Waco, Texas speaking,
and will be back next week to speak to a group at the University
of Texas in San Antonio here, and it :s with hls knowledge that I
am here, and his blessings, and what I would like to do is give
you, and not insult any of your intelligence, hut counter
intelligence is an area that alot of people are not familiar with
what it means, how we go about doing it »nd how the Soviets,
which I will direct my remarks to primarily, go about doing their
work in this country, and I’ll give you a little idea of what the
KGB and the GRU are, what their presence here in the United
states consists of, and what it’s about. And again, if any of
you are students in this area or scholars, what have you, please

. . wly
bear with me, I don’t mean to impugn in any ef your Xnowledge.
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When you hear the term counter intelligence, and that the FBI is

the primary counter intelligence agency in the United States,

most people really don’t know what that means. , It encompasses

bo'h a responsibility to counter espiocnage which is the

traditional stealing of classified information most always

related to some national defense information which is classified,

but it also has to do with non-criminal activity on the part of

————— T e ——

intelligence agencies, it’s the responsiblity of the FBI to

collect information and analyze that and do something with it.

You must remember that 90 percent of what the Soviets collect in
this country is free, available, and unclassified. The KGB is
the civil, non-military state committee for security. It’s an
organization of about 300,000 pecpie. That includes about
100,000 what they would refer to as border guards. If you have
ever been to the Soviet Union, they have 1 massive presence all
throughout the country. The nther 200,000 people are involved in
the business of collecting intelligence either against their own

ce v
citizenry or worldwide. They don’t operate in a QZann

~fheir government is set up there are two main organizations that

give the KGB, which is the non-military aspect, and the GPY,
which is there equivalent of our military intelligence. They get
specific guidance and direction from two areas, and there are
numerous public source documentz that would lay this out for you,
but the two maln guiding and directing bodies, I’m getting a

little ahead of myself and I‘ll come back, or basically their
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national ministry or science an¢ technology, which they refc~ to
as the GKNT. If you’ve dealt with the Russian alphabet, it’s
much easier to deal with initials -- I have trouble with English,
let aloi.e with Russian. And in the organization which they refer
to as the VPK, which is their military industrial commission.
It’s a very structured forthright approach.‘ These two groups,
which are represented by Members of the %’.m, highest
levels of the goverrment, meet on an annual basis and they set
out their intelligence needs. And they get 90% of their
intelligence needs frow the United States, Western Europe and
Japan. We have a very healthy conflict in our government, in
that we encourage production and co-production internationally,
we sign alot of licensing agreements, we encourage our industry
to go international and produce internati~nally. So alot of
things that we consider high technology that we may want to
restrict for export and what have you, we at the same time sell
{license agreements] (???Tape 1, #11) and it’s produced overseas
and wa’re kidding ourselves if we say we’re restricting the flow
of that technology. That’s why alot of it comes from Europe.
But * ..se two organizations actually levy requirements on the KBG
and the 3SRU. We need X, we need y, we need 2z, and you go get
it. And wherever you get it is fine, and how you get it is fine.
As I previgusly mentioned, 90% of what they collect in this
country is uns}igfffied, freely available. There has been a

e e -

decision made by our government to make that information_ _

available to anyone and the FBI has no _gualm with that decision
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at all. We do like to xnow what it is they’re collecting because

——— e T T —_——— . I
that gives us an idea based on their illegal activities, which we

J—— R
also follow, as to what their intelligence needs are, where

~ ——— e e - ——

they’re going, wha;_égggqggégfwghgz're developing, what

technologiesg we may even need to_gggggst_become_glassifigq. And
Mr. Chairman the area you'’re talking about is growing new
technologies, and alot of times are available out in our economy,
in the library systems, and in the public sector that are non-
classified that later are taken out of the public sector and
become classified as our ability to use that technology is
demonstrated and we can put in to use and then we classified it
and we worry about what we lost later. But taat’s the nature of
our government and that’s fine. So, that’s where they get their
guidance and direction. And they, of course, are told you can
get this information any way you want. and I ;ive you somne idea
of their presence here, and again as I go through this if you
have any questions first of all there are n~ guestions that are
"off-the-wall" or not inappropriate because no one has all the
answers in this business because we’re learning all of the time
and if you'’ve got a question, please dou’t consider it
inappropriate and I‘1l try my best to answer it. Between the
Soviet Union, the Bloc and the Chinese, there are approximately
3500 people in the United States who have diplomatic immunity, or
have diplomatic status. fThere are another 23,000 chinese
stcuder.cs, half of which are sponsored by our government, another

half are sponsored by private individuals. We have 700, 000
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visitors from the Bloc and other countries, china and what have

you, that have in some way or another have conducted activities
it e

that are {2??7??] (tapé 1, #13) to our well being.

MR. NEWMAN: Seven hundred thousand annually?

MR. DUHADWAY: Annually, Yes. And then we have another 7,000
delegations that may come from the Soviet Union, Poland,
Hungaria, Czechoslovakia, China, what have you, coming over,
looking at our industry, looking at you name a part of our
econonmy, our soclety and there’s a delegation from a communist
country here exploring it. And that’s great. I think that’'s a
super thing to do. We’re proud of what we do as a nation and we
don’t have anything to ﬁé%:but those countries tend to use those
people for illegal activities, and we’ve been able to d-cument .
that through the years. And I don’t mean to say that every
Chinese student here is a problem, that’s not soc. Or every
Soviet scholar that visits here is a problem, that’s not so. But
they have utilized these people in the past and we’re able to
document it in great detail as they choose to use these people
illegally, very often, so consequently we have to have our
antennas raised to take a look at what the individual is or is
not doing and if it is a legitimate situation we go on about our
business. Most of our foreign counterintelligence work is
centered in five or six areas, and that’s because these countries

choose to use their diplomats to conduct t-eir
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counterintelligence activities. We have a very large precince in
New York City for two reasons: the great melting pot of the
world is in New YorkK and the United Nations is there. We have
representation at the United Nations from governments that we
don’t even have diplomatic relations with such as North Korea,
the Republic of Vietnam. All those people are prasent, the PLO,
Libya. Those pecple are present in New York have diplomatic
status and conduct activities there, so we have a very large

contingent.

MR. CARTER: Is it true that Brooklyn probably is the hotbed of
all this?

MR. NEWMAN: That'’s because I was born there.

MR. DUHADWAY: I was going to say there’s a hidden agenda there.
I was going to wait to see who volunteered to be from Brooklyn.
Washington, D.C. That’s because again of all the diplomatic
establishments there. Most of the countries we hpvg diplomatjc
relations with have their main embassy there (27777 (%ﬁﬁgﬁag?éd
#17) throughout the country. San Francisco, Chicago, Miani,
Houston and Los Angeles. That'’s primarily where we have gur
largest concentration of FBI agents who work for
counterintelligence. ApproxXimately 35%, and I won't get intc the

classified area, I’ll use just a round figure, 35% of all the

diplomats from the communist countries and Bloc countries are
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engaged in intelligence activities outside of the scope of their
stated diplomatic positions. They do that for one basic reason.
They have diplomatic immunity. Thelir persons are not subject to
search. If you do catch them involved in an espionage activity
you could prosecute them for, we do not prosecute because the
U.S. government has extended to them diplomatic immunity and we
then go to the State Department and ask that they be declared a
Persona non grata and sent home. On rare occasions they use
pecple who do not have diplomatic immunity and we refer to those
people as illegals. Not that they’re in this country illégally.
That’s a jargon term that We use in the trade is that they are
operating cutside of their legal establish. Alot of times they
will have false identity and they’re here legally according to
their papers, but they’re not a legal diplomat working out of one
»f the embassies or consulates. And they use their diplomatic
agtablishments for lots of different things, and you’ve seen it
in the paper and those of you from New York see that Senator
Moynihan is always beating the bush about the Soviets
irtercepting the communications of U.S. citizens. We know they
do that. They do that from their diplomat establishments. Tf
¥2u talk on a non-secure phone in the Washington area and you use
the right buzz words, you can bet that your conversation is going
to be intercepted, taped, translated and sent back. They have a

very good capability of doing that.
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MR. NEWMAN: Out of Cuba?

MR. DUHADWAY: They do it out of Cuba, they do it right out of
Washington, they do it right out of New York City from their
diplomatic establishments. So, you’re private telephone
conversatious'according to the Senatcr, according to my belief
you saou'd have a right to be able to talk with some degree of
privacy. We have .%e belief in the right of privacy in numerous
situations, one of which is ycur.telephone alls, but you don’t
have that and won’t have that because they have diplomatic
immunity to be able to conduct those types of operation from
their establishment, which is considerad legitimate foreign soil
and there’s no privacy in the airwaves and if you get into a
microwave situation, if you call from herzs to Washington, it’s
going to go by micrewave and it’s floating around in the air,

it’'s very easy to intercept and they do that sort of thing.

Lastly, and it’s a sad note, but since 1984 we’ve had 26
individuals arrested, prosecuted and sentenced to jail in this
country for espionage. From 1965 to about 73 we had none. From
73 to 83 we had five or six, now all uf a sudden we have this big
mushrooning of U.S. citizens, as well as foreignors who have been
arrested and convicted of espionage, and is that really
indicative that we’ve go: a monsterous problem. No there are
some unique explanations for that. But, there’s been . change in

philosophy by the federal government that with the passage of
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several laws that would allow the government to protect their
information, while at tha same time prosecuting individuals, it
is now possible to go to court and prosecute someone for an
attempted theft of classifed jinformation about a weapons gystem
without putting a weapon system out and wind up doing yourself
more damage by giving it out than you would have had you not
proé&cuted. Ther? has been that type of legislation passed and
it has been reviewed by the Supreme Court and all our judiciary
people and lawyers have attested to its constitutionality and
we'’re able to prosecute alot more cases in the past than we would
have been able to because we wouldn't have beern able to keep the
information segregated yet give the accused his just day in
court. So that’'s one of the main reasons. But it’'s a sad note.
There are all facets of the government involved in espionagz. We
had the first and only FBI agent. There have been CIA people
past and present, military people past and present and civilian
people past and present, all involved for lots of different
reasons. As a result of this, the FBI, considering that
education is probably tha key in an open society, and I’11 jump
on one of your themes here that I had the pleasure of looking at
your little video, the sharing of information is extramely
important in an open society. We have set about on a program

which we call "The Development of COunterxntelligence Awaraeness,"

And what we do on a routine basis .18 _to go out to all contractors

—_—— e —_—

that have classified contracts, from a confidential, secret, and

—

top secret leJel, and try to educate their people as to what thay
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can expect from the Soviets and other intelligence agencies in
this country and just develop their awareness. We do that. and
we do hold a firm belief that everybody is susceptible to
recruitment pitch. You could get one in Your own business if
they thought you had access, but we also recognize that eve. r'one
is not recruitable. The day of the ideclogical spy is gone. We
don’t have the Herb philbricks that you might have seen on
television cnymore. The Soviets especially are convinced that

Americans arc¢ motivated strictly by money. The main reasons for

people being involved, those 26 people I talked to ycu about, the
primary reason was money. The second reason was revenge. They
felt they had been mistra2ated by the government or the military
and to get back they’d do something rather ridiculous and they
say it’s ridiculous after they’ve been arrested and faced a long
jail term. At that time they’re able to reason it out and say

maybe they shouldn’t have done it.

But those are the two major

motivations and we've seen in recent espionage cases._
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To counter that 300,000 pcople, there are only 9,000 FBI agents.

We don’t have all o!f thoese working for or on counterintell igence

matters, and we keep that number classit’icd~
(A
O
. 4
L

Some, you could see the Soviet military, the GRU, they travel &D
throughout the country with State Department permission and they ﬁL,faep
come down hure to this arca {requently. There are thrce very

large, active military baces here, alot of retired =ilitary and

they'll come right inte this building routinely ever; trip, cone

in get new maps, get new street maps, get new phone :ooks and

they take them all back every place they go. They co that for a

reason and it doesn’t -ake a plot to figure why, but ¢t

tnformation s pubi:icly accessible, available and wnat have you,

but they systematically and routinely do that. If cne of ouv
military attaches, on a travel through the countryside in the
Soviet Union, tried to pick up a city map or a phone book or what
have you, there would be an international incident...differer

in socliety. We, of course, can 1i!§_ﬁi§ﬂ_§ﬂ?t' but you have to

- TinTele enC : )
develop this {???] (tape 1, #26) why are they doing this, why are
—_— —_ —

they collecting that type of information.
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KGB has four separate units [???] (tape 1, #26) and they’re two
that I’ll speak to. The first Chieft Director is responsible for
all their overseas espionage and intelligence yathering and in
that there are four groups: )line X, they call lines, that'’s just
a group of people that you’d see on a wire diagram, line x, which
is their science and technology people, line pr, which is their
political people, line kr which is their own counterintelligence
and security people. Wheraver they have a large colony, they
have sufficient people there to ensure they all live togathes
with one exception and that’s their intelligence officers and
they Keep close watch over them. They don’t want them talking to
Americans. They don’t want them associating out in society. 1g
their family situation is such that they have a teenage son or
daughter or younger child, the teenage son or daughter doesn’t
come with them to the United States. He or she stays in the
Soviet Union. You can bring your younger children, but you can’t
bring your whoie family because they’re afraid you'll walk awvay.
Common practice. And then they have line n which handles their
emigres and immigrancs who are over here as well as servicing
their legal people who are not stationed. Line x and liné pr,
political areas, it’s very difficult to separate legitimate
political activity from their intelligence-gathering activities,
so there are alot of them here. They have a right to lobby for
their country’s point of view, we accept that. They don’t have a
right to do it covertly, or using an innocent U.S. citizen to put

their ideas and goals forth. But the most active group, and
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what’s going to impact on the New York situation, which I’'m Joing
to get to quickly is line x which is their science and technology
collection. oOur technological edge over the Soviets is our
Ggreatest strength. when you sit down and do any basic reading
about the military strengths and counter strengths, and weapons
and what have you, they ocutman us and they outgun us in tctality.
But, they don’t have the technological edge that this country
has. And, we’re greatly ahead of them in almost everything you
can conceive -- there are some areas that they’re petter than us
-= and when you see a major change in the Soviet weapaon system,
it’s usually modeled or reverse engineered after something the
United states has done and you can see thase following, alot of
times espionage cases. There was a case involving and Hughes
Aircraft Radar Enginear by the name of Bell and a Polish
individual by the name of Marion Soharski, who was President of
Polanco, and who was out in the Los Angeles area. [???) (tape 1,
#29) Mr. Bell was and is a radar expert, and the radar trat we
used in our F-16’s and what have you was referred to as "laook
down, shoot down radar", which is very similar to a 35 mm camera,
the new ones, what you see is what you’re looking at. The new
versions on the MIG of their radar is just an exact copy or
reverse engineering of our "look down, shoot down" radar and the
Poles are the ones who got that, so they have a nice sharing
program too. Aagain, 90 percent of what they Collect_is

—
legitimate. We don’t have any concern about that, but we do like

to know uhois_cnllecxinq_AQQ_EQE; they are collecting and that'’s
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a burden that’s been put on us by Presidential directive and law,
and we try to do that. Because it affects alot of things our
government does or does not do as well as what things we might
want to move to see if we can classify them and what have you.
Alot of ways we attack their activities. The biggest problem we
have here in this country, because it’s a free and open society,
is identifying which one of their diplomats, how napy of their
diplomats are in fact intelligence officers. Th-t's a major
problem for us. They all come under diplomatic immunity. They
:ome over here -- some we'’ll know from recruitments we’ve made in
their own service, we follow those recruitments in place. If we
were successful in recruiting the Chairman here, he would tell
the FBI that Tom DuHadway is coming ¢ver here to serve as Second
Secretary, but he’s really a KGB spy. Now that makas our job
very easy, but those people are very difficult to get and
maintain. We get some of their identities from defectors. You
may have read about Yuri Yurchenko (SP??) who came over and he
could say Tom DuHadway is a spy and he’'s been with the KGB for a
long time. And thev all use different areas of cover, either in
the United Nations or in their ministry of foreign affairs. 1It’'s
extremely difficult for us to find a "firs. termer" when he comes
over here on his first tour to identify what he's doing.f?;hc
U.S. government and our society doesn’t have the manpower and
wouldn'’t stand for surveiling all of these people . hours a day
to find out what they’re doing. We just don’t do that, we don‘t

have enough money, we don’t have enough manpower and it’s
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i.possible to do. So the first thing we try to do is identify
who the intelligent officer is. And that is, was and is part of
our program in New York City and I’1l get to that. We have to be
able to identify him or her and there are no hers by the way, but
I’1l1l throw that out so it’s not to offend anyone. So the first
thing we try to do, routinely we’ll look at every diplomat that
comes in from one of those countries to see if he’'s a legitimate
diplomat. If he’'s a legitimate diplomat, that’s fine, we don't
care, he serves a function and goes about his way. But if he’'s
an intelligence officer we really care about it, because his
mission is to go out and develop people such as yourselves as
sources of information for him because they refuse ts go out and
collect information overtly under their cwn name. fe don’t haui

any problem if they do that. We do:’t have a prgoblem with the

————

and getting information that's available to each and every one of

———

us. That’s fine. We as a Society have chosen to }ive with that
P — ‘\.

and we live with that. But what is interesting is, and
Eedoih i L LA LL

——

especially when you get to the library situation, is they have a
perfect right to ¢s into any library and say, "I’'m Ivan
Ivanovich, the Second Secretary of the Soviet y.N. Mission, and
I'm interested in this material." And I don’t think that it
would cause any librarian any problem, it wouldn'’t cause anybody
in the United States government a preblem, but they won’t do
that. But they won’t do that. They don’t want us to know what

they’re coliecting, and if he happens to be assigned to the U.N.,
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why didn’t he go to the Dag Hammvrscjold Library at the U.N.,
which is run and operated by a Soviet and get whatever
information he wants. They have totall, legal, acceptable access
to anything, but the intelligence officers don’t do it. They
don’t want to be identified as an intelligence officer, out
collecting things outside the scope of their diplomatic
assignment and they don’t want us, the U.S. government, to know
who their sources are because they want to guide and direct those
sources, and I'll go throught the case in New York for you where
it starts out doing research and goes on into collecting
classified information. So that’s what we’re trying to do is
first of all identify these people -- who are the legit
diplomats, who ara the spies? Aand once we have them identified
then we’re going.to try and find out what we can do with that
individual., And we’ll try and either neutralize them, put a
double agent up against them, which would mean a U.S. voiunteer
would come to us and We’ll develop one and have those pecple have
the opportunity to meet so we can find out what that individual
is about. And then wea will try and have them neutralized if we
can negate what he’s trying to do, fine, you'’ll never read about
that. We’ll have him PMG’d, and you won’t read about most of
those because it’s a political decision made by our government
and their government that they will send diplomats back and forth
home earlier than their tour and not make a big deal out of it.

Or, who’ll arrest them. And then you'’ll hear alot about it.
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The case in New York I wanted to point out to you is about a guy
who was assigned to the U.N. Secretariat, a Soviet [???] (tape 1,
#36) there, by the name of Gernardi Zacaroff (sp). You probably
heard about that. His arrmst spawned the arrest of our reporter,
Nicolas Daniloff over there. A long story made short, there were
80 Soviets expelled and six U.S. citizens expelled. It got to be
very big power politics. The case starts off very, very
innocently. 2acaroff is assigned as a researcher to the U.N. He
has total access to all of the U. N. information, legitimately,
on behalf of the U.N. as well as his government, but he doesn’t
do that. He’s out to places like Columbia University, Queens
College in New York, €rying to get students to do "’‘research’ for
me because I'm a Soviet professor, but I really don’t want to ga
into where I work or Qhat school it is, but I - ‘¢ your help.
I’'11 pay You ten dollars an hour to do basic research for me.

I‘d 1ike for You to go to the library and get copies of certain
articles and brime “hem back to me, but don’t tell anybody you're
doing this fol1 me, just keep this between you and I." So he
elicited the help of a student who'was here from Ghana who said,
"This really isn’t right.” Aand this happens frequently. “Why
would this quy be coming to me wanting to give me ten dollars an
hour to go get coplies of initially innocuous newspaper articles,
and magazine articles and journal articles from the library,
something must be wrong." so he came to us. And we said, "Yes,
something prubably is wrong, let’s continue and see where we go."

So over a two and a half period it went from initially get me
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coples of articles from the Queens College Library to trips to
the University of Connecticut Library to steal microfiche, and
here take these two briefcases and as you go out and the guard
stops you and finds the microfiche in there, well say hey this
must be a mistake i* looks just like mine and you go back and get
the other one. Not very complicated schemes, but good encugh to
work, bring the microfiche out, take it back to the U.N., copy
the microfiche, give it back, take it back the next day. all
this is basically a training program. They had him sign a
docurent which said that in return for‘workinq for cthe Soviet
Union they would pay for his education and when he got out of
school, finished his degree at Queens College, he would try his
level best to get a job in the Defense industry where he would
have access to classified information. So we got him a job and
we told him, "You’re going to go to work. Tell the Soviet that
you’re going to go to work basically at a piant 1n the New York
area that manufactures aircraft engines, but you’re really not
going to have access to classified information." So that whet
Mr. Zacaroff’s appetite a little more. So he said, "Okay you're

working there, now we’ll pay for your Master’s Degree, but isn’t

there any classified information.?" “"Well the only classified
information is in my bosses safe." "Well go in his safe and just
get it." So we arranged this, and at the same time he’s doing

this with several other people. Our major concern as we work
these cases is we know about these three, and we know what kind

of access they have which is none, thank God. But how many more
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does he have and how many of them might have legitimate access to
legitimate classified information that’s really hurting us. So
you can’t continue to run one of these things from an
investigative standpoint for an extended period of time. So we
wound up arresting Mr. Zacaroff -- only the third time in the
last twenty years that the Soviets allowed someone without
diplomatic immunity to accept classified information. WYW<'’ve had
other cases where people without diplomatic immunity have worked
up an agent, developed an agent that they referred to to the
point that there would be a classified information exchange which
is your violation of the espionage statute, but at that time
someone shows up with diplomatic immunity to accept the document.
Thig is only the third we did it. We coordinated this at the
very highest levels with the National Security Council and the
State Department because the last time we did this we arrested
two of their citizens, they arrested six of ours. They work
under a little bit philosophy over there, if they wanted to
walk into this room and arrest us all, they have grounds to
arrest us and we'’ll worry about that later. We will all have a
‘trial, we’ll all go to jail -- that’s a qguarantee. We don’t
operate that way, thank God. We arrested Mr. Zacaroff, they
immediately arrested Mr. Daniloff. The President became
infuriated, he threw 25 of their diplomats out c¢f their mission
to the UN. They still didn’t budge, they threw six of our
legitimate diplomats out, we threw ancther 55 out. Everybody

called (??222?] (tapr 1, #42), time ocut. We have to run
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Embassies, we have to get along. it’s nver. They made a mistake

in this case by allowing Mr. Zacaroff to continue to the point

where he accepted information. He is an identiried line x. ¥r

. omw-—*__

A
A
. .

We’ve been able to document this and we will keep it
in the unclassified area that they have used this system in
approach in specialized libraries since the early 1960's,

especially in New York.

MR. NEWMAN: May I interrrupt. Your use uf uhos “iem "specialized

libraries" may be different than our considerstion of specialired
iibraries. There is a Specialized Library Association which is

medical libraries and technical libraries. _Are you talking wnen

ca—— e
you talk of specialized libraries of special sections of

libraries?
L1otarles:

MR. DUHADWAY: A little of both. I’'m g-*4ing ahead of my story
e e e e e et

here. Scientific and technical libraries as well as some of the
———‘—\ T

secti ihraxj that have a ver lete
scienc h _section or what have you, but not the general

book [?2?2??] (tape 1, #43)_public library. Again, these people

have access to all of that information legitimacely if they want




188
- 25 -

to get it. They don’t want to get it legitimately. They want to
develop colntacts - ;ssociations that they can utilize to put
either in other jobs or other positions, or develop pecple who
can spot people for them. We’ve had Soviets tell us that they
think it’s better to recruit two librarians in a science and
technological library than it would %e to recruit three engineers
whn could put togather a system. because those librarians he'te
access to people, places and things that can front for the So iet
that the englneer can’‘t. They think it’s extremely important to
have sources in libraries and to be in libraries so they can
associate with students and professors that they get a chance to
recruit which their normal job would not give them access to.

And they do this all under a cover. And the reason I keep

emphasizing this is that we are not there because we think they

it are - C s . .
shouidn't have )egitimate access Fg_pgs}assxgigg }E?EEW§t19Q° If

—— .

it's unclassifieu anybody in this country has access to it, can
have it. We don’‘t have any problem with that. I don’t think

——— —

arybody in this room has a problem with that. But they don’t

want to be identified operating out of the scope of their

e e Tm T

"diplomatic cover" and obtaining information that they have
[ p .

legitimate access to (2?7 tape 1¢/ #46)a different mission.

and our concern is what is that missi.on, and the people out there
doing it are not legitimate diplomat, they’re intelligence
officers and it’s a very big clue to us along with alot of other

indicators that they guy is, in fact, an intelligence officer.

(o

O
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MR, NASK: May I ask a question here? Are thers cases of their

having recruited professional librarians?
MR. DUHADWAY: Yes.

DR. MOORE: Did the professional librarians know they were being

recruited?
MR. DUHADWAY: Some yes, some no.

MS. PHELAN: Did they come to the FBI to tell them they had been

recruited.

MR. DUHADWAY: Yes. Some have, some haven’t. when I qo'back to
the student I described for you in the Zacaroff case, he didn’t
have any idea he was being racruited when he started either. He
is a typical =-- I won’‘t say typical, everytime you say typical
you get in trouble -~ he’s a student at Queens College, needs
money, put his name on the bulletin boazxd, said willing to do
research, etc., and all of us can define research here in 50
different ways, need $10 an hour. This Soviet who'’s a legitimate
diplomat at the United Nations was routinely going from college
campus to college campus to do two things: to go to the
bulleting board and take those names off and see what he can come
up with. That’s his job, he’s an intelligence officer, he has to

develop contacts. He took his name off the board, called him up

90-927 0 - 89 = T
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and said, "I’'d like for you to assist me in some research.' And
he had a heavy Russian accent. The double agent later told us,
"I recognized him immediately as a Soviet", but he met with him
four times before he called the FBI because each time it was very
innocuous, very slow, what have you. And if they don’t recruit
an agent at a library, that’s how they train them. They use that
as a very tried and true and proven technique as to how to
develop an asset. You send them into thr library, you get them
used to doing things for you. You send them into the library, he
steals things. You send them into the library, he copies things.
It’s a very slow progression. And each time you pay him money
for this. So you get the Pavlov’s dog thing -- reaction, money,
reaction, money and then you move him :¢long and Y.u say, "Well I
really need more information =- could you get something that’s
rastricted maybe, but not classified." And then you work him up

to the classified intormation.

HR. NEWMAN: [???72?] {tape 1, 49.8) years.

MR. DUHADWAY: This took three years before we arrested him.

Ml. CARTER: What other professional disciplines or professional

environments are targeted by .....
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MR. DUHADWAY: Military people, engineers,
MR. CARTER: Academia?
MR. DUHADWAY: Academia, professors.

MR. NEWMAN: But librariars are more important than you thought

to the Soviet acheme of chings you see.

M8, VASICXO: Couid I ask & guestion? You repeatadly use thrae
words, and I’m not sure in the buttom line as to where you’re
going and wi..re we’re going and what we’re supposed to do with
all of the information you’re giving us. Mission, recruitment
and access. And if I'm following you correctly it’s ceally
recruitment situation you’re concerned about as opposed tvo an

ac.ast kind of situation that.

MR. DUHALWAY: Right. We’'re concerned about their recruiting
———— - .- e e T S T e
U.S. citizens, or what’s defined under the law as U.S. persons.
Anyone herz is legally a U.S. person as differentiated from the
U.s. citizen. We’re concerned about Soviets recruiting those
people to « > illegal things starting off with probably legal.

And we’re concerned with -- your first word was again?

IS
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MS8. VASICRO: Mission.

MR. DUHADWAY: Mission - what they’re trying to do. We need to

know what taey’re trying to do.

M8. VASICKO: Right. I think I‘m understanding what you‘re
saying, what they’re trying to do and so in the terms of the

recruitment and his access to information.

MR, DUBADWAY: Right. We donymbm—his—amss_g

information because again I’1ll start .... if 2acaroff wanted to

e b a4

walk into Columbia University and say, "I‘m Nattie Zacaroff, I'm

-

the second secretary at the United Nations and I‘m interested in
X." They do that all of the time. What’s very interesting is
legitimate diplomats normall don’t go to those types of
libraries. If he needs something they go through the normal
¢hannels. If he was a U.N. employee, ha would go to the U.N.
library and say I need X, X and x. The non-legitimate diplomat
who normally is engaged in trying to recruit people is out in the
university libraries, the specialized libraries, doing things

outside the scope of his employment,

MR, NEWMAN: Is it safe to say that the legitimate Russian would
not be seen in an Azerican library because he knows he would be

identified as a GRU or a KGB agent?

.
PR
-
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HR. DUHADWAY: Yes, under, there’s a twist. I mean they
certainly go to the libraries, but they don’t do it in a covert
manner that the intelligence officer aoes. And if he needs
something for his legitimate diplomatic missidn, he has
legitimate, diplomatic channels to go get it and noone in this

country is going to care.

MR. NEWMAN: Sally Jo mentioned three items. There’s really a
fourth as I listen to you and that is identification of who is a

Soviet and that’s probably your most important.

MR. DUHADWAY: That’'s what we’re trying to do. Now what happened
in New York is very basic to us. And first of all we’re not

concerned about people having access to information -- it’s -

leqal,—it's non-classified information. This country has made a

decision and it is not the FBI'’s business as to what’s available.
That’s not our concern. The sharing of information is not our

concern. JL‘s hgw they go about getting it and identifying

intelligence officers so we can then run a_double agent case or
try to develop other assets, informants if you will, against

_them. In New York as I said we’ve documented since 1963, and

this has also taken place in washington, D.C. and San Francisco,
but primarily in New York, their use of specialized libraries.

Since_the early 70’s we have routinely,ggEEEEEgg_sgggigLized

iibrarigg_ggd alerted them to this kind of activity that takes

place and asked would you please alert us if you see something

O | SR
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that you think is out of the ordinary. Prior to reinstitutipg
routine contacts in specialized libraries, we went to the
President of the New York chapter of the Special Library
Association and explained to her what we intended to do. She, in
turn, contacted the Executive Director of the Specialized Library
Association in Washington, D.C. and said FBI agents are going to

go to the library to explain our [???) (tape 1, #55}. Aand

everything I‘ve told you here is nonclassified and we could sharas

that with anybody and we’ve done that and until wa received a
complaint from a librarian at ope of the uriversities, we had
probably contacted 25 specialized libraries and talked to the
people, explained our problem to them, solicited their help as a
U.S. citizen, and it’s everybody’s right in this country, and
thank God it is, that if you want to l.elp us fine, if you don‘t
want to help us, fine. It’s not against the law or {?2??) (tape
1, 356). 1It's your decision to make, but we're not trying to
make librarians into spies. We want them to call something out
of the ordinary to our attencion. Aand the investigations are
just like in white collar crime, we get a an allocation that, I’m
going to use your name in vain here just as an example, that
Commissioner Daniel Carter, who gave the fiscal report year, as
embezzled some of the library’s funds. Now, we conduct those
kind of investigations all of the time. I’m sure that Mr. carter
would be pleased to know that as a result of our investigation
he’s been cleared and there'’s no problem. We do that all of the

time with allocations of political corruption. We, in fact,

Q &
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prove people’s innocence as often or not, more often, than we do
their gnilt., If someone were to tell us that Tom DuHadway, alias
Ivan Ivanovicz is in the library and looking strange and is
called to the FBI, and we would say, no he’s a legitimate
diplouat, he’s fine, there’s no problem. We would tell you that.
But we would alsc like to know what was strange about him, what
was he doing there. When you tell us we’re going to know more
about him -- why Tom DuHadway was there, what was he doing and

that’s really ocut of the scope of his [???] (tape 1, §58).

MS. VASICKO: When you alerted the libraries involved what was

their response, wrat was thiiir reaction?

MR. DUHADWAY: Very favorable, fine. With one exception and I’11

get to that.

M3. HASHIM: Are you going to talk about the Columbia University
situation? Then I’'11 wait because I have some comments I’d like
to make about librarian’s point of view from special libraries in
contrast to public and academic libraries. There’s a different
mind set there and I think you people have real pr problems on

your hands.

MR. DUHADWAY: Oh vwe do have pr problems. I don’t know, but I’11l
be happy to pass around here -~ I'm getting ahead of the story

here and I’m trying to watch the clock.
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MR. NEWMAN: We’ll take as much time as required, I want you to

know that.

MR. DUHADWAY: We had been to other segments of Columbia

—

Univers.iy in their specialized library system and have had no

pProblems and have had excellent response, and we have evidently

struck a chord with one librarian who thought this was atrocious
and said she would not cooperate, and she said it's 2 violation
of the first amendment and I’'m going to call the Intellectual
Freedom Committee at the American Library Association and she’s
gotten on a letter writing campaign, and, as a result, other
people have agreed with her and there is this mailiny that goes
out under the office of Intellectual Freedom, American Library
Association, out of Chicago and it puts out an advisory about the
FBI activities in libraries and requests that state librarians,
I'm showing my ignorance here, heads of state library -
associations, write their congressmen and senators and they want
the congress to look into this. Well when the New York Times
article came out I was selected -~ I get these choice assignments
frequently -- to go up and talk to Congressman Edward’s
subcommittee on censtitutional and zivil rights. 1 appeared
berore that group, the councils and explained to them what we
were doing. I also appeared before the House and Sentate
Intelligence Committees in closed session and explained to the:u
what we’re trying to do, so I want to assure you before this

call{??2?2?2222222722?222?227?) (tape 1, #61) wen% out I was already

RIC AT
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there and I’ve talked to those peopla and have explained to them
just as I am explaining to you, maybe with some more detail
becasue we’‘re in a sealed vault, classified type of .rea, but T
haven’t kept any saliant fact from you and they have been

satisfied that this type of inquiry is not a tremendous

iﬁiringo:cnt upon anyone's right, chilling by definition, we

could argue that, so on and 80 forth. But we did write letters
back to the peacple that complained to us explaining what it is
we’'re about and then we got letters in return equating us talking
to a librarian, us being the FBI talkiung to a librarian, being
equated with the enterment of the Japanese in World War IX as
well as the black listing of U.S. citizens during the McCarthy
2ra. And there is a letter writing campaign of that vain going
on from the library associations coming up to congressmen also.
And it’s a very viable, emotional issue, we recognize that. we .
think we’re very professional in our approach. We think we have

a very leqitimate approach. We emphasize to them we’re not

interested in the qugtities f library users. We don’t want you

to be a spy. You’re not trained to be a spy. If, in the
legitimate course of your business, you see something you think
we ought to know about, please tell us. And you should alse Know
trom an educational standpoint that there’s a possibility that
you could be an individual target of a recruitment [???] (tape 1,
#63) and if you see certain types of things taking place, maybe

you want to call us
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MS. HAERIM: Well', I‘ve worked both in public libraries and
special libraries, and by special we mean corporate, medical,
legal, 2all the kinds that can’t be identified as an academic or a
public or a school or a special library. It seems to me that
from all that’s happened since tlie Columbia incident, as I said
you have a pr problem because you may not know or maybe you
didn’t know before you got into this that in the public libraries
and in the academic libraries, in particularly, most librarians
take it as a very serious.commitment to never reveal the identity
of libracy users, to never deny access to anyone who comes in and
as.you sald you don’t seem to care that if it’s an open
cOllection that people are using it. However, they think you do

care.

MR. DUHADWAY: Right, that’s the issue.

M8. HASEIM: That’s where You have that-big problem,
MR. DUHADWAY: We were aware of that.

M8. HASHIM: Because, also in the beginning when Jerry was making
his introductory comments, our job as Americans, ali of us, is t.
defend the Constitution and to uphold the Constitution. The
Constitution includes the first amendment which librarians are

really hung up. ¥
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MR. DUHADWAY: They should be. They should ba.

MS. HASHIM: I’m not trying to be critical of you, but I think
you ought to know these things if you don’t know. Now I’m not
saying that special librarians have any less commitment, but
thera’s a little different mind set because in special libraries,
particularly those in companies who have contracts, and
therefore, the librarians and staff of the company of security

clearances.

MR. CARTER: Proprietary interests too.

MS. HASHIM: Proprietary interests as well, are much more used to
handling classified information, not allowing people who don’t
have an appropriate clearance or a need to know, the right to
look at alot of things. Also in special libraries they don’t
keep circulation records the wav they do in public libraries and
academic libraries because anybody who works for that company and
has a company badge can take out materials or use materials,
however, clearances are always checked before they get acccess.
But I say this just as background for you in case you didn’t know
that segments of the library community ana the commitment are
different and I, as a Librarian, am total'y committed. Well, I
should go back and say that I'm an American citizen before I'm a

librarian ant I‘m totally committed to what my country stands

for. I am, however, on the Council of the American Library
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Association, that'’s the governing body. I am an elected official
of that Association. I uphold access to information as a very
important thing. My personal and professional concerns may be

somewhat different, but they really shouldn’t be.

MR. DUHADWAY: No, they should. I think that’s very healthy.

MB. HASHIM: But I think that, you know, as I said, as a Member
of the governing body of the American Library Association, I'm
not going to say to ycu or to anyone that what the Office of

Intellectual Freedom is putting out is alot of garbage.

MR. DUHADWAY: Not asking you to say that at all. Wouldn’t want

you to say that.

M8. HASHIM: .No, I knov. Or that I disagree with it, or that I
disagree with the principles of public and open accass because
that’s the first priority of the association that I'm an active
Hembex of. 1If I didn’t believe that, I wouldn’t be a Member. On
the other hand I think 1’m a very loyal American. I don’t know,
I don’t know how to resolve the dilemma because I think it’s a

dilemma for you and I think it’s a dilemma for the profession.
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MR. DUHADWAY: Sure it is.

MS8. EASEIM: And I think untértunately thexc is a great
misunderstanding between the Members of the pro}ession and the
government and what they’re trying to do. The =~ap~. thing with
the sensitive, but unclassified issue. And we need, if we're
going to have a demoCracy we need to have an educated citizenry,
we need to have an exchange of information, you said so yourself

and I Xnow you believe it.

MR. DUHADWAY: That’s why I’m here.

M8. HASHIM: We all believe it too.

MR, DUHADWAY: Certainly.

MS. HASHIM: And I, I don’t know what the answer is.

MS. FORBES: We could do with a few less librarians who are so

naive in these things.

M3, HASHIM: Well I don’t know what you mean by naive Wanda. You
know lots of librarians, and I think it’s a bad thing, and I said
this publicly when I first became a librarian and got active with
the library association. One of the things I wanted the library

association to do was to get active politically because thsy were
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looking for money from the state legislature for suppurt of
various programs. But to all of those people politics is a dirty
word. And I was horrifiad because I‘ve been involved in politics
long bafore I became a librarian. And I said you know you’ve gut
to changa your mind because unless you’ra going to be aware »f
what’s happening, you’ve got to k: active politically, y-.u’re
never going to get anywhere. And alot of pasple in the library
profassion have come a long way since the early 70‘s in that.

But the problem, I think, lies with there are nany who are not
involved, but there’s a problem there because if }ou're employeed
by a municipality and you’re a iibrary director or your’re just
working in a public library or whatever, you’re not encouraged to
be involved in partisan politics for a number of reasons. Aand So
alot of librarians héve stayed awvay from that process and they
may be the ones you consider naive because they’re not aware of
those processes that many of us have been aware of for a long

time.

MS. FORBES: OKay, for instance if you get a letter from the
state library, their nawsletter, and it’s partially paid for with
federal funds, but yet it calls attention to the fact that the
FBI might be coming around to your library, and it doesn’t say
there may be a need for you to give assistance to people who are
trying to protect this country. 1I’'m saying that there’s

something wrong when there’s only one side presented here.
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MR. NEWMAN: There’s a big gap. Well that’s why I wanted to have
this session and then determine where we go from here. One of
the things, and it may be an over simplification, but is the
librarians’s responsibility as a citizen no less than you or I
looking out of our houses window and seeing som::ne who looks
suspicious across the street, around your neighbors house, around
your neighbors car, and you call the police to come and take a
lnok. Now that may be an over simplification, but as far as the

national picture is, I really don’t think it is.

MR. CARTER: What is the Bureau'’s strategy. Has it developaed a

strategy to deal with this situation?

MR. DUHADWAY: Well rart of the strategy is is to come here to
talk to you all and we have tried to talk to the Intellectual _
Freedon COmm%ttee of the ALY, but we have a tremendous pr problem
as you say. We’ve done it in writing, but they don’t accept w.at
we say, and they’re not going to accept what we say. If I might
go back to your analogy. When you’re talkinc about classified
libraries, we don’t have any problem. Restricted access -
libraries, we sometimes do have a problem. There are certain
sections of specialized libraries that are supposed to be
restricted. And those are some of the areas that we find our
Soviet friends out mucking about in. They really shouldn’t be
there. But they also, if the librarian wants to give them access

7
to that kind of information, that's choice. There’s an
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alledged, not an allegeded, but a specified group I *-euplc who
are to have access or anybhcay who gets thery, and they end up in
that " or anybod¥." But Corporate ‘ibraries, or people who

handle clzssiried information, we don’t have a problem with that

at all.

MR. NEWMP.: Bessie brought up a point I‘d like to interject. I

have found that at our New York meeting, and this got me a little -
upset, was it was claimed that there was no response from the
FBI. I don’t know how many of You were at that meeting, but the
Intellectual Freedom’s Committee put out a publication which said
there was no response from the FBI. But yet in my contacts with

the FBI I found there had been a response, a written response.
MR. DUHADWAY: We printed our response,
MR. NEWMAN: I think that’s after I jabbed a few people.

MR. CARTER: That’s what I was asking about. .

L
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MR. NEWMAN: They werr less than honest at our meeting,
MR. CARTER: Do we need an education program?
MR. DUHADWAY: You’se in a dilemma here where we can’t go out and

publicly aciuse every Soviet of being a spy. We’re trying to do

a limited, specialized ~iucational process of people who are

professional, veiy concarned about what they do, do it on a very

~

proper ana highly educated level, and serve a very useful purpose

t2 this country, and that’s the sharing of information. These
people are targets. You take a differep-: group of people who
have the same intellectual level, the same concerns, and maybe
the sam& access to classified informaticon. We go through an
educational rrocess with them and say you might be-a subject of a
recruitment and we don’t get that back. Now (?2??) (tape 1, #80)

the prcblem. We’re not searching for lists of library users,

what have you, wa’re looki.g for the anamoly that takes place in

a library that raiszas the antenna of that professional person who

thinks that something is wrong. Maybe it’s not wrong. We’ll do

whate-er we need to do and it’s over and done with, but if it s

vrong all we’re looking Jo- is a little help.

MS. PHELAN: oOkay. Let me give you just a little background on
myself. My brother in law, we used to laughingly say, not
laughingly but in jargon, he chased commies. He was with the

FBI. He is not living, but he didn’t die in the line of service,
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so I sort of am very partial to the FBI. Number two, I am a
librarian, I do business research. I work very much in
scientific libraries. I also know who J am working for. I do
have some information about or ideas about what you’re talking
about. In the sciantific library that visit frequently, nobody
asks me what my name is, they are open stacks. I am amazed at
the information that there is there. But I can wander around

there, I know what I’'m doing, hopefully.
MR. NEWMAN: Which library is this:

MS. PHELAN: The Linda Hull Library in Kansas City. I can g> to

what I’'m looking for and get it, you know. I can make copies of
it. The librarians don’t know anything about it. ‘I mean they do
know who I am, they know me by name. But somebody else can come

in there and do the same thing and the librarian is busy doing

his or her thing.
MR. DUHADWAY: We would not have a problem with that.
MS. PHELAN: I know, but what I’m saying is ....

MK. DURADWAY: If tgg Soviet went in and did that legitimately,

fine.

..
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MS. PHELAN: But the Soviet could go in there and do it anyhow
and nobody’s going to know it because he or she is going to look
just like ne. The other thing is I don’t believe you’re going

to find any type of information like that in tha public library.

MR. DUEADWAY: No, we’re not in public libraries. We'rglpot out

o s —

to talk to the publian

MS. PHELAN: I know it. VYou’re only talking about special or
scientifically-oriented academic libraries, that’s all. We have
oper stacks. I don’t think there’s anybody that could say she

looks peculiar and could be.

MRS. WU: But since it’s a problem that involves the scientific,
the special library, the technical libraries, do you intend or

plan to expand your awareness program to this group.

MR. DUHADWAY: No, we’re in, that’s, we are where we want to be.
Jelve contacted most all of them. "But there are occasions where
we have to go back now and contact librarians. Now when we go it
appears in the paper again that the FBI'’s out here doing
something wrong again and it’s based on this letter writing
situation and I’'m trying, maybe I’m not getting it done, to , we
don’t have a broad-based plan to go out and talk to all of the

librarians. We have a specialized problem in New York,

Washingten, D.C. and maybe San Francisco with the Soviets. very,
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very limited, small approach, very closely held. However, we
hava upset some people and they have a legitimate right in this
country to print what they want to print -- they don’t have to

print both sides either.

MR. NASH: 1I’'m still a little unclear of what you expect -- let’s
say there had been no publicity and this program had simply gone
on on to what I understand to have been a deliberately low key

manner, what kind of specific inform:ation would ...
MR. DUHADWAY: Would we want from a librarian?

MR. NASH: And perhaps that you have already gotten back.

MR. DUHADWAY: The types of things that would cause the librarian

point where she had some_doubts in her own mind as to what this
’ . T - ‘\\_

indiv;dual was trying to do, and get access to and manipulate

her. Does she see someone routinely, systimatically copying
'

microfiche, or stealing things. Does this come to her attention?

These ire real anamolies of library use and that'’s what we want
to be identified, that’s what we want to be notified of. We

don’t want ta be notified ahout circulation lists, I could give
you a whole long list of things, but those are the types of

things, and we don’t want the librarian to act as an intelligence

" ‘\-—-1‘
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officer for us. Ko or she is not trained t~ An that. We would
like to be alerted if I think there’s a poten* sreblem,
That’s it in a nutshell. It s confidential and it’s over.

MR. NASH: Let me }.st follow up on that just a bit. Since yoou
initiated the p-ugram you say you have received cooperation for
the most part. I assuma that means people saying yes we’ll call
You if we nocice something. But in hard factual terms is it

worth it, I mean are you getting, you are getting .....

MR. DUERADWAY: Yes.

HR. NEWMAN: He wouldn’t fly down from Washington this morning to

be with us this afternoon.

MR. DUEADWAY: 1It’s an important program. And it’s not a big
D a8 LA

program. I don’t want to give you the idea that FBI {2222(," Tape

>
—o
2r—#4) talk of’all librarians. We’re not and don’t intend to.

MR. NEWMAN: I think it’s important to note also as Mr. DuHadway
said when he started that they have very limited resourceé really
to this entire counterintelligence, devoted this this entire
counterintelligence problem, and this is one of those sources
they find very valuable in identifying foreign agents and those

intelligence officers are attempting to subvert.
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DR. MOORE: Of course all of these perceptions -- we were dealing
with perceptions last night in a different area -- these
perceptions get embroiled and then people build up something.

For example, somebody took your name in vain I heard this morning
at the Council meeting. They said you had, they indicated,
somebody suspected that you had been in favor of the FBI doing
this. Did you hear this?

M. HASHIM: T was at the Council mecting when a Member of the
New York Library Association got up and said that Mr. Newman, the
Chairman of the National Commission had been a speaker at one of

your meetings ...

MR. NEWMAN: Oh I spoke at the Nassau County Library association

LI

M5. HASHIM: ...in Nassau County and apparently the librarjians
were rather exorcised about the Columbia incident and questionned
Mr. Newman about it and that person reported that Mr. Newman
seemed to be in favor of what the FBI was doing and that angered
all of those librarians. And just let me finish and then You can
say whatever you want to say. These comments were made after the
latest Intellectual Freedom Report was given at the Council
yesterday. The person who got up ari made these comments said,

"I think that you should keep the National Commission informed
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about what you’re doing because obviously the Chairman of the
National Cuamission is [?2?2??] (tape 2, #6). cChris was there

too.

HMR. NEWMAN: Okay, well let me say this. It’s nice to become so
famous or infamous. But at the and I'm going to give you exactly
the statements th. - were made. I said that one of the things we
were looking into was the FBI awareness program. And that’s all
I said at the open meeting. However, I was ganged by afterwards
by three people and they said, "Are you doubting the
infallibility of the Intellectual Freedoms Committee?" And I
said, "You mean the Intellectual Freedoms Committee can’t make a
mistake?" And they said, "No, they can’t make a mistake." You

heard that?

DR. MOORE: No, that, no I didn’t hear that, but that'’s what

gave, I mean the impression that ....

MR. NEWMAN: And I said "You mean thay can’t make a mistake?"

And they said, "No the Intellectual Freedom Committee could never
make a mistake." That’s a direct quote by the way. Well when
people ars that rigid you can’t talk to them. and I said "Okay,
but I just want you to know we’re looking into the problem and we
haven’t reached a conclusion." If that indicates that I seem to
favor the FBI, so be it. I told you that since then, and basged

on what I’ve been told, I persorally, and I told you before we
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started so you’ll know exactly whare I stand, I don’t ses
absolutely anything wrong with wha. they’re doing. I mean if
they’re doing anything wrong, then God save this Republic. I

QAN e

MS. VASICKO: They may not be doing anything wrong, but it’s the

perception that there’s something not right.

MB. HASHIM: Yeah, and that’s unfortunate because people do go by
{?7?7) tape 2. #8. )

M8, VASICKO: Perception.

MR. NEWMAN: Well part of the problem.

MR, DUBADWAY: Perceptions are realities.

MR. NEWMAN: You Kknow the real problem, if 1 may say in this
closed meeting is the Intellectual Freedoms Committee. Okay I‘ve
been reconfirmed for five years by the President and the Senate,
but I will say they are the problem. They have not reported all
sides or even what it’s all about. They have made it look like
the FBI is going after every library and they are coercing them
into reporting on whoever comes in and borrows books. and you
know -- I’ll state it -- that’s what the problem is. And it may

be a tempest in a teapot, but a very important
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counterintalligence program is being not [????] tape 2, #8.8, but
is being made the scapegoat in order to yive people publicity
that they’‘re doing something worthwhile for the American Library
Association, and that to me is a disservice. vVivian. By the
way, let me say Vivian is our inhouse traitor, she is giving up
as Executive Director on Sunday and we hate te see her go in the
worst way. But Vivian was the head librarian at the Rand
Corporation and she is going back as the Corporate Secretary of
the Rand Corporation, which doas deal in much cf the kind of
things tI. “ you’re interested in and I might say that she’s been
a Member of the Specialized Library Association - President of
the Sper:ialized Library Association, and it’s really to all due
respact tn all of us, is one of the experts I would think,

concerning specialized libraries.

MRS. ARTERBERY: Well one question I would have and is really a
follow up to Elinot in the area of perception. It seems to me
that one way, since we are conditioned and we have this open
sociaty, it seems to me that one approach that could be made, is
that when programs of this, now we know, that when programs of
nature are going to be implemented, it would probably would be a
good idea to sit down wigh Epg_gs{ggigp}§l_g£_;g;gig§1§_i§ter:are
_?1th the program Efffff' and just get this is going to be

implemented and you have to ({????] tape 2, $#10 an open

discussion of it.
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MR. DUHADWAY: You’‘re absolutely right. And we made an atteapt
to do that. Ther:. are two key things and pardon me for
interrupting, please go ahead and finish and I’ll cemember what I

was going to say.

MRS. ARTERBERY: No, go ahead.

. ovmony: (| —————

-
"

e New York Times article made us lock
like a wholesale, widespread thing, and in fact, it is not. But
you’re right. when we can talk about programs in the open and
what have you, we do that. We don’t like to discuss with the

general public scurces and methods.

lll;

e have to be able to talk about some

|

things because we rely totally on public help and assistance and
if we don’t get it we’'re in trouble. So we make a conscious
decision that we talk about things, but not always on the

broadest scope as maybe should be and your point is very valid.
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MRS. ARTERBERY: The second observation is it seems that if the
FBI had gone to the Director of the Columbia University Library
and, in confidence, discussed this as a problem, that perhaps it
could have been worked through the system and not .... maybe the

person at the desk isn’t doing any kind of thinking.

MR. NEWMAN: I don’t think it was the person at the desk.
MR. DUHRADWAY: It wasn’t the desk.

MRS. ARTERBERY: I mean the librarian.

MR. DUHADWAY: It wasn’t a desk situation, it was the Director of
one, but I asked the same question serving in an administrative
capacity at what level had we gone, and they were going to the
different director’s and maybe they hadn’t gone high encugh and

your point is very well taken - very valid.

MR. NEWMAN: As I remember the Times article vivian, this was the

Director of the math and science ....

M8. HAS™TM: Yeah, but that’s only one of the librari:. . y.
You see the person who directs the Columbia University Library is

a Vice President and directs all of those libraries.
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MR. noiet But let me just say this. My daughter is a graduate
of Barnard, which is part of Columbia University, and you know,
again, it just so happens that the person who bhlew tha whistle

was the principal viet Nam, anti-war person on campus. So let’s

understand it wasn’t done in a vacum, it’s just, maybe the FBI
didn’t do their homawork and know who they were asking. But
maybe that’s homework that you’re not allowed to do under the
law. But let’s understand that that’s what happened in that

situation.

MR. DUHADWAY: But your point is well taken. I asked that very
point. It may have bean better to do that but that doesn’t turn
out to be the issue. It might have solved some of the problems,

but the issue is with us now.

MRS. ARTERBERY: But you are saying that in these cities this is
a continuing problem, so it seems to me that it’s not too late to

re..edy the situation.

MR. DUHADWAY: No it’s not. No, it’s not. I don’t know if it

will remedy it, but it’s not too late at all, I agree with you.

MRS. ARTERBERY: I think it probably will because I observed,
after the Commission tf.eld it’s hearing on sensitive, but
unclassified information, that there was a visible change and a

real changé in the information community once they were informed.

ro
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I think now thct may or may not be the case because later
National Security Director Carlucci did rescind part of the
directive, but even before the directive the commeits from the
people who attended the hearing and had opporéunity to hear both

sides in a balanced way sesemed to have a change of point of view.
MR. NEWMAN: A more mcderate tone.
MR. DUHADWAY: Point wall taken.

MR. NASH: Just to follow up on that, I wanted to #sk what steps
have bean taken to resolve this gap in parspactive, specificaily

with the ALA, which has been a critic of yorrs in this.

MR. DUHADWAY: Well, we’ve written to the ALA, we’ve spoken with
T Lo Ra nNCT
them ard they take our words and put it [””] (tape 2, #15) and
tnere s, not a, we don't have a battle with the ALA. We’ve not
T
[”I (tape 2°fL15) rthe libraries that are controlled by them,
cqw.
wa’re not (???)'(tape 2, 15) general public libraries, that’s rot

our forum,

MB. HABHIM: But you still have this perception problem gtill and
I think you need to recognize whether you agree or disagree with
how they do things and what they do, the American Library
Association has more than 45,000 membaers, they are the most

powerful library group in thae country

LI
Aw tey 4,
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DR. MOORE: In the world.

MS8. HASHIM: Probably in the world. But you know that’s a big

problem for you to have them on the other side of the fence.

MR. DURADWAY: But I don’t think the library association is on
the other side of thea fence, I think we have a segment in heraes.
If the American Library Association was on the other side of the
fence, the dribs and drabs of writing to congressional paeocple,

thay would have been buried in mail.

MS. HASEIM: VYeah, when thay get out of (???] (tape 1, 16) they

do bury the Congress.

MR. DUHADWAY: For me to appear or my Director to appear before
the Intallactual rreedom Committee is, I don’t think, going to
solve the problem. 1I’ll say this because we’ll get into it’s a
first amendment problem and they c2n éﬁﬁlis many attorneys to say
it’s a first amendment issue as I can find who sas it has no
bearingozz‘the first amendment, all of which will be scholars.
And you se$£ﬁo problemﬁ!& I thought that the American Library
Association was against the FBI I would be knocking on the dusors
of the Executive Director’s office ali day long until they would

speak to ma.
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#8. HASHIM: I hope not.

MR. DUHADWAY: I heze not anyway.

- u
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MR. DUHADWAY: We realize it’s a very emotional issue and the
thing that they put together is studious, professional, what
have you, yet receipients havaen Eaka that and added on that it
compares to [???5%%?HT§§§§;E,”#18) Jap;;gio. I mean so wa’re
aware that the emotions are thare. I don’t know how to solve the
problem with the Intellectual Freedom Committee. I don’t think I

can solve it.

NS. EASHIM: Well, my concern in the misunderstanding part of it
is, that you know, ALA has alot of different publications. Thers
are people who are not necessarily on the mailing list of the
office of Intellectual Freedom who will read these things or
parts of these things in various publications who do not attend
alot of meetings and they'’re going to take this goéple what they

see, And that’‘s a concern.

MR. DUHADWAY: We tend to lose somewhat too if we get out in a
big public situation with the ALA and an intellectual debate,
which we wouldn’t run away from. We expose everything we’re
trying to do to our own detriment whether we solve the problem or
not. So there are some factors to be considered along those
lines that we tend to throw the baby out with the bath water so

to speak.
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MR. NEWMAN: Again, getting back to that point. If they go out
and broadcast what they’re doing, the Russians will just change
their methoas, and I think that’s important to note. Now Bill
Casay and Vvivian. I mean, Bill Casey, I’'m sorry. Dan -- from

New York.

MR. CASEY: I have a number of questions. Let me go through them
first before I yield to someone else. In regard to the librarian
reporting to the -- are those librarians capable of detecting a
hostile, foreign individual, represented a foreign individual.

what special skill makes them capable of...

MR. DUHADWAY: We're not asking them to be a spy, Mr. Casey.

What ‘ve asking them is to repo amol o us

that they think that something’s wrong.

MR. CASEY: Suspicious conduct.

——

MR. DUHADWAY: Yes, or known illegal conduct, Kknown theft,

someone who’s here who’s really operating out of the scope of his

or her situation.

—— e

MR, NEWMAN: What they tell us is an indication that, okay it’s
an unclassified indication cause the man was arrested and was

working out of  Queens College Library.

For s 0 )

Q
| 90-927 0 - 89 - 8

N




222
-~ 59 -
MR. DUHADWAY: There’s no magic to it.

MR. CASEY: Okay. I will simply comment that you have a clerk on
duty and one of them thinks that what a "Dan" is d:ing is very,
very suspicious and wonders about it and wants to ca:l you. Now
the next night another clerk is working, "Dan" comes in and has a
conversation and that second clerk doesn’t think anything is
wrong. So you see you have people behind the desk who have

different perceptions of individuals, so that’s one difficulty.
MR. DUHADWAY: We realize that.

MR. CASEY: Let's assume now that the individual is met by you,
you asked to see the person, or in some way you come ih contact
with the person and the person is found innocent, now wouldn’t
the librarian or the board orf trustees to the library be libel

for having false arrest?
MR. DUHADWAY: No, there’s no arrest.

MR. CASEY: Well what’s the use of finding these Russians if
you’'re not going to anything to them?

-~

MR. DUHADWAY: We can’t arrest tha Sovint anyway, he has_
diplomatic- immunity. But we can find out what it is hae's doing,

what he’s trying to seek, who else he'’s bperating, does he have

“) e
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other sources. His job is the same as my job...to go out and

develop sources of information for both public and classified

infoimation and to get that information and take it home. Tha.'s

their job. We’re not going to arrest them. We might have them pn~% ﬁ: .
#oPd or what have you. There’s no liability. What if you

told us, you said, "The guy is acting funny."” That doesn’t cause

him to be ‘arrested. Our investigation and detailing of his

illegal activities causes him to be arrested. The librarian has

not status or standing in it at all.

MR. CASEY: Now another thing, I’d like to have your opinion of
the 36 states that have confidentiality of a circulation of
record. It’s not totally in your area, but I have some other

questions, but while you’re here you know that 36 statese have

laws protecting confidential library circulation records. What

is your opinion of those laws?

- ———

MR. DUHADWAY: I think they’re right. what's wrong with them.

Nothing. As I said when I started, I have no problem with _
confidentiality of lists of users, we’re not jinterested in ;pgjL*

.at all., We're interested in the misuse of the library system and

the attempt to recruit the librarian. Those laws are fine and

the open sharing of information is fine. The more we can educate

people, the better off we are, including tha Soviets.

[
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MR. CAS8EY: Now what did you tell us this afternoon that the

Russians [12???7) tape 2, #22 already know.

MR. DUHADWAY: What did I tell you? Our concentrated effort,

what we think is a very important identification tool.

MR. CASEY: Well don’t you think that the Russian’s realize that

you’re using libraries?
MR. DUHADWAY: We haven’t confirmed it.

MR, CASEY: Well if they bought the New York Times thev know what

you’re doing.

MR. DUHADWAY: Not everybody believes the New York Times or the
washington Fost and not to impugn you sir, but I know you don’t
believe everything you read in the newspapers because the story
changes three or four or five times and as it progresses through,
especially it it’s a fast-breaking story a good 60 percent of it

is going to be non factual.

MR. CABEY: Now your point has been directed at the Special
Library Association, but there was a public library which_your

agents entered, the Brooklyn Public Library.
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MR. DUHADWAY: Yes to talk_tao them about a specialized section

and he said it no longer was a federal repository. We said fine,

see you. And then they blew it [??2[.-tape—2,—2823 out of

proportion and that'’s inaccurate.

MR. CASEY: The agent, FBI agent, told a staff member of Brooklyn
Public Library that there was a possibility that persons acting
against the security of the United States might he using
libraries to gather infomration and the librarian should be aware

of this and provide ({2??222222?22?] tape 2, #23.

MR. DUHADWAY: That'’s right. He asked him why he was there and

he said why he was there and he left.

MR. CASEY: Now the point made by Miss Hashim was very well made
that perhaps when you rirst enter a library you should go to the
director or the top person. Now the story I have in the Columbia
University, you first approached a clerk, the person at the front

desk, a clerk . . .

MR. NEWMAN: Dan, did you hear the response?

N
»
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MR, DUHADWAY: That’s not correct.
MR. NEWMAN: He said that'’s not correct.
MR. CASEY: Well, okay either Columbia is right or you’'re right.
M8. HASHIM: That’s what Judy says.
MR. CASEY: Well it says that the details of visit to the library
at Columbia that two agents requested information from a clerk
about the use of that library by foreigners. Before coming here
did you submit our social security numbers to the Bureau in

Washington?

MR. DUHADWAY: No. I’ve never met you before and don’t know l
-

anything about you.

MR. CASEY: You did not. Was an examination of a dosier [?7??]

tape 2, #25

MR. DUBADWAY: One, I don’t know. One you take for a given
there’s a dosier there, I can’t say that. And no is the answer

2teonwl Fiedlarns
to the {532 eape—2;42%.
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MR. CAS8EY: I did not know why you’re speaking to us in more
confidentiality than you speak to the general public. Perhaps we
have a higher sense of trust or something like that, I did not

know...

MR. NEWMAN: Dan he’s cpeaking to us, if I may say, for two
reasons. One, we are the National Commission on Libraries and
some wWay or wmatter this is going to end up on our plate. Number
two the FBI does not want to talk to the general public because
it reveals how much interest they do have in pursuing this

progran.
MR. CASEY: Now I gather from what you’re saying you do not want
to speak to a meeting of the American Library Association or any

large group?

MR. DUHADWAY: It doesn’t solve the problem. [t creates more of

a problem.
MR. NEWMAN: It gives them more ammunition.
MR. CABEY: Because the next meeting is in New Orleans and there

will be 15,000 people there and they would all like to hear from

you.

Far 1

o




ERIC

Aruitoxt provided by Eic:

228

- 65 =

MR. DUHADWAY: I‘m sure they would and I’'d like to give them the
same spiel I’ve given you, but I don’t think, Mr. Casey, it’s

going solve any problems.

MR. CASEY: What is your opinion on the hearing, the sensitive
bat unclassified information. We took a great deal of testimony.

Do you have any {2??] tape 2, #27.

MR. DUHADWAY: I’‘m not aware of what your testimony was. I know
the problem. I know it from an investigative standpoint. I know
it from an intelligence officers standpoint, but I can’t speak to

something that I don’t know what you'’ve got.

MR. CARTER: It seems to me that one of the things the Commissioan
could do is to investigate all the facts to our satisfaction and
either elect to or not to generate a position paper that says one
thing or another. One of the things it could say is that we
believe the FBI is charged to do certain things for our national
security, we believe it’s important for them to treat citizens
with great care and caution in pursuit of this, we believe that
on occasion citizens don’t fully understand or appreciate and to
extend, if we feal comfortable, if the Commission feels
comfortable we should make a statement that we believe in this

particular instance that nr, wrongdoing took place and . . .
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MR. DUHADWAY: Well I would prefer not to be a nart of your
discussions here. If I can answer guestions ~-- I appreciate what
you’ve said, but I’'m not in a position to either hint, recommend,

not recommend, all I can say is that I ...

MR. NEWMAN: He's not asking us to do anything. The FBI does not

want to influence any segment of American public or private ....

MR. DUHADWAY: I'm just trying to give you our side of this story

since it’'s going to

MR. CARTER: So this investigative process.

MR. NEWMAN: VYes, this is our investigative prccess.

MS. FORBES: Are we going to make any announcement of any type

about

MR. NEWMAN: I don’t know that we should, but I think we discuss,
I mean discuss what, if anything, we would want to do, but that

has nothing to do with Mr. DuHadway.

MR. CASEY: Perhaps it would be a little easier for me to
understand. Say that I’m a library clerk and you walked in and

you were either with diplomatic immunity or not, what would be
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some of the things that I would see you doing that would cast
some suspicion on my mind and after the library closes I call the
FBI offices

MR. DURADWAY: Depending on what you said to her, you solicit;—v
her help in doing research, you asked for identities of some
students that might help me do research that you don’t think
sounds proper, stealing material, misfiling material, trying to

gut copies of things that don’t jibe with the conversation. It

could be a who: qgumber of things and again to the next clerk it
could all sound normal. What that librarian tells us doesn’'t

mean or make ‘ ia' parson a spy. We just want to be notified.

SN |

MR. CASEY: Would you want “hat librarian to tell you what that

person is wearing, and the P-'rson’s appearance, glasses and hair.
MR. DUHADWAY: No.

MR. CASEY: Well how would yYou know what person to start looking

for.

MR. DUHADW” {: By description we'’d probably know; we’d have an
idea.

(D A
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MR, CASEY: You do want a description then?

MR, DUHADWAY: Physical description. I don’t want to know that
he has a gray and red checked tie. You give me a general

description of who he is I’1l1 be able to tell.

MR. CASZY: But you’d want to know the color of hair, glasses, or

height or something.,
MR. DUHADWAY: Whatever,

MR. CASEY: There’'s got to be enough description of that person

of that person so that when I call your agent’s office ...

MR. DUHADWAY: You can’t say Joe Doakes was here, well how do I

know Joe Doakes, certainly.
MR. CASEY: You’ve got to have some sort of description,

MR. HOYT: Just a small kind of logical extension. Does the
problem extend into graduate schools themselves, let’s say
graduate library schools with recruitment of students let’'s say

overseas and then financed to attend your graduate schools?

.,
)
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MR. DUHADWAY: Sure we’ve had that.
MR. HOYT: And then on into

MR. DUHMADWAY: We'’ve had that. That’s a major concern to us that
T T T e st S et

22222277777 [tape—

tq? iov%FFE fff.out recruiting oux students (??7?72227777 '

#38) pitches JH; our students when they’re overseas, a very

delicate condition.

MR. HOYT: And then in reverse, that is, overseas students from

other countries coming over here and enrolling

MR. DUHADWAY: They have better access to those people here than
they have in their own country. They’re very active about it.
The ideal aspect in the Zacaroff case was here was a third world,
relatively poor student from Ghana who, they would help pay his
education, get him to sign a contract, a literal contract that he
will work for the Soviet Union, we’ll pay for your Master’s,
we’ll get you out, and we’ll place -you in a job and we’ll take
whatever time we need to get whatever information we need -- it’s
a goldmine and it’s quite offensive, I think, for this country to
have Soviets out recruiting students. That should raise alot of
hackles and thay do it, they do it as a routine, but I’m not

going to stand out in the public and say that.
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MR. CASEY: Well how can a Russian get a job for somebody in an

American company?
MR. DUHADWAY: They steer them to ge: the right job.

MR. CASEY: Oh, they don’t actually call the companies and ...
i
AL e A

MR. DUHALUW2Y: Oh no, no sir, this is all, i{f it was covert at

all Mr. Casey we wouldn’t care, we could care less.

MR. CASEY: They'’ll direct one of these nationals to a company
where the individual might be employed. This individual has been
well trained, ﬁastar's, and a graduate person works into an area
of classification in that company, but he still feeis an
a.leglance to this ....

s
MR. DUHADWAY: A relative alllegiance, they the money. He’ll
have [¥??*]ttape 2, #32) to get a classified clearance. They've

got him by the throat by the time he gets to that position.

MR. NEWMAN: See when he gets a classified ciearance, have you,
it would he hard getting a clearance, do you have any contact
with any foreign country, any foreign national, have you raceived
any payments, that’'s all part of the classification process. He
won’t get the classification if he SaYSs yes he has, the moment he

lies, he’s perjurged himself.
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MR. CASEY: I quess we all have [????] (tape 2, #32) of [222)
tape 2, #32. I'm an officer in the United States Army Reserve, I

Just wanted to -- we’re all faithful Americans.

MR. DUHAOWAY: I have no doubt {2222722322%). I don’t aven doubt
that ([?#??3?)-tape 2, +433) She has a legitimate complaint in her
eyas and that’s great that we can do that in this society. The
fact that we can sit here and discuss it is fantastic. Two
differences. There is a1 big difference between the United States
and the Soviet Union as the story goes. We both believe in
freedom of speech, the difference is we have freedom after speech

in the United States. That’s the big difference.

MS. FORBES: I think we should al' *“ead a book by J. Edgar Hoover
called "Masters of Deceit", and from the time that book came out
I think the pr of the, the image of the FBI went down in the
national press. To me that opens your eyes to so much and I
think that every high school student in the country should read

that book. T think it’s out of print.

MR. DUHADWAY: I do appreciate your guidance. I don’t know how
to solve the problem without doing more damage and your
suggestion we've thought about and talked about as to if you want
to pursue something and our problem is we’re not going to walk
away from it. We'’re mandated by law to continue our

daLl
investigations and we’reﬁgoing tc back, I guarantee you, at

PR
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Columbia University, sometime in another set of circumstances and
we might have a legitimate need to be in that library, so that'’s
why wa’re trying to resolve that problem, and we may have to do
it by going to the director and he may say, "Get the hell out of
here.", or he might not. But I don’t know if that person is
going to convince that person who wrote these letters of the
propriety of doing it anyway, becag;e she said in her letter to
us that "if you gave ge a sdﬁoena—under court directive, I
wouldn’t cooperate", so it just shows the degree of emotion and
talking to people like that, ig, I have a temper when I get mad
too, and if I might say things like that too, but don’t talk to
me when I‘’m mad because I‘m not going to make a whole lot of
sense. And th.t’s, you know I don’t want to impugn what she
said. I truly don’f believe she meant that, but that'’s, if you
want to believe the New York Times folks that’s what was there.
And I know she doesn’t mean that, we all know that, but how do
you change somebody’s opinion that feels that strongly when
there’s a difference as to what the problem is -~ identitication
of the problem. She thinks we want to do one thing, we think we
want to do anothaer and she’s speaking to this issue and we’re

speaking to this issue and there in lies the problem.

MR. CASEY: Are there any other countries besidas Russian

nationals that you’re looking for?

Y o
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DUHADWAY:

Sure.

MS. HASHIM: I just want to say that I do, you know, sympathize

with your problems and X just wanted you to be aware of the
feelings that ara out there if you weren’t. But also in defense

of librarians if you will ....
MR. DUHADWAY: I’m not knocking librarians, please.

MS. HASHIM: No, but I’d like to give you an example of what I
think would happen in other situations as well. as I said I'm a
librarian. when I was a lihrary airector of a public library in
Connecticut. It happened tu bhe before confidentiality of library
records law was passed, but I think I would have done it even it
the law had been there. wWhen I was director of this library a
you.g woman who had been in the library, a young school teacher
had come .nto the children’s department in the evening to check
out some books and was well know to the library staff. She
walked out of the library and around the corner and was assaulted
by someone and raped. Sha came into the library looking for
tielp. It was in the evening and I was at home so I was called
down there and the police were down there, and the police wanted
me to give them access to our records of who had returned books
that eveniﬁd an& who had checked books out that evening. aAnd I

knew becausa of the confidentiality things, under normal

Q i)
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circumstances I wouldn’t want to give out tha*t information to
anyone and I was very hesitant and finally the detective
investigating the case said, "We have no leads and we need your
help." So I gave him, I had, I gave, I did myself go through the
bock3 that were returnsd that evening, wrote down the card
numbers so that I could give him the names, gave him also the
information of who had checked out the materials and the case got
alot of publicity. The case got alot of publicity, and I quess
the point I‘m trying to make is that I had alot of sympathy from
my colleagues in the library profession. Normally I wouldn’t
tell anybody anything in terms of you know who took out what book
or whatever and I didn’t give them that information. All I did
was give them a list of names and said they were hera. Not that
they returned books, not that they checksd out books, but they
were in the library that not that we know of. AaAnd I had alot of
support and sympathy from my colleagues and I guess why I tell
you this is because I think that you may have more support than

seems obvious.

MR. CAR" 1! Did you get criticized?

M8. HASHIM: Oh yes. But it is an emotional ....

MR. DUHADWAY: But in that case if we were doing that and you had

not been a professional-minded, public spirited citizen and made

that choice, the police would have been well wichin their right

.o
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to come back to you with a su%oena, very limited and under the
power of the court, so you wouldn’t be individually violating
anybody’s privacy or what have you and request that information
because here you have a crime that is public and you'’re going to
prosecute it and you really don’t care. Our problem is we don’t
want everyone in the world to know. AaAnd as Miss Kauffman says
here [???2?2?72?222222277?] tape 2, #40 harbor any problems here,
I wouldn’t cooperate even if I had a supoena or go get a su%oena.
We don’t always know the law has been broken in a
counterintelligence field, and we want to keep our knowledge of
Ivan Ivanovicz secret ﬁrom Ivan Ivanovicz, so we can’t, we’re not
in a position to get sd%oenas or administrative supocenas or court
orders or what have you. That all becomes public. We don’t want

to do that unless we absolutely have to.

MR. CASEY: I would like to make a helpful sugges-ion to you. In
terms of new sites for your investigations, maybe it would be
more discreet if you simply first went to let’s say, the
President of the Board of Trustees of the library and explain the
situation or the Dean or Chancellor of the university or the
Director of the Library, somebody at the top so you could explain
the whole situation rather than to first speak to a clerk who
immediately flares up and calls the Intellectual Freedom
Committee ‘and writes the New York Times. In looking over this
material, it séems as though it’s been the lower echelon people

who first got it inflamed and then it’s gone up and all of a

L
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sudden everyone’s excited, whereas if you had gone to the
President of the Board of irustees in the public library or the
Chancellor at the university or something and explained the whole
thing and then the Chancellor [??????)tape 2, #41.5 to the
academic librarian and explains the situation and then when you
had to talk to the clerk or something the clerk wouldn’t get so
fired. The clerk storms into the Director of the library’s
office and says "Hey, loock what they’'re doing." The Director

says, "wait, no it'’s okay."

MR. DUHADWAY: I won’‘t say it hasn’t been done, but [¥?7?7?}-Tape

2, #42. Point well taken.
MR, NEWMAN: Are there any other quastions. Mr. DuHadway?

MS. FORBES: Just a comment. I would hate to think that NCLIS
aver kind of pandered to the IFC because if you remember,
ever.body seems to be in such awe of that committee, but they had
a hand, if you remember, in that infamous censorship, su=-called
censorship report we had on school libraries. So I really

question, sometimes, their motives.

MR. DUHADWAY: I just want to say thank for the apportunity to be
here, appreciate your suggestions and for listening to our side

of the story.
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MR. NEWMAN: Now, before we adjourn the meeting and the hour is
late, and we may decide to discuis where we want to go with this
in the open meeting, tomorrow if there’s time. I don’t propose
that we should sit here another hour and debateé this. But this
was a closed meeting and I’ve asked staff to s.t in because it is
a gensitive issue and I gnt Mr. DuHadway’s concurrence that they
should sit in 2ad I am talking to all of you as colleagues that
whatever went down in this meeting, until this Commission decidas
to take a position or it doesn’t take a position, it may do
nothing, it may do something, I don’t think these proceedings
should be discussed because in the hands of whoevar’s hands it
gets into it will be ‘turned just as my comments were turned when
I addressed the Nassau County Library System and I have strong
feelings favorable to everyone in this room, that's why you’re
all here to hear this presentation. And I have confidence in
eacn and avery one of you and if you are asked what wen-= on in
this meeting all you’re to say is the FBI presented it’s side of
the story and we’re analyzing it. Yow I know you will be under
pressure, therc are members of the ALA Intellecutal Freedons
Committee and the ALA themselves are going to say they saw it on
the agenda and they are going to say, "What went on?" We have to
be big boys and big girls and we have to say, "We had a closed
meeting. The FBI presented their side of the story, we’'re

analyzing it, wa‘re considering it and other than that I have no
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comment." And that goes for Jerry Newman, Mary alice, Vivian,
David, Jane, Chris, George, Sally J3, Dan, Elinor, Peg, Julia,

Wanda, Dan, Bessia. ,

MS8. HASHIM: You left out Jane.

MR. NEWMAN: No, I said Jane and Dan twice.

MR. CASEY: Another note that wasn’'t brought up, but it may have
a bearing, but Mr. Galvin has announced that the ALA is
conducting a frzedom of information act legal action to find out

what is behind the FBI’s work. I don’t know if he'’s trying to

to what the action’s against. However, if, well depending on
what we do tomorrow in publiz, if we don’t do anything or
something I don’t know whether the ALa will try to open our
records to a Ireedom of information act. See that’s the next

step....

MR. NZWMAN: I have 10 problem with that, but I think that look,
the integrity of our Commission should be protected. I don’t
like becoming gossip, I think it doesn’t help the Commission in
it’s activities. If we are a government agency, which we are,
and under the laws that were promulgated and the requlations that

were promulgated, we allowed to consider such watters, then we
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should consider them, and you know, one of the prcblems of many
congressional committees is the leaks and that kills off their

ability to work effectively.

MR. CABEY: Have you gottem a freedom of information act request

from ALA in regard to this whole library situation?

MR. DUHADWAY: No. We den’t have any problem with that. We’ll
send along on paper what we just talked about, but it isn’t going
to change anything. If you think it will Mr. casey, I would

appreciate your guidance and how to go about ...

DR. MOORE: You mean if they want to know what you said, you‘ll
send a summary, huh?

MR. DUHADWAY: W3’ll tell them. We’'ve already told them.

MR. NEWMAN: But chey turned, but somehow it doesn’t get

presented that wvay.

MR, DUHADWAY: Please remember that Congress is not subject to

the freedom of informatiun act which has always buen interesting.

MR. NEWMAN: A point that we should not lose is that the FBI has
presented this program to the Congress, to the appropriate

committees in closed saessions. In other words we have a fireball
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going around here out of control that has been considered by the
proper committees in Congress, they are aware and it’s in the
national interest of this country. And it only pertains to a
very small part, if you will, of the library, it is not every
library in the country. 1It’s only certain, specialized
libraries, it happens to be in New York. I think if I put words
in his mouth he would like to say he had the resources to put it

in this kind of a program where there are technical libraries...

MR. DUHADWAY: It’s not necessafy. Where we know the activities

’

but it’s not necessary. Columbus, Ohio, there aren’t Soviets.,

ME. HASHIM: Who wants to go to Columbus?

Mr. Newman adjourned the meeting at 6:20 p.n.
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Methodology

This study examines the extent of Soviet intelligence
services (SIS) utilization of America's specialized scientific and
technical libraries to further the objectives of the SIS
collection effort. Ancillary to the use of this category of
libraries is the targeting of the Library of Congress, technical
information clearinghouses, and selected public libraries. 1In all
instances, the SIS is in search of sensitive but unclassified
information which provides the Soviet Union with the necessary
tools to keep pace with America's scientific and

technical achievements.

FBI investigative files of SIS officers were reviewed to
accumulate the necessary data utilized in this study. All of
these officers have served in the United States for a tour of duty
or multiple tours of duty during the period from 1962 to the
present time. These officers have served in New York, New York;
San Francisco, California; and washington, D.C., fulfilling SIS
functions at the Soviet Mission to the United Nations (SMUN}): the
commercial establishments; the Soviet Consulate and the Soviet
Embassy. The relationship between SIS o<ficers assigned to these
establishments and those employed in the Dag Hammarskjold Library
(DHL) . United Nations Secretariat (UNSEC) is examined, as is the

role of the DHL in the SiS effort.
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A comparison is offered between specific items of
information acquired by the SIS through the specialized scientific
and technical libraries and the Soviet State Committee for Science
and Technology (GKNT) "shoppinm list" which outlines hundreds of

categories of information of interest to the Soviets.

It is readily apparent from the facts gathered during the
review of SIS files that utilization of libraries and efforts to
recruit librarians and students at the libraries has been an

important element of the SIS collection effort since 1962.
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Executive Summary

For nearly three decades, the SIS has found it beneficial to
concentrate some of its resources on the targeting of America's
specialized scientific and technical libraries. During the same
time frame, the SIS has conducted significant penetrations of the
DHL of the UNSEC and, in fact, the Soviets have reaped significant
rewards from having one of their representatives occupy the post of
Director of the DHL since 1964. The Library or Congress;
scientific and technical sections of public libraries; specialized
departments of university libraries; and large information
clearinghouses have also been prominent targets of the SIS

intelligence collection effort.
The objectives of this massive effort have been:

(1) to adequately respond to the tasking of the GKNT by
collecting scientific and technical documents on a variety of
topics; by researching the most recent developments in America's
military programs and by identifying the nation's emerging
technology before its components become classified cr

restricted.

(2) the spotting, assessing and developing of selected
librarians to work (wittingly or unwittingly) on behalf of the

SIS in meeting its intelligence collection regquirements.

UNCLASSIFIED
-4 -

2T

ARV |
Q
ERIC

I e —————___




LS R AL A EACEAC AR TS - TR & had

2560

UNCLASSIFIED

(3) the spotting, assessing and developing of college
an¢ university students and professors tc assist the SIS

officer in the collection of needed information.

(4) the identification of scientists, engineers and
corporations who are involved in the planning, creating,

developing and producing of America's advanced technology.

(5) the utilization of the libraries as a fertile area

for the training and developing of newly recruited agents.

The SIS leadership in Moscow and at the Soviet Mission to
the United Nations (SMUN), Soviet Consulate in San Francisco and
the Soviet Embassy in Washington, D.C., has long recognized the
importance of the specialized scientific and technology libraries
as a means to gain access to the nation's extensive database

resources.

while the information available to the SIS in the
specialized and technical libraries is not classified, restricted
or unlawful to collect and maintain, SIS tactics and methodology
employed to collect such information have illustrated a blatant
disregard for American laws and the personal rights of American
citizens. To avoid the cumbersome and time-consuming process of

cc’lecting, reproducing and returning some information to the
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libraries, SIS officers have stolen, or caused to be stolen by
their agents, hundreds of thousands of items of microfiche from
specialized scientific and technical libraries. This practice has

been condoned and encouraged by KGB Headquarters in Moscow.

SIS officers have initiated background investigations on
individuals identified through research and spotting conducted in
the libraries - background investigations on librarians,
university professors, students, scientists and engineers.

Indexed in the files of the KGB, these individuals have become fair
game for physical surveillances by KGB officers who attempt to
learn their address, assess their vulnerabilities and develop a
recruitment scenario. This practice has been condoned and

encouraged by KGB headquarters in Moscow.

Upon completion of background investigations, suitable
scenarios are developed to approach students, librarians,
scientists and engineers to secure their cooperation. Payments or
other inducements may e offered by the SIS in an effort to
recruit an agent. This practice, too, is condoned and e.'zouraged

by KGB headquarters in Moscow.

After an individual is recruited by the SIS he or she may be
instructed to seek employment at a company, corporation cr entity
which deals with classified Government contracts. Once such a
transition is complete, the relationship which began between the
SIS officer and his recruited agent and involved

UNCLASSIFIED
-6 -

RIC

Aruitoxt provided by Eic:




v

262

UNCLASSIFIED
uliclassified information may readily evolve into a selationship
where classified information is obtained and passi.d by the agent.
Regardless, the Soviet Government need to acquire nilitarily
significant Western technology and an enormous variaty of
scientific and technical documents mandates that the SIS collect
scientific and technical information, both overtlv und

covertly.

The publication, Soviet Military Power, 1987, produced by

the United States Department of Defense (DOD), states:

A major resyronsibility of the Military Industrial
Commission (VPK) is to act as the prime coordinator for technology
acquisition to support the defense industrial ministries. It seeks
unique military or civilian hardware, documentation, or techniques
to improve the technical levels and capability of Soviet weapons,
military equipment, and associated industrial machinery. The
Ministry of Foreign Trade and the intelligence services administer
a trade diversion program to obtain significant numbers of
manufacturing and supporting equipment for direct use on Soviet
military-industrial production lines. The purpose of this program
is to improve Soviet capabilities to produce reliable modern
weapons.

Hardware, designs, and production techniques are not the
only targets of the Soviet acquisition program. A goal in Soviet-
Western scientific exchanges, for example, is to gain access to
Western technological know-how. Soviet participation in scientific
exchanges enables the Soviets to acijuire and exploit Free World
technologies.,

Even this process of scientific exchanges is highly
centralized and serves the military sector. Amorj the agencies
charged with fulfilling collection requirements established by the
Military Industrial Commission are not only the xGB and SIS, but
also the USSR Academy of Sciences and the State Committee for
Science and Technology, both of which are the official - “above
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board" - partners in scientific exchanges with the West. Soviet
scientists are, with few exceptions, selected and assigned to
participate in exchanges according to covert collection
priorities.*

Theft, intrusions into the personal privacy of American
citizens, payments for services - these are the elements that
characterize the legacy of the SIS program to use and abuse

America's specialized scientific and technical libraries.

SIS involvement with specialized scientific and technical
libraries provides significant access to people as well as
information. Trained in the techniques of clandestine operations
and covert intelligence collection, SIS officers work to transform
their overt contacts who can provide unclassified but important

documents into contacts with access to classified information.

The ident 'fication of intelligence officers early in their
visits to the United States as well as identification of their
interests and objectives is very important to the U.S. Government.
8IS contacts with librarians and other individuals whom an SIS
officer may meet through the library - students, professors or
scientists, have the potential of offering the FBI access to a
particular subject early in his .;areer in America. Such access is

inherently neutralizing to an sI$ officer's intelligence collection

UNCLASSIFIED
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effort and, at the same time, provides the FBI with personality
assessment data impacting upon the subject's recruitment or

defection potential,

The librarian may have reason to contact the FBI regarding

an individual if:

1) he identifies himself as a Soviet National assigned to
a specific Soviet establishment such as the UNSEC and wishes to

have assistance in conducting ressarch in the library.

2) he identifies himself as a Soviet National assigned to
& specific soviet establishment and requests a librarian to refer
him to a student or professor who might assist him in a research

project.

3) he advises a librarian that he is conducting research
for an unnamod Soviet friend and needs access to specific

documents.

4) he is observed departing the library after having
placed microfiche or various documents in a briefcase without

properly checking thes out of the library.

UNCLASSIFIED
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5) he asks a librarian, during a friendly conversation,
for certain biographical .r personality acsessment information on a
specific individual known to the librarian, such &s & student or

academician.

Just as the FB1 seeks to heighten the awareness of corporate
executives and their employees to be alert to the hostile
intelligence services threat (HOIS), the FBI seeks to alert
librarians that they and their libraries are, and have

-~

historically been, significant &IS targets.

By alerting potential targets to the SIs threat, the FBI
seeks to diminish the severity of the threat while neutralizing the
ability of si1S officers to selective.y prey upon unsuspecting

librarians, students, professors and scientists.
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Introduction

An entry in the Congressional Record, Juna 18, 1987, from
The XGB: The Eyes of Russia by Harry Rositzke provides a succinct
summary of the operational methodology of the Scientific and

Technical Branch of the KGB.

The largest section of the New York residency is its
Scientific and Technical Branch. It is the key collector of both
open and secret information on American technology, a top KGB
priority for the past thirty years. It is a fair though rough
estimate that from 80 to 90 percent of the XGB's budget and
manpower spent on American targets has been devoted to scientific
and technical intelligence, both industrial and military.

The job of the S and T branch of the New York residency is
to fill this maw of requirements from any available sources.

Much of the take comes from completely open sources. Trade
and technical magazines are shipped to Moscow by the thousands.
Technical developments reported in the press are clipped.

Soviet officials attending industrial fairs and exhibitions
come back with shopping bags full of gales brochures, photographs
of exhibits, technical layouts. when instructed, they buy pieces
of equipment that Moscow wants.

S and T experts visit the many factories, laboratories and
research institutes that are open to them. They develop and
maintain personal relationships with professors at Columbia and
the Massachusetts Institute of Technology. They attend, and give,
lectures to specialized academic audieaces.

All of this activity is quite public and proper. No one
needs KGB training to be affable, curious, and knowledgeable in
this field. All the while, however, the trained S and T officer is
mixing with the right pecple, making friends, sizing up the men he
meets.

UNCLASSITTED
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Here are some scenarios:

-A young corporation executive likes his Soviet friend and
is happy to invite him to dinnev, introduce him to his circle of
acquaintance, and do him a favor now and then by opening doors
otherwise closed to him. One man leads to another.

-A laboratory assistant 1is plezsed to be invited to dinner
by a visiting Russian, talks freely »f his work and his boss, and
agrees to meet him next time he is in the neighborhood. The
blueprints are within reach.

-A professor of biochemistry meets a knowledgeable Soviet
"fellow scientist," invites him for a weekend, discusses the
literature in his field, professes interest in a visit to the
Soviet Union.

-The salesman for an instruments firm with a booth at a
sclentific conference chats with a Russian who gives him his card.
Six months later he received a call from the Russian, who invites
kim to lunch.

-Multiplied a thousand times, these carefully reported
contacts place the Center in a position to select the right man in
the right spot for what it wants and to instruct the residency to
"study" him.

The entry in the Congressional Record is an excellent
foundation upon which to begin an examination of SIS operations
directed at America's library community. Some representative

examples:

UNCLASSIFIED
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A primary function of one Soviet national working in the
United States was to select librarians in key U.S. companies for

covert development and recruitment by the sIS.

An SIS officer covertly attempted to obtain information on
research services provided by libraries in several Eastern states

and the information retrieval systems at those libraries.
An SIS officer attempted, through clandestire means, to
obtain sensitive reports from the Defense Documentation Center,

Cameron Station, Alexandria, virginia.

-The wife of a Uu,s. mil:tary officer, employed at a

specialized library was to be assessed for a possible approach,

-The director of an influential scientific library was of
interast to the sIS.

i.e SIS was interested in initiating relationships with

librarians and engineers of certain ethnic backgrounds.

SIS officers operate within the overall framework of the

following areas:

UNCLASSIFIED
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-Acquisition and exploitation of human assets
-Work against targets

-Exploitation of Universities

-Information productio.. (all sources)

-Technical operations

Four of the five categories are pertinent to the effort

directed at the specialized scientific and technical libraries.

The SIS has targeted librarians with the objective of
developing and recruiting sources who would subsequently be
directed to seek employment with the Defense Technical Information

Center (DTIC).

To accomplish this objective, SIS officers have attempted to
develop and establish relationships with librarians affiliated with
various universities, associations and U.S. Government agencies.
SIS officers have been known to conduct extensive surveys to select

suitable library targets for exploitation.
"

DTIC is the central repository for technical reports
generated by the research, development, test and evaluation

activities of the DOD. It includes all work performed by DOD

UNCLASSIFIED
- 14 -

oy o)




ST

260

UNCLASSIFIED
grant. virtually all documents are classified or restricted in

Some way.

Unclassified and nonrestricted DOD technical reports are
made available to the general public through the National
Technical Information Service (NTIS), springfield, Virginia. The
Soviets were embargoed from directly accessing materials through
NTIS on January 8, 1980 when former President Jimmy Carter sent a
letter to the U.s. Secretary of Commerce captioned "Policy on
Technology Transfer to the USSR." One of the specific purposes of
this executive order was to prevent "the USSR, its entities or

agents," from accessing information through NTIS.

America's Specialized Scientific and Technical Libraries -
Prime Targets of the SIS.

FBI investigations since 1962 have thoroughly documented SIS
interest in America's specialized scientific and technical
libraries. SIS efforts directed against this category of
libraries have been pervasive, suggesting that targeting of the
specialized scientific and technical libraries is an integral
component of the overall SIS strategy for the collection of
scientific and technical information. Consider the following

examples:

UNCLASSIFIED
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The FBI has gathered information indicating that SI1s
officers have removed thousands of documents from specialized
scientific and technical libraries. SIS officers have received

training in the removal of documents from these libraries.

Included as an element of Soviet Exchange Student tasking
has been the identification of scientific-technicﬁl libraries;
systems of their work; possibilities for subscribing to literature
and reports fron the libraries or other institutions of learning;
qualifications and specialties of students being trained and where
they are placed after graduation from a university or college and
with which Government institutions regular business connections

were being maintained.

The SIS has utilized clandestine means to obtain large

volumes of documents from the Special Libraries Association (SLA).

Officlals in Moscow have instructed SIS officers to obtain
from the Library of Congress various types of information thraugh

the use of SIS sources.

The SIS has been known to target specific librarians to be
considered e&s possible contacis for agent development. Background

investigations on these librarians, and if necessary, physical

UNCLASSIFIED
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surveillances of them, have been encouraged. The SIS has obtained
the "Biographical Directory of 2American and Canadian Librarians,"
and can utilize this document to identify specific librarians for
targeting.

Soviet students attending American universities have been
tasked to obtain, covertly and overtly, any documents or material
accessible to them either through an individual at that university

or as a result of access to the university's library,

As gleaned from the above examples, the SIS is interested in

the nation's scientific and technical libraries b -cause:

(1) their databanks and reference works, when accessed or
removed, provide an important link in the SIS intelligence

collection effort;

(2) the SIS leadership structure, in Moscow and at various
American based Soviet establishments, has historically decided that
access to the libraries and librariens should be an integral

component of the overall sIs effort;

(3) the development of librarians as soirces of

information or agents is a worthy compliment to the SIS mission;

UNCLASSIFIED
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(4) the targeting of libraries and librarians by Soviet
exchange students involved in East-West exchange programs enhances
Soviet intelligence collection objectives while providing SIS
officers and co-opted agents ample training opportunities in a

foreign environment;

(5) access to term papers and theses written by university
students assists in the SIS collection effort and alro helps to

identify students who might be potential recruitment targets.

(6) research conducted at the scientific and technical
libraries is a natural follow-up to information developed by SIS
officers at public libraries, the Library of Congress, and the

DHL .
The scope and intensity of the SIS attack on the nation's
specialized scientific and technical libraries over three decades

is illustrated through the following:

Access to Databanks and Reference Works

The SIS has reproduced microfiche and film strips from the

document deposities at various libraries.

UNCLASSIFIED
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The SIS has queried their sources to determine if they have

access to library databases.

SIs officers have requested their sources to obtain
information on research services provided by libraries and to

learn about the information retrieval systems at those libraries.

The large scale theft of microfiche records from libraries

characterizes the degree to which the SIS will go to obtain access

to databanks and reference works.

The SIS Leadership and the Role of Scientific and
%
Technical Libraries

FBI investigations targeting tne SIS leadership have
determined that certain techniques have been utilized by the sis
with regard to the libraries. These techniques have in..uded:

(1) locating, assessing and developing librarians or those
employed within business or university information centers;

(2) the development of librarians in public libraries, and
thereafter encouraging them to seek employment at more attractive

targets;
(3) grouping librarians by ethnic background; and

UNCLASSIFIED
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{4) the development of university students and
subsequently tasking and paying them to acquire informatioen from

university libraries.

The Development of Librarians

The FBI has documented a number of instances where
librarians at specific institutions have been targeted tor agent
development. The SIS has also targeted specific librarians at

various libraries.

Soviet Exchange Students and the Scientific and
TecﬁnicaI 1,1 brar Ies

The FBI has learned that a large percentage of the
sclentists and scholars affiliated with the Union of Soviet
Socialist Republics Academy >f Sciences (USSRAS) whu travel to the
United States to conduct .esearch and to attend conferences are
co-optees of the SIS. Their objectives, while in
the United states, include:

1. identification of contacts.

2. development of sources.

UNCLASSIFIED
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3. determining the nature of research being conducted for
mili:ary application, and the individuals and companies involved in

the .-esearch.

4. obtaining restricted literature.

S. obtaining embargoed literature.

Soviet foreign exchange students have been involved in
meeting with SIS officers working in various Soviet establishments
in the U.S.

Soviet exchange students attending American colleges and
universities provide the SI5 with the potential to reach into a
particular institution's specialized libraries. The SIS has long
utilized Soviet Exchange Scholars in its intelligence collection
effort, as well as placed KGB officers into cover positions as

studeni.s.

During the 1985-1986 academic year, Soviet exchange scholars
attended 27 schools, including North Texas State, Denton, Texas:
University of Houston, Houston, Texas; University of Texas,

Arlington, Texas; John Hopkins University, Baltimore, Maryland;
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Texas A&M University, College Station, Texas:; University of
Maryland, College Park, Maryland and the University of California,
Berkeley, California.

During the 1986-1987 academic year, Soviet exchange scholars
attended 32 schools, including campuses of the University of
California, University of Maryland, University of Texas, University

of Pennsylvania, and University of Virginia.

puring the 1987-1988 academic year, Soviet exchange scholars
attended 26 schools, including schools in California, Texas, Ohio,

Maryland and Florida.

In addition to Soviet exchange scholars, thousands of Soviet
visitors (academicians, scientists, engineers, etc.) have visited

American cities and colleges since 1982.

SIS_Access to University Students, Theses and Term
Papers At University Librarles

An article which appeared in the April, 1987, issue of

"New York Magazine" is representative of the SIS interest in
students, universities and libraries, and illustrates direction and
tasking of a source by Gennadiy Fedorovich Zakharov, assigned to

the United Nations Center for Science and Technology for
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Development prior to his arrest by the FBI for esplonage on

August 23, 1986,

"...In computer science 101, Leakh made the acquaintance of
a Hispanic student named Artie. The two exchanged telephone
numbers, and Artie one day called to say that he was quitting a job
doing research for a professor. Artie reported that he had been
earning $§10 an hour and asked if Leakh wanted the position. At
3:30 p.m. on April 18, 1983, Leakh met Artie in front of a
building at Queens college. Artie suggested that Leakh impress tr s
professor by saying he planned to study something like artificial
intelligence. Artie further advised Leakh to try for §15 an hour.

I said fine.

Fifteen minutes later, a neatly groomed gentleman appeared
out of the drizzling afternoon. He looked professorial in a blue
suit, blue tie, and light-gray shirt. He gave Leakh's hand a firm
shake and introduced himself as Genrick. Leakh immediately
recognized the accent as the same as that of a girl he knew,

As soon as he spoke, I knew he was Russian.

Artie headed off, and Leakh went for a stroll with the
gentleman. Leakh said that he was Studying artificial

intelligence and robotics. The entleman produced a list of
various public instituti-ns EHa'%TE?E?TEETE'HE'EEEEE—TT-EEEFh
wou be willing to do research ar these aces for & schoo
Called "Moscow Institute, "

I saidg Library and what not is fine. He asked if I can get
lassified material. said won't be aple to do that. e kind
fsmiled. o

[ sSmlleqQ.

Iele

On a chilly afternoon in early May, Leakh went from an art
class to meet the gentleman outside the Student Union. The

entleman seemed impervious to the cold as he gave Leakh a list of
magazine articles to Iook up In the Queens Colleqge [ 1BCAaT . The
gentleman asked Lea o presen m with photocoples on ¥He

following Tuesday afternoon.

UNCLASSIFIED
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Finally, Leakh decided to follow Mike's advice. He and Mike

went in the early evening to a pay phone in the lobby of t..e Queens
College Library and called the FBI office in Queens.

That week, Leakh delivered the catalogues to Zakharov in a
bar on HfTTside Avenue. They arank Heinexens and Zakharov askeq
Leakh to photocopy magdazine Articies Trom the microliche riles at
f-.§e Exeens tolleqge EIErary. Zakharov _cgvised Leakh to LaKe
certain pracautions, e told me to put wrong name ang tne wrong

soclal secur y_number on the call 8lip.

At the Queens College Library, Leakh filled out a stack of
call slips with an altered Social Security number and a last ..ame
jumbled from "Bhoge" to "Boghe." He took the microfiche to a pay
photocopy machine.

2akharov slid Leakh's pholscopies into the blue shoulder bag
and agreed to pay $10 an article. zakharov added that he was going
on va.ation to the Soviet Union, and he wanted Lea o _ge
materials from libraries at New York University and Colunbla

niversity. zakharov further asked Leakll to obtain some
e ————

microliiche from a maii-order comgar!.

S St ———

At the Fame Diner, zakharov and Leakh both ordered chicken.

Leakh handed over some photocopies he had made at the Columbia
nivers liprary. Zakharov gave him and stressed the
mportance of keeping their deallngs secret.

On_through the rest of 1983, Leakh photocopied dozens of
technical arEicges or zakharov at the eens College Library.

The FBI made copies of ;;e cop;es anj ieaE; énen passeg Enem on to

Zakharov. The Russian apparently dusted for fingerprints, and
Zakharov gquestioned Leakh about who had handled the papers. Leakh
said that a guard had gone through them when hu left the library.

They strolled to a restaurant, and Leakh handed over his

latest photocopying. Zakharov suggested that Leakh should start
stealing the microfiche from the library.

A short time later, Leakh went into the aens College
Library and walted until nobody was around. He quickly siipped
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several microfiche irto one of two identical notebooks Zakharov
a ven nim., zaknarov nad prepared him with an excuse in the
event ne was caught on the way out.

"I would tell the guard, 'I picked up the wrong notebook by
mistake, it's not mine, it'~ similar to the other one which is
mine.” .

Nobody challenged Leakh at the door, and he passed the
microfiche to Zakharov that night. 2akharov gave them back to
Leakh the following morning at the Grant Avenue sutway station, in
Brooklyn. Leakh immediately headed for the library.

In the months that followed, Leakh seemuid to be forever on a
bus or a subway as he went from place to place with stolen
microfiche,

Leakh continued to meet Zakhurov, Leakh's: assignments
broadened to include attending a scienEfiIc conlerence at the
niicon hotel, drawing a map o e engineering rary at
Princeton University, ang wWritling reports on three robotlcs books.

I did it in the library. while my friends were studying, I

was writing notes Ior RusSsians.
—_—tmem A SO ES IO FUSSIOANS .

That May, Zakharov dispatched Leakh on a mission to steal
some twent7 microfiche from iLe Unlversity of Gonnecticut 11brar -
He was to drive up In_ a boriowed 1975 BulCk ang LALer Stop on
Central Avenue In Yonkers. Tnere, he was to_signal the completion
of the operation by making & small cross With & Magic Marker one

oot 1rom the pase of a gat%!cuIar IamEpOS'.

SIS Involvemer: With public Libraries, the Librar
oI Congress and the DAL, UNSEC

Access to specialized scientific and technical libraries

UNCLASSIFIED
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clearly enables the SIS to fulfill the intelligence collection
requirements mandated by the GKNT. However, the SIS is also able
to utilize the Library of Congress, DHL, UNSEC, and scient. fic and
technical sections of various putlic libraries in an effort to

comply with the GKNT reyuirements.
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America's libraries provide students, academicians,
authors, scientists, engineers, and citizens of all walks of life
with the necessary tools to pursue a multitude of learning
experiences. An individual who is experienced and knowledgeable
in conducting research in a library can pursue thousands of topics
and areas of interest, accurately tracing the financial status and
organizational structure of American corporations, “he sale of the
corporations' product, involvement in sensitive government
contracts, and assessing the research and development pursuits of

these corporations.

Recognizing the potential offered by such opportunities for
research, SIS officers also take advantage of these libraries to

asrist in their overall intelligence collection effort.

SIS _Interest In Technical Clearinghouses To Compliment
The Librarles EE—

The SIS has enhanced its collection of scientific and
technical information through numerous other research facilities
which offer the services of vast databases as well as sensitive

reports on specialized scientific and technical topics.
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Soviet intelligence officers have attempted to obtain
reports from defense documentation companies, the libraries of
specialized associations, and companies which sell technical

documents and publications.

Dag Hammarskjold Library - united Nations

Secreturiat

An important link in the SIS targeting of America's
specialized scicatific and technical libraries has been the
simultaneous penetration of the DHL, UNSEC. Since 1964, Soviet
nationals have occupied the position of Director of the DHL, with
additional Soviet naticnals occupying subordinate positions within
the DHL. Control of the DHL cloaks and therefore legitimizes the
S5TS presence in an influential position; strengthens the SIS
foundation to gain access to the nation's databases which enhances
the KGB intelligence collection process; and allows the SIS to send
officers and co-optees to library conferences world wide, at the
expense of tne United Nations. At these conferences, the SIS
representatives can spot and assess poiential sources, thereafter
advising the appropriate XGB residency of the identity of these

individuals so the: additional assessment and development can

occur.,
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The DHL provides computerized searches of the UNBIS data
bases for UN staff, members of missions, representatives of
nongovernmental organizations (NGOs) and other accredited

researchers.

Complementing the UNBIS is NEXIS, an on-line library.
Accessible through it are the full texts of articles from 11 major
newspapers, 30 magazines, nearly 40 newsletters, 10 newswires and

related special-interest services, the Federal Register and the

Encyclopedia Britannica.

Librarv Access and Intelligence Tasking

A September, 1985, study entitled Soviet Acquisition of

Militarily Significant Western Technology: An Update, explains

why the Soviets are interested in America's specializeu scientific

and tecl.aical libraries. The study states:

Western products and technology secrets are being
systematically acquired by intricately organized, highly effective
collection programs specifically targeted to improve Soviet
military weapon systems. The Soviet intelligence services - ** »
KGB, the SIS, and their surrogates among the East European
services - and Soviet trade and scientific organizations are
actively involved in obtaining this technology. Targets include
defense contractors, manufacturers, foreign trading firms,
academic institutions, and electronics data bases.
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Selected sources of information sought are U.S. defense
contractors, commercial data bases and scientific conterences. The
study estimated that "about 90 percant of the roughly 100,000
documents acquired each year worldwide aie w.nlassified."
Commercial data bases have significantly enhanced Soviet

intelligence collection efforts:

Unclassified technical documents from all countries-
including engineering analyses and research results-are targeted
by Soviet intelligence and other collectors because of their value
to Soviet engineers seeking creative designs and alternative
. engineering approaches. ¥or example, from the mid-19708 to tho
early 1980s, NASA documents »ad NASA-7unded contractor studies
provided the Soviets with their most important scurce of
unclassified material in the aerospace area. Soviet interests in
NASA activities focused on virtually all asgecta of the spuce
shuttle. Dpocuments acquired dealt with airframe designs
(including computer programs on design analysis}, materials, flight
computer systems, end propulsion systems. This information allowed
Soviet military industriers to save years of scientific research and
testing time as well as millions of rubles as they develop their
own very similar space shuttle vahicle.

The individual abstracts or references in government and
commercial data bases are unclassified, but some of the
information, taken in the sensitive information concerning U.S.
strategic capabilities and vulnerabilities. Numerous unclassiftied
U.S. Department of pefense and contractor documents are sought by
the Soviets from the Commerce Lepartment's National Technical
Information Service. Documents dealing with design, evaluation,
and testing of U.S. weapon systcns-the sidewinder air-to-air
missile, the F-15, the Redeye shoulder-fired entisircraft missile,
the B-52, and others-are in the data base.

The gublic and private document clearinghouses-established
to efficiently index and disseminate the results of government and
government-sponsored military-related technical research-are a
fertile ground for KGB, SIS, and other collectors. In recent
years, the growing use of electronic data bases has provided the
Soviets with ar even more efficient means of identifying ang
procuring such unclassified technical information needed by Soviet
designers.
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A visit to a specialized scientific and technical library,
to the scientific section of a large municipal library or to
virtually any American public library would reveal information in
the areas of aviation, projectiles and explosives, armor and
electro-optics, missiles and space, communications, radars and
computers, nuclear and high-energy lasers, sky building,
electronics and microelectronics, chemicals, electrical equipment,

and petroleum and petrochemicals,

AS numerous examples in the proceeding pages show,
information in the above areas has been collected for three decades
from America's scientific and technical libraries, the Library of
Congress, information clearinghouses and through adroit KGB

utilization and domination of the UNSEC DHL.
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Conclusions
s

The strength of a free society is derived from the easy
exchange of information and ideas; ideas nurtured by the
creativity and imagination of America's scientific, engineering
and technical community. It is the very lacking of information
and idua exchanges in a closed society that stifles creativity,
suppresses the imagination and acts as a barrier * . s.cial,
economic and technical progress. The Soviet intelligence
serv.ces' information collection effort seeks to acquire
significant material from America's vast information data bases of
sensitive but unclassified scientific documents and technical
reports. By necessity a focal point of such an effort is this
country's scientific and technical libraries ani technical

information clearinghouses.

The FBI must logically pursue any contact between a Soviet
nstional and an American citizen, regardless of where the contact
occurs or the profession of the person contactec¢, and that would
include libraries as the circumstances might require. Since the
FBI has no way of ascertaining the purpose of a Soviet contact or
particular Soviet interest without interviewing *hose contacted,

FBI interviews are an absolute necessity in fulfilling our
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courterintelligence responsibilities. These responsibilities have
been ciearly defined and articul:ted and are an inherent aspect of

our overall counterintelligence effort. These responsibilities

are:
Identification of intelligence officers.
Identification of their agents.
Identification of SIS objectives.
Obtaining assessment as to the IO's tradecraft and
methodology.

Assessment of the subject's vulnerability to defection.

Given the scope and dimensions of the SIS effort, the FBI's
response has been reasonable and balanced. The FBI has attempted
to accomplish its objectives while safeguarding Americe's
scientific and technical advances, recognizing that those advaiices
flourish only in a free and open environment. The success of such
an FBI effort in this area can only come through the cooporation of
those American citizens who are significant SIS targets-students,

scientists, academicians, and librarians.

UNCLASSIFIED
- 33 -
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U.S, Uepartment of sustice

Federal Bureau of Investigation

Wethingron, U.C 20535

Mr. Quinlan J. Shea, Jr.
Sperial Counsel

The National Security Archive
Suite 500

175% Massachusetts Avenue, N.W.
Washington, D. C. 20036

FOIA No. 286,890
Deax Mr. Shea:

Reference is made to your pending rreedom of
Information Act request for .‘ecords pertaining to an FBI
foreign counterintelligence program which has come to be
known as the "Library Awareness Program.” Based on your
telephone discussions with Assistant Section Chief Marvin E.
Lewis, you limited the scope of your reguest to include only
those documents containing background and/or policy materials
relating to this program,

We have extracted the reqguested material from the
pertinent FBI Headquarters main file and the corresponding
New York Field Office file. Copies of the releasable portions
are enclosed. Deletions have been made pursuant to Title 5,
United States Code, Section 552 (b)(1), (b)(2), (B)(7)(C),
{b)(7)(D) and (b)(7){E). (An explanation of theae exemptions
ik attached.) The review of these documents was carefully
conducted taking into full consideration the recent public
disclosures made by the FBI about this program; however,
much of the information therein continues to warrant
classification or is otherwise exempt from release.

I am also enclosing a copy of "The KGB and the
Library Target 1962 - Present” which may be of interest to
you.

s,

P [Ty
‘4

1i‘;§§}

arnen thcentennial of the Unued States Constittnm (| 787, 19R7)

ERIC
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Mr. Quialan J. Shea, Jr.

You may submit an appeal from any denial contained
herein by writing to the Assistant Attorney General, office of
Legal Policy (Attention: Office of Information and Privacy),
United States Lepartment of Justice, washington, D, C. 20530,
within thirty days from receipt of this letter. The envelope
and the letter should be clearly marked "Preedom of Information
Appeal” or “"Information Appeal.” Please cite the FOIPA number
assigned to your request so that it may be easily identified.

Sincerely yours,

. Y - .

s .“-),.v/'fé{« WY 7

Emil P. Moschella, Chief

Freedom of Information-
Privacy Acts Section

Records Management Division

Enclosures (3)
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EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE. SECTION 552

(A) specifically authonzed under Critenia ssiablished by an Executive order 1o be kept secret inthginteres! of national defanse o foreign
pokcy and (B) ate in {act property classified pursuant to such Executive order;

related sclsty 10 the internal personned ruled and p.actices of an pgency,

speciticalty exempted lrom disciosure by atatute (other than section 5520 of this ttle). providad that such sistute (A) requiras that the
matters be withheld {rom the public in such a manner as 10 leave No discretion on the 15sud, or (B) sstabhshea partcuiat critena for
withhoicng Of teters 10 paruculat types Of matters 10 be withheid;

rode secrets and commercial or financial inlormation oblained from a person and privileged or confidential;

Iner-agen_ ;Of intra-agency memorandums of lelters which wouid not be a vailabie by iaw o 8 party other than an agency in igation
wiih the agency.

personnel and mechcal files and similar filea the disclosure of which would consirting a ciearly unwarranted invasion of personal privacy.

recorda or information compited for law snforcement purposes. but only 10 the extent that the production of suct: law enforcemant records
of it 1 (A) could ty be expected 10 interfere with gniorcement procesdings, (B) would deprive a person of a nght fo
a faie triaf Or an impartial adjudication, (C) coukd bly be cted 1o considule an unwarranted invasion of personal privacy,
(D) could reasonably be expected lo dilcbu the identity of & con!mnulnomco. including a State, local, of loreign agency of authonty

or any private instituto wiuch fumished i ion on a conl Dbasis, ang. in the case of a record or information compiied by
a criminal law wnforcement authonty in the course of 8 cnminal investigation, o by an agency conducting & lawlful nationa! secunty
inlelhpom investigation, information turrashed by a confidentiat sc srce, (E) would techniques and p d for law
mentir W Oor P ons, o would disCiose guicelne s for vuw enforcement mn:hglnom or tons i such e
ocould rcnonlbly bo oxpoc(od 1o nak circumvention of the law, or (" could y be expecies to ger the tite of phy
salety of any individual,

contained in o related 10 examinglion, 0perating, of condition reports prepared by, on behall ol. of for the use of 8n sgency responsibie
for the regulation or supervision of financial inghtutions, or

Qe0l0giCal And QeophysiCAl INtorMAanion and dala. including Maps, conceming we'ls.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information comprled in reasonatie antcipation of a cvil action proceeding,

material repc.ung invastightive 811ons pertaining to the entorcemeant of criminal law including etforts 1o peevant, conirol, of reduce cnme
of apprehend crimunals, excep! records of arest,

A which ig currently and prop lassified pursuant1o £ @ Order 12356 in tha interest ol ihe national delense or loreign

H

poicy, for p f Involving Igance SOources Of methods,

investigatory materiai compiled for law enforcement purposes. otherthan crimindl, which did nul zesuttin loss of 8 nght, beneltof priviiege
uncer Feoeral programs, or whuch wouid identty 8 source who furrus hed mformanon pursuant 10 8 promise that shet identily would
be heid in confidence,

material mainlaindd i CoNNection with providing protective $ennces 10 the Pratident of the United States or any other ndviduatpursuant
10 tha authority of Tle 18, Unied States Code, Section 3056,

required by siatute 10 be mantained and used solely BS SIalSLCAl records,
in y maierial d solety 'otlho purposs of o 1 18 for Focaral crvihan empioyment

or lor accass to classf of which would teveal lh.ldlnmy ol lhe person who lumishedwlormation pursuant
10 B pramiss that his noonmywouumheuncmlmm

testing o examination matenal used i detarmune individuat Quattications for sappoiniment o p nFederal G sarvice
the 1ioase of whech would compromisg the tes.« 5 of SXBINALON PIOCesSs,

matanal used o delerming potential lor premotion inthe armed Serv.: 2% the distiosuro of which wouid reveal the lentity 0f the person
who luriighed the matenal pursuan! 10 & promise that tus «dentily would ue held n conlidence

L oY
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. This Gase has 'm assigned upuoma Bureag.
: Appuvod code name and all sudbsequent communications

involving thias matter Mc e captioned as above. This
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1n aovnopsl oinedt SS.SHRATITSS Sttt of e,
control case, bearing this caption, .to'nﬂ :!gn ?ouw
this activity the K08, Copies of all communicalions
dnvolving Soviet inte in librerians should be submitted
to this control tuo.G;, . .

The XYO will furnish ndditicaal reccamendations £o
¢the Bureau as to what action can de initiated to counter the
. KGB erforts to develop sources and contacts among librarians .(zl.)
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FECERAL BUREAY OF INVESTIGATION
FOIPA DELETED PAGE (NFOMMATION SHEET
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Pagela) withheld entirely at this location ia the file. Oltcmdﬂofolloﬂulhl.ub.m

iadicated, explala

Deloted under

malerial availabia for relesse S0 you.

&is deletion.

3]

. i no segregable

laformation partained caly 1 & thind party vith no reference 1o you or the aubject of your reque.*-

Information pertained caly 10 & third party. Your name is listad in the title only.

Documents originated with another Goverrment agency(ies).

agency(ies) for review and direct response to yoa.

Pages conlaln information furnished by another Government agency(ics).

These documents were referrea ¢ that

You will be advised by the FBI as

to the releasability of this information following ous consultativn with the other agency(ies).

Page(a) withheld for the following resson(e):

u:.'*wr information:
5?!-‘9/4%_
o\.,"‘_ -~ . W,J “;"‘;ymw
-~ . LSRN -
w The following number ia fo ba woed Tor yuii B oy Alme n..:..'?\_\__
m“ —— S~ —
ZXAXXXYAXXXAXAKXKXE
DELETED PAGE!S)
NO DUPLICATION FEE
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Prior to authorizing implementation of the program eet
forth 4o referenced airtel, the Bureau deeiree that mr g!uco .
ar

oubait an setimate ae to the approximate aunber of 1 ane who
ady bo interviewed and the smount of manpowey that might be o:pondoda

While it appears that your suggeeted approach to thie
problem ie Jogical, the Bureau deeiree that euch an interview
prograz be moet uioottn in nature gnd that an unvieldy and
unncocesesry caeeload ie not created

\] Upon receipt of your commente in thie regard, the Bureau
@ vill give further consideration to your proposal gy,

o
he

he Buresu code word for oﬁ- investigatio
28 Soviet intelligence services (818) eoej
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-t T Ae an adgunct to the above procedurs, considerstion
- will be given to an interview of the chief lidrarian at & .
articular ccapany for inetellation wvherse the library ataff is
arge, This individual would be interviewed as vttlined sdove,
but in addicion he would be requested to alert members of hie
staff to our interest in this regard. It is felt .quch an
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- approach would be effective :
interviewing each 1librarisn.

&nﬁd reduce the 'Mc"c_:uny of

. e
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: ' UACB, the above progrem will Be instituted by the
NYO, Any comzents, cbservations or suggestions by the Buresu

are invi ld@
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—L Pagets) withhed eutirely at tis locetica fm the flle. One or more of the followiag statsasats, whers
indicated, axpleia his deletica. R

X Deloted uader sxsmption(s) JYI) with no segregable
matecial available for relesse © you.

O Iaformation partained caly o & thind party with 8o reference 10 you of the subject of your request.

-
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Iaformation pertained oaly fo o third party. Your nams is listed ia the Ude caly.

[0 Documents originated with snother Government agency(ies). These documents wers referred to that
agency(les) for review and direct response 10 you.

= Pagescontain Information farnished by snother Government sgencyties).  You will be sdvised by the FBJ as
0 the releas: billty of this information following cur consultation with the other sgency(ies).

e Page(s) withheld for the following reason(s):

[J For your infommation:

e The Collowing sunber it © be naed for reforeecs regardiag theee pages:
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The Bureas has cnnluu{ tevieved the progras
proposed ia your referenced airtel to interviev a pumber
of librarians u:lon‘ in technical 1ibraries of intersst
to Soviet intelligence services (818)

Waile it s recognized that such a program could
ba of some value 1ia alerting those librarians to contacts by *
E18 psrecnnel, could encourage their prompt reporting of such
contacte to your office snd might even uocover some individuals
who have slready been contacted, the Buresu does mot feel that
in 11ght of other dsveatigative priorities the reaults which
.:‘:;‘:.'::“a’: warrant & substentisl expenditure of manpover
[ e,

Librarians st techaical facilities having ecoatrol over
clasaified materisl should have been alerted to proapt reporting
of contacts with comunistebloec officials by the -uftnry
intelligeace components responsidle for their establishments.

At those 1ibraries where there 48 no elsssified materisl but
where there i materifal which is of iaterest to 818 it is
recogaised that 518 my fadeed ire h dats, fu a8 opes
society, however, 1t 18 iaprs oupt to at all
Soviet aoquisition ef sueh readily available mater ad we

aust secegaise realistie iiniteticns 1a this regard. -
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. With the ever iscreasing nusber of Soviets asaigned
to this country im an officisl capecity and the present
1initations of avail ble manpover t5 counter their activities,
it 43 siaply net znetteul to snter into such a prograa s is
propoasd XYO at this time. It is recognized that some 7alue
would be derived from the progran ed by NYO but i 4.
8ot believed that the results mm?ﬂ would offset the

losses in other inveatigative areas which would be necessitated
by this use of our manpower resource, .
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that you o’uol 2 ausber of cases and 1t i3 requested
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.é_ Poagela) withheld entirely ot this location is the file, One or more of the follo- ing statemeats, where
indicatnd, explais iz Jeletisn.
Delotad under eaamptionis) {,ékl) with o segregable
N moterial available for release to you. i

O

labemation pertained caly 10 8 third party with o refarsnce o you or the subject of ywer rquest.

O

latormation pertained caly o » thind party. Your name is listed in the title cnly,

O Documents originated with another Government agency(les). These documents were referred o that
agency(ies) for review and diract response to 5 ou.

e Pages contaln Information furnished by another Government agency(ies).  You will be advised 1y the FBlas
1o the releasability of this information following our consultation with the other sgency(ies).

———  Pagels) withheld for the following reascn(s):

3 For your information:
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APROXIMATZLY EIGHTY (0C) PIRCEINT OF THE MEMASR LISRARILS

WITHIN TdAL NEW ¥OAK CHAPTLR CP TIHE 3PLCIAL LISRATIEE A3SJCTA%TISN
LIMIT ATCZSS TO S7UDIHTS, STAFF, CLIZUTS, OR OTHMTR LIZRARILMS X2
RECJ!R; REGISTRATION AUL/0R IDELTITISATIS. &0n r.J.‘l-'ATA.fC'Jm

LIDRARIANS ARE SPCIIFICALLY ASVISLCD THWT THE P51 13 I[UTLRLSTID
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#JT HNVE ACCESS BUT REQUEST AZSISS T OTHEINA-SE RLSTRICTED LILRALD
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' Investigation in thie matter was initiated in
view of 8IS emphasis on develop sources employed a* lidbrarian
in technical or scientific libraries, It was originally
intended that the NYO would cpen investigations on numerous
librarians in the above category with the dual purpose of
Jeternining whether any Soviet personnel had contacted them

snd, if not, to alert them to auch a possibility so that they
woula uporé any approach to the nx.&_ '

The Bureau subasquently instructed that in 1ight
ol cther investigative priorities the reaults to be obtained
did not warrant the oxpniaitun of the manpover required to

\

I DECRR Y

an

PSS I

implemsnt this program.

In view of the fact that no program has been
established with resard to interviewing librarians, as set
out above, no need vxists to maintain thia control file.
Therefore, thia case is being placed in a closed lutul@,

wlry




304




306

©

ERIC

Aruitoxt provided by Eic:




Through thi lwelm initiation of cases and subsequent
interviews, oontact of ians by a BI8 can be definitely
deternined and those who have not besn ocontacted will be alerted
to tha possibility of contact by a NI8, cuhor alternative will
serve to effectively counter attewpts by the NIB to fulfill its
Tesponsibilitias in recruiting sources of intelligence.

- 1e

secommended this progran i Iliitttia aQ&
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The Special Lidrariec Directory of Greater New York is
divided into 36 library classifications. In order to facilitate

implenantation of this progr
f.hl: tono\.d.ag ptiorsgtsgtm

these classifications Lave received
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ing this program will be provided to
menbe eir assistanocs will be requested in
inc.u g oir security pPresentations as a part of
the Development of Counterintelligence program,
Timely ooordination should elimin ffort {n
contacting those chief librarians of specia 1isted in
the directory and whose organizations are scheduled for a DECA
presentation ns well ag identity nitiate contact with epecial
libraries not listed in the direcirry
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Therefore, if appropriate, a determination ahould be made
at sach Devel nt of couuuauliuonu Avarenesa (DRCA)
resentation whether that organisation maintains its own special
rary and if eo, viether a zepresentative from the library staff
ehould be specifically included in the DEICA presentation.




It ie recommended a subfile ba maintained for
channelization and correlstion ¢f information received regarding
the libraries within these classifications.
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Pagels) withheld eatirely at this location in the file. Owne or more of the following statements, wheee
indicated, explaia this deletion.

Deloted under exsaptionts) ‘ﬁm with no segepable
matsrial avajlable for relense 1o you. v
laformstion partained only %0 & third party with o refersace %0 you or the subject of your request.
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AMERNICAN CIVIL LIBERTEB UNMON

122 Maryland Avenu, NE

N OFF| Weshington. OC 20002
WASHINGTON OFFICE (202) 5441881

PAEYOENT

June 20, 1988 Ira Gissopr
CECUIVE D CYON

Ele s Hoimes Noron
CHAR
NATOMAL ADVIBORY COUNE 4

The Honorable Don Edwards, Chairman
Subcommittee on civil and Constitutional Rights
House Judiciary committee

2307 Rayburn House Office Building

Washington, D.C. 20515

Dear Congressman Edwarda:

On behalf :- he ACLU, we write to you today to express our
concern about | : ° ,I’g counterintelligence activities in the
library commun, :v known as the "Library Awareness Program."

The ACLU believes that the F3I should be prohibited from
engaging in an ill-conceived, broad-based counterintelligence
campaign in our nation’s libraries. The FBI’s investigations
should be limited to instances in which the Bureau reasonably
suspects that an individual is engaged in activities which nukes
him or her a legitimate target of a counter-intelligence
investigation. In addition, the FBI must itself follow the law
hy presenting a court order for information related to library
patron use.

We are opposed to the FBI asking library personnel to
violate state confidentiality laws by divulging patrone’ records
related to use of unclasaified, publicly available materials.
Thirty-seven states, including the District of columbia, require
a court order be presented bafore library “ecords may be
released. In addition, library personnel are being asked to act
in contravention of their own policles by divulging records and
informing the FBI of suspicious, out of the ordinary behavior by
library users.

Contrary to the implication of recent testimony by FBI
Director william Sessions, the FBI's broad-based library
activities are not limited to New York libraries. Investigative
activities, virtually identical to the Library Awareness Program,
have been reported at more t' n twenty libraries nationwide. The
FBI has asked library perso ! in academic and public librac-ies
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The Honorable Don Edwards
June 20, 1988
Page 2

to divulge records related to library use and to report on
"anomalous” library use. The library community reports that the
rBI has used this approach at the University of Cincinnati,
University of utah, George Mason University, Pennsylvania state
University, and the Broward County Public Library in Florida.

We suggest the Subcommittee request that the FBI produce
guidelines and procedures on the Library Awarensss Program and
related activities. More importantly, we urge the Subcommittee:
1) to requira the FBI to abide by state law and to honor the
professional and ethical codes of the library community: and
2) to narrowly circumscribe the scope of FBI intelligence
gathering activities in institutions, such as libraries, that
play a crucial role in preserving the freesdom of citizens to
receive and exchange ideas.

We commend you for your early a~d vigc 'ous response to the
Program. We are available to work with you on this matter.

Sincerely,

o

Morton H. Halperin
Director

SZ)«JW %U‘“ Wr—
Janlori Gol n
staff Attorney

Ba
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ACTION FUND

June 28, 19&8

The Honorable Don Edwards
Chairman

House Judiciary Subcommittee on
Civil and Constitutional Rights
2307 Rayburn

Washington, p.C. 20515

Dear Chairman Edwards,

I am writing to you on behalf of the 270,000 members of the
People for the American Way Action Fund, a nonpartisan
constitutional rights organization. We wish to thank you for
holding the oversight hearings you have been conducting on the
Federal Bureau of Investigation’s counterintelligence activities
in our nation’s libraries. In addition, we wish to reiterate our
concern about the FBI’s activities.

We believe that the FBI's counterintelligence activities in
our nation’s libraries raise serious constitutional and policy
questions. The FBI has the dual responsikility to conduct itself
within the framework of the Constitution v d law, and to be
accountable to Congress and the American peopla. We believe that
the FBI has failed in this regard.

As the testimony presented to the subcommittee last week
made clear, the FBI'S "Library Awareness Program" and related
activities represent a very real assault on the privacy of
individual citizens. Thirty-eight states in th2 nation have laws
protecting the confidentiality of library circulation records.
Yet, the evidence suggests that the FBI is circumventing thcse
laws by requesting information on reading habits of individuals,
Not only is the FBI‘s policy of training librarians to become
spycatchers an invasion of citizen’s privacy rights, but the
program also forces librarians to violate their own professional
and ethical standards. Moreover, the FBI's "counterintelligence"
effort restricts citizens access to unclassified information that
should be available to all Americans.

Because of our concerns about the FBI’s program, People For
the American wWay’s Legal Defense Fund recently assisted the
National Security Archive in filing a lawsuit under the Freedom
of Information Act to force the release of documents relevant to
tie Library Awareness Program. The lawsuit was filed after
eleven months of stonewalling in response to repeated FOIA
requests by the National Security Archive for more detailed
information about the program,

¢« rad,,




O

ERIC

P e
~

329

While the litigation may ultimately uncover some details of
the FBI program, we believe it is appropriate for your
Subcomnittee to require that tha FBI provide to the Congreas and
the American pesople a complete account of the policies and
guidelines for the "Library awareness Program™ and related
activities. We ask that the Subcommittee mandate that the ¥BI
conduct itself in accordance with our nation’s laws, including
state laws,.and to respect the professional and ethical codes of
librarians. In the event that the FpI refuses to comply, we would
urge the Congress to take measures through the authorization and
appropriations process to limit the scope of FBI intelligence
gathering in our nation’s libraries.

From all available evidences, the FBI’s "Library Awareness
Program™ and its related activities are infringing on the rights
of Americans. The FBI cannot justify programs which underczut
fundamenta), democratic values in the name of promoting and
protecting democracy.

Attached is a background report People For the American way
prepared on the FBI‘s Library Awareness Progran.

Th2nk you. .
Sincerely, ;¥ .o -
(( i ..! Z/ \v . f . . —
o SR
John H. Buchanan, Jr. Arthur J. Kropp |
Chairman President ‘ [




(Lrs T Ten e e s

330

HlmencanWay

The non-partisan constitutional biberns OTRURISULON.

The FBI's Library Avareness Program
Background Report

on June 8, 1987, two agents from the Federal Bureau of
Investigation (FBI) np{ronchod the clerk at the Math/science
Library at Ccolumbia University in New York, asking for
information about the use of that library by "foreigners." The
agents vere directed to Paula Kaufman, Columbia’s Director of
Academic Information Services, and again requested information on
library patrons from countries "hostile to the U.5., such as the
Soviet Union." Outraged, Kaufman immediately informed the
American Library Association (ALA) of the incident. Three months
later, the Nav York Times broke the story on the FBI’s "Library
Avareness Program,” e program vhich until that time had been kept
secret from the Amarican public.

Since then, investigative journalists have exposed a
swvesping effort by the PBI to turn librarians into unofficial
“sples,® gathering information for the Bureau on the roading

its and activities of foreigners and other brosd categories of
“suspicious” individuals. Most alaraing are reports of "fishing
expeditions,® in which the FsI is asking librarians to produce
circulation racords of books, interlibrary loans, and data base
requests.

Continuing reports in the media sbout the FBI excursions
into public and academic libraries, ani Fsr stonewvaliing in
responec to reperted demands for e ful! accounting of the
progras, have outraged the American public.

The FBI has ettempted to defuse this public pressure by
making limited statements on the program, including a closed
brieting to the U.8. Mational Commission on Libraries and
Information Science. Nany of the official FBI statements on the
proyram, howaver, have been contradicted by other FBI officiale,
by library officials approached by tha FBI, es well as by
testimony before Congress. Rfforts by non-profit organizations
such as the Netional security Archives and the American Library
Association to gain acoess to information on the ztoqta- through
Freedom of Information Act requests have baen fruitless. Official
requasts for inforsation by Congress have elso been ignored.

Since this country was founded, thers has alvays been a
tension between the need to protect our nation from the threat of
hostile forces and tha need to protect the constitutional rights
of our citizens. This conflict is reflected in the different
descriptions of the "Library Awareness Program." The FPBI
describes it as @ "narrowly focussed" project necessary for
saintaining our "national security.® The Asmerican Library
Association, however, calls it "an unvarranted government

intrusion upon parsonal privacy."

2000 M Street, NW, Suite 400, Washington, D.C. 20036  (202) 467-4999 ~@»-
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At a minimum, the American public has the right to know the
full story about this prograsm. The limited information that has
already been uncoverad shows & program that threatens basic
constitutional 1iberties, including the right of privacy and
intellectual freedoam. The project also raises broader questions
of government secrecy and government intrusion into the private
lives of American citizens -« problems which have increased
dramatiocally under the Reagan administration.

In short, the Library Awareness Program appears to threaten
some Of the very freedoms it purports to be protecting.

Our present knowledge of the FBI’s "Library Avareness
Prograa” is limited and often contradictory. There is no
agreemant, for example, on basic facts such as when the program
vwas initiated. Various acocounts, including those from the FBI,
put the start at ono'¥¢lr ago, tean years ago, and twventy-five
Years ago. The following section explores some of the informetion
that has become public over the past year, including information
dravn from media accounts and official FBI statements on the

prograna.
Ths acopa of the Program: Limited or Far-Reaching?

The actual scope of the "Library Awvareness Program” is
unknown. According to nevspaper reports, FBI agents have bsen
-ﬁruchinq librarians and clerks both public and academic
libraries around the country, asking broad questions about the
reading habits of their patrons, and requesting librarians to
report any “"suspicious® activities they encounter. Those
intervieved have reported that the FBI’s requests concerning
circulation recoiiis and their descriptions of who is "suspicious"
are 80 broad and vsque that they invite abuse. The requests have
been condemned as an unwarranted invasion of privacy and
confidantiality of all library patrons.

The 7BI, on the othar hand, has attempted to drav a narrow
detinition of the program, oaninq it a limited effort aimed at
educating "xnowledgeable. individuals in specialized libraries” to
the threat of "hostile” intelligence officers working in the U.S.
"We’re not trying to make librarians spies® says Thomas Duladway,
dsputy assistant director of the Fir’s Intelligenece Division. The
purpose, says ths Bureau, is to warn librarians that they could
be recruitment targets of hostile powers, and that libraries have
historically been the favored locations for spies to gather both
valuable information and to recruit agents.

Librarians’ experiences across the country tend to confimm
the "fishing expedition® approach, however, and raise serious

\)4 {) > e
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Questions about just iiow "limited” the FBI's progran is.

For example, the FBI, apparently in the absence of any firm
1;adu, ?ll approached librarians asking about general categories
of people.

*¢ A librarian at Columbia vas asked about any "foreignere"
using the library.

¢ At the University of Maryland, the FBY agent demanded
information about the reading habits of individuals with
“East European or Russian-sounding names.®

44 An FBI agent went to the Brooklyn Public Library and
varned the librarian that "persons acting agai.st the
security of the United sStates” might come in, and to report them
if they do. Another FBI agent came in, flashed his badge, and
told the librarian "to look out for suspicious looking people who
vanted to overthrow the governament.®

*¢ One FBI spokesperson tried to explain the program this
vay! "We’re not locking at authors. We're looking at pecple who
vant to read authors.®

The FBI has alzo made broad requests for information about
library records and general areas of reading,

¢¢ The FBI agents at Broward Country Library in Florida, for
example, wanted access to data bases showing checkout records.

¢¢ FBI agents at the University of Houston sought to monitor
books checked out by interlibrary loans. The librarian was told
"Certain Russians are acquiring economic materials which could
benefit thea."

¢¢ One librerian was asked to produce a computer search of
areas that Zast European or Russian-sounding individuals
vere interested in,

PBI instructions to librarians on how to recognize
"suspicious® individuals or activities are so broad that a large
numbar of innocent people could be cnuizt up in the inquiry or
surveillance. Abuse of the program is inevitable.

“¢ One FBI agent said that "an alert librerian would be able
to see what kind of person you are. They could check your
handwriting, see whether you’re a research student or whether
you’re crazy or whether you’rs a threat."

*¢ According to the FBI, suspicious activity would include
svapping documents with other library patrons, speaking a foreign
language, or requesting texts on “"underground tunnsliig, ailitary

3
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installations, or technological breakthroughe."

*# Another explanation of what to look for goss as follows:
"We’'re asking 11brnz¥ pesrsonnel to be alert to unusual bshavior
on the part of individuale who gould be Sovist nationale and
studente froam countriee that gould be hostile to the United
States.” It appears that wild guesework is neceseary to
accomplish the FBI’s goale.

Some of the "tipe" on what librariane should look for boider
on the absurd. According to an FBI rsport recently releassd to
the Senate Judiciary Committes, entitled "The KGB and the Library
Target 1962 - Present,” librarians would have reason to contact
the FBI rugnrﬂinq an individual if "he identifiee hinesslf as a
Soviet National .., and wishes to have assistance in conducting
ressarch in the library® or "ie obssrved departing the library
after having placed microfiche or various documente in a
briefcass without properly checking theam out of the library."

Monitoring suspeacted foreign agents and apprshending pesople
who break anti-sepionage laws is certainly a legitimate and
necessary part of the FBI'’s counterintelligence responeibilitiee.
Preventing illegal activity such as paople stealing books or
microfiche from the library is clearly part of a librarian’e job.
The *Library Avarenese Program,” however, appears to go vay
bayond such concerns in waye that violate basic principles of
tt?ut. confidentiality, and the conetitutional protection of
privacy.

tha Nevw York Area or Nationwide?

There are seriocus questions about the geographic scopee of
the program. Nedia reports say the FBI’s progras reaches acrose
the country, not only into special research libraries but into
public libraries and genheral university libraries as well.

The FBI, however, firet claimed that the program vas limited
to specialized libraries in the New York area. later, during a
closed dbrief of the National Commission on Librariee and
Information Science, an FBI official said that the FBI had
approached 235 libraries, but that it was a “very, very limited,
small approach® that wvas responding to a "specialized problea in
New York, Washington, D.C. and maybe san Prancisco."

The following is a partial 1liet of libraries across the
oountry vhich have been approached by the PFBI since 1985 -~
gathered from various newspaper articles and the American Library
Association’s Office for Intellectual Freedom. It ic not known
vhether thess incidents were part of the "Library Avarenses

¢
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Program" or involved another FBI progran.

#* The Math/Science ‘gbnry at Colupbia University, New
York City, New ¥

*¢ The Arooklyn Public Library, Nev York city, New York
*¢ The Courant Institute of Mathematical Sciences at Nsw York

Univarsitv, New York city, New York

*¢* The cheaistry library at the University of Maryland,
Colledge Paxk, Marviand

#¢ The research library at the State University of New
York at putfalo, New york

ok ty, Virainia

4+ The \braxy in Fort raudsrdale, Florida
*¢ The mw_mw
*¢  The main library at the Pannsvivania State University
*¢ The engineering library at the lnivarsity of

*¢ The engineering and mathematical sciences lidrary the
¢¢ The mimaring-hanlpor:at on Library at the

University of Michigan
*¢  The Memorial ubna at the Univarsity of Wisconsin -

e+ Univaraity of utah

The PBI has refused to relesase the names of librariee with
which it has initiated contacts.

Quastionable Technigues of the FEX Agents

Although the FBI has consistently claimed that ths program
is purely voluntary and that the librarian has the right to
refusse to cooperate, there have been numercus reports of scare
tactics and other questionable techniques ussd by ths FBI.
Lidbrarians have reported baing intimidated b! FBI agents who
flash their badges, regquest closed-door meetings, question the
librarian’s patriotism, and, -- on one occasion =- claimed that
they wers authorized to circumvent state library confidentiality
lavs against disclosures. Librarians have complained that the FBI
never makss an appointment, and rarely meets with the supervisor
at the library, tend to contact the lower-level etaff, who are
less prepsred to guestion their authority.

Tha FBI has apparsntly gone further than serely requerting
assistance. On one occasion, according to an article publishad in
the , tha 7BI want to the home of a librarian
at the Nev York Public Lidrary and grilled him on his contacts
with the Cuban Kission to the United Nations. More serious,
howvever, are reports by the ALA that the FBI has on at least one
oocasion used taps on telephons lines to reference desks, as
well as hidden cameras, to spy on library patrons’ activities.

| « er
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uter

While the FBI has not formally acknowledged going beyond
university and public libraries to kesp tabs on who is requesting
what kind of information, there have been a few hints of a
broader campaign. In 1986, for exampls, the FBI, the Air Force
and the CIA went to Mead Data Caentral, and expressed their
concern that hostile agents were interested in their computerized
information systems. Mead Data Central produces and operates the
huge "NEXIS® computer data bass Of newspapers, magazines, and
legal and technical publications, used by writers, researchers
and etudents across the country. Mead reportedly turned down the
goverrment’s request, arguing that "the information on NEXIS had
all baen previously published and shouldn’t be a matter of
concern to the federal governament,"

In another instancs, the FBI went to a private ressarch
company, Charles E. Simon Co, with a similar warning about
foreign agents and requests for assistance. The company retrieves
documents about corporations from the Securities and Exchange
Commission. According to a company official, the FBI asked if
anyone from the “"easte“:: bloc" was making inquiries. According
to an article in MMM nevsletter, the
FBI agent reportedly said that "most companies, if they are
patriotic ... would be more than helpful.”

Given the enormous range of information in such computerized
clearinghouses, and the number of people using them on a daily
basis from their private homss or offices, the fact that the FBI
is making inquiries into who is using such systems is troubling
indeed.

LHE BEARN AWARENEDSDS FPROGRAM

CONSTITUTIONAL QUESIIONS

1) Material Availnble in Our Libraries: Is it a legitimate
National Security concern?

One of the issues that has been raised concerning the
Library Avareness Program is vhether materials available in our
public and university libraries could, if gathered by "hostile”
agents, constitute a threat to our national security. The answer
is no. public and university libraries Go not have classified
information or documents. As the director of libraries in Broward
County, Florida says: "Bven in our technical library therse isn’t
anything classified, nothing you couldn’t get by reading ...
Aviation Week.*

The FBI admits that no classified information is availsble.
They g0 80 far as tO say that almost 90 parcent of everything
that the Soviets gather in the U,8. is “free and open to anycne."
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Their srgument is thst there is "sensitive" msterial that, if
pieced together, could be useful to s foreign hostile power.

There sre elaborate government classification procedures
designed to classify eny government document that should not be
relessed on nstional security grounds. Public sand- soadenic
libreries don’t have guch documents. The PBI ar ent thst it
must keep tabs on individusls looking st potentielly "seneitive"
but unclassified materiel is s brosd invitstion to goon a
fishing expedition. As one librerisn ssked, is the next step to
Classify road maps, since they give the locations of bridges that
could La blown up?

If there is to bs a balence shest veighing ?ovarnlont
intrusion agsinet the threat to constitutional rights of privacy
ond intellectusl freedom, the "Library Avareness Prograa® has
again skewed the balance.

2) Doss the Program Involve Serious 1egal and Rthical Violations?

Most Americsns assume that vhen they check out e book in the
library that their selection is confidential. In fact, there are
lsvs in 38 stetee which specitically protect the confidentiality
of circulation recorde. Whether a person checks out Karl Marx or
Jackie Collins, his or her choice of reading matter cannot be
disclosed to enyone without a court order. One of the questions
raised by the FBI’s program is whether the FBI is authorizing its
agents to circumvent the state lavs by requesting information on
the reading nabits of individusls or "suspect" groups, including
circulation records. There i: evidence that on st least one
occasion, an FBI agent told a librarian that forsigners wers not
protected by such laws.

Whether a state has such a lsv or not, hovever, thers is a
policy, articulated by the American Library Association, which
forbids disclosures of a person’s reading habits. The ALA policy
was articulated in 197¢, vhen federel Treasury sgents entered the
Milveukee Public Library and demanded the names of every person
who had checked out books on explosives. The ALA’s formal policy
includes the statement “the efforts of the federal government to
convert library circuletion records into ‘sugpect lists’
constitute an unconscionable and unconstitutionsl invasion of the
right of privecy of library patrons.®

If the FBI or any other government agency has reason to
believe that an individual is breaking the lew, or covld be an
intelligence sgent from a hostile country, then it should follow
the lav and produce a subpoana. This is not the case, it eppears,
in the vast majority of incidents so far reported. From vhat ve
knov, the Bureau is violating both the legsl and ethical
boundaries of library contidentiality.

7




337

3) Will the Program have a chilling Effect on Library Use?

The 11brnr¥ is a symbol of intellectual freedom -- a place
vheres ons can eit down privately and delve into vhatever subject
one chooses without fear of exposure or intimidation. It ie also
the repository of our nation’s sducational and scientific
information. It ie not eurprieing, therefore, that the acadenmic
and public library community hae responded with outrage to what
they see ae an unwarranted government intrusion. Their main
concern, of course, is that the "Library Awareness Program" will
intinmidate all library patrons. As Judith Xrug of the American
Library Association says, "This surveillance casts a shadow over
library ueers. They’ll begin to wonder who’s watching, and are
they looking at the wrong topics? Are they doing something that
could be construed as un-American?"

Rep. Don Edwards (D-Calif.), a former FBI agent himself, has
bacome an outspoken critic of the program. He too warns that to
turn librarians into arme of the federal government degrades "the
entire }1brary system in the ayes of the citizene of the United
Statees.

Even the FBI admits that for a librarian or a library
spokesperson to admit involvement in the program ie to riek
alienating library users, and places the inetitution under a
cloud of euepicion. *Librarians can’t admit they’re cooperating
with us,” saye the Bureau, "because it would make them suepect."

The "chilling effect® on all library patrons that they are
being watched ~- wvhether they are or not =-- is a real one. By
requesting information on categorise of peopls, euch as thoss who
speak Ruseian, as wvell ae information on vho ie checking out
booke or materiale rclating to certain subject categories, the
FBI is threatening the trust and confidentiality that all library
patrons have a right to assume. The program aleo threatens to
“chill®™ the broader area of academic and ecientific inquiry so
esuyen. ial to our advancement as a nation.

Informad citisens are sseential to the democratic eyetem of
governaent. Only an informed citizenry can debate public iesuee,
hold elected officiale accountable for their actione, &nd offer
meaningful consent to the actiones of their government. The
American psople have a right to know vhat ite government ie
doing, unless there is overvhelaing evidence that euch dieclosure
will harm our nation’s eecurity. Until recently, however, the
average American citizen had no legal recoures to gain access to
information that the government wanted to keep secret. Enacted in
1966, the Freedom of Informaiion Act has become the corneretons
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of the pecple’s right to know, at last giving citizens an
:ntorc.:zl. means of gaining access to government reports and
ocuments.

The public’s right to knov and the increasing problea of
governaent secrecy have been a focus for People for the American
Way’s activities over the past two years. People For had been
committed to pressing for greater educational and intellectual
freedom aince its inception in 1980, with its work on censorsh.ip
of educational materiala in schools and libraries across the
country. It has since broadened its concern in chia area. People
Por’s report last year entitled "Government Secrecy: Decisions
Without Demacracy,® documents the inatitutionalization ot
government secreCy -- eapecially its explosion under the Reagan
adninistration. Pecple Por ham alac testified in support of state
library record contfidentiality laws, and has worked with both
House and Senate Committees in formulating inquiries into the
“Library Avarshess Program.”

various other public interest groups hasve become
instrumental in the broad effort by Americans to gain access to
the inner workings of their government. The National Security
Archive is a ron-profit research institute and library facility
in waahington, D.C., serving scholars, journalists, and the
American pUhlic. It makes available intermal government documents
on a variety of foreign, intelligence, defense and international
policies, many of which have bsen cbtained through Freedoa of
Information Act regque. ts.

On June 2, 1988, People for the American Way and the
Mational Security Archive joined together in a lawsuit, National
’to
coapel the FAI to rslease information under the Freedoa of
Information Act on the *Library Awareness Program." The People
For the American ¥Way Legal Defense Fund haa secured for the
Archive the pro bono legal services of Washington, D.C. based law
girm Covington and Burling,

Mat d

The history of the National Security Archive’s request for
informaticn on the F3I’s "Library Awareness Program® is a. history
of denial and foot dragging.

¢ On' July 10, 1987, the National Security Archive filed a
Preedom of Information Act request for information on the FBI's
®»Library Avareness Prograa."

** On August 21, 1087, the FBI responded to the Archive’s
request by claiming there were "no records" responsive to the
regque st.
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*¢ On Sspteabar 30, 1987, leaa than two veeks after the New
ran its original piece on the program, the Archive
£iled another FOIA requeat, this time sending it to the FaI‘a New
York office. It reiterated its request for all records on the
program, including documents describing the nature, the purpoae,
the authority of the program as well as the 1nleruce13nl given to
participants. /

*#% On October 14, 1987, the FBI said it had made an error,
and the documents requeated by the aArchive did in fact exist, and
vere being forwarded to the PBI headquarters in Washington, D.C.

*¢ since October of 1987, the Archive has not received cne
docusent from the FBI. In fact, on April 2is, 1988, the Archive’s
special counael waa informed by the Deputy Chief of the FBI‘a
i:;:don °£ Intormation Section that "no release of records waa
ﬂ.nt . .

*¢ On June 2, the National Security Archive, aaaiated by
Pecpla for the American way, filed a lawvauit in the U.S. Diatrict
Court for the District of Columbia. Arguing that documents have
been denied "without legal juatification," the lawsuit asks the
court to order the FBI to releass ali reguested documents and to
expadite the proceedings.

conclusion

Bacause of the PBI‘’s refuaal to make public what it knowa
about the prrgram, much of the story of the Library awaranesa
Program remains untold. What is known, however, is cause for
great concern.

We live in e somatimas hostile world, and to protect our
national security intereats, the FBI and other agencies need to
conduct counter-intelligence activities. But those activitiea
must be conductad in a manner consistant with the Conatitution
and the Bill of Rights. In its haste tc catch Soviet and other
spiles, there is evidence that the FBI is running roughshod over
Amaricans’- rights.

The FBI’s Libriry Awvarenesa Program is an affront to the
intellectual freedom at the core of our open dc-ocrlc{, and a
gross violation of gitisens’ conatitutional privacy r.zhel. The
vaquenass of the guidelines given to librarians coupled with the
use of intimidation tactics is a broad invitation for abuse. and
the notion that citizens would come under suspicion baaed on the
spelling of their names or the sound of their voice is repugnant
in a free and open enclety.

In a spesch given at the virginia Convention 200 yeara ago,
James Madisou said: "I believe there are more instances of the

10
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abridgment of the freedom of the people by gradual and eilent
ancroachmente of those in pover than by violent and sudden
usurpation.® The FBI’e Library Avareness Program is of course not
a "violent" or "eudden" usurpation of puwer. It is, however, one
small part of that "gradual and eilent encroachment® of basic

liberties and freedoms that are essential to a democratic systenm
of government,

11
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"The KGB snd the Library Target 1962 - present," prsparsd by ‘ha
Intelligence Division, PBI Headqusrters.

Transcript of the "FBI Pressntstion to the U.S. National
Commission on Librsries snd Information Science," by Tonm
DuHsdwsy, presented on Jsnuary 14, 1988 at the San Antonio Public
Librsry, Ssn Antonio, Texas.

"Librsries Are Asked by PFBI to Report on Foreign Agsnts," New
o8 9/18/87.

"The FBI’s Invasion of Libraries," the Natjion magazine, 4/9/88.

"PBI Recruits Librarians to S§py on ‘Commie’ Readers, Hall Straeet
Journal, 5/19/8s.

"Librsrisns wsnt FBI to Shelve Requests About Foreign Readers,"
¢ 3/27/88,

"Tha FBI Spy Program Bothers Librsrians,” New York Times,
S/1°.‘88.

A report on the FBI’s program in the Daily Report for Executives,
Published by the Buresu of National Affairs, 2/26/88,

"FBI ssks librarians to help in the search for spies,®
, 2/23/88.
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FH 1 0193,
CanlSl“S COllege Andrew L. Bouwhuis Li:rary

June 8, 1988

Desr Mr. Edwards:

I am writing to protest, in the strongest possible terms, the FBI's
Library Awareness Program. As a librarian I resent the subversion of the
library's role as universal disseminstor of information. As a citizen I
resent the federal government's incursion into the civil right to privacy
of every library user.

* I urge you to do everything in your power tO see that the appropriate
congressional committees investigate or hold public hearings on this program.

World peace and internation vo-operation are fostered by universal
sharing of knowledge. The library community is extremely resentful at being

asked to play a role diametrically opposed to that. Please use your influence
to expose the FBI's underhanded, backstreet tactics.

Sincerely.

|'I.'((.‘( AN f/.'ll
Adelaide H. Schroeder

Circulation/ Interlibrary
Loans Librarian

2001 Main Stieet  Butlalo. New York 14208 - 716-883-7000
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Acaduemic and Christian Excellence Riley-Hickingbotham Library
e e Sl Our Viion June 1, 1988

The Honorable Don Edwards

Chair, Subcommitte on Civil and Constitutional Rights
806 Honse Annex f1

Washington, D.C. 20515

Dear Cougressman Fdwards:

It haa recently come to my attention that the Federal Bureau of Investigation
is conducting a "Library Awareness Program." The Bureau haas asked several public
and academic libraries to furnish information about "suspicious-looking"
patrons who may be from countries "hostile to the United States." The
Intellectual Freedom Committee of the American Library Association hus
verified fourteen viaits by FBI agents, the Bureau acknowledges at least
twenty-five,

As an academic librarian, I am concerned about any program which vioclates
the First Amendment rights of my patrons. any attempt to monitor the flow of
unclassified information necessarily impedes that flow. An educated
citizenry is necessary in order for a democracy to function. Foreign
nationals in thia country are entitled to the same First Amendment protecticns
as are our citizens.

I would 1like to gsee the FBI's "Library Awareness Program" stopped. At the
very least, the program should be closely monitored by Senator Boren's Select
Committee on Intelligence or Congressman Stokes' Permanent Select Commitee
on Intelligence. I hope that the appropriate congressional committees
investigate the "Library Awareness Program” and hold public hearings. .

I f£ind 1t particularly distasteful that the FBI ia recruiting library
staff memhers. The actions of any staff member involved are in direct
conflict with librarians' professional ethics and an actual viclatinn of
the law in thirty-eight gtates and the District of Columbia.

Sincerely.yours,

9&” Rued

Jean Rick
Circulation/Reference librarian

Ouachita Baptist University ® Arkadelphia, Arkansas 71923 + [501) 246-4531
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LIMEL University of Wisconsin-EauClaire ~ wstuiem 5. Meiniyre sibrery

Fau Clnre. Wisuawn 8404

26 October 1987 NV 2 1887

Hon. Donald Edwardam 4

Congrossman from California -

Chair of the House Subcommittes on Civil and Constitutional Rights
United States Houss of Repressntatives

Washington, DC 20515

RE:  FBI “library awareness® prograa.
Dear Congressman Edwards:

The Federal Bureau of Investigation has a program to derive information
on library use by formign nationals, who enjoy in this country the game
First Amendment rights that citizens enjoy. Atteapts at these
investigations have occured at Columbia Univarsity, Quaens College snd
the New York Public Library, as reported on page ons of the New York
Iineg of 18 September 1987.

The confidentiality of library zacords has besn a principle upheld and
defended by the American Library Association for many years. Sone
thirty-six states (including Califarmia) have adopted laws protecting
this confidentiality,

Access to information must be protected, however difficult are the
rvalities of the protracted antagonism of our society (which can keep
nothing secret) with the Soviets (who make nothing public). Freedom and
the free flow of information are two of our most effective weapons in
the defense of our national interest and prosperity.

1 urge your committee to conduct a thorough investigation into this
apparent violation of academic freedom and access to information by the
FBI.

Sincerely,

. {; C e e r’.

1 v
Steve Marquardt
director of Libraries

c: Judith F, Krug, Director, Office for Intellectual Freedom, American

Library Association.

sul0/fbi [

K. A\ Auweplin e C/m//m_u'nl Facellere
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New York Universit

A private untversity in the public service

ERIC

Aruitoxt provided by Eic:

Duvision of Libraries, New York Univerity Press, Umveraty Archives
Eimer Holmes Bobst Library

70 Washington Square South
New York, N.Y. 10012

Office of the Dean “A‘( 16 \m

May 11, 1988

The Honorable Don Edwards

Chair, Subcommittee on Civil and Constitutionai Rights
806 House Annex #1

Washington, DC 20515

Dear Congt: isman Edwards:

Thank you for hosting a meeting for library and other concerned
organizations concerning the FBI's Library Awareness Program during
the American Library Association's legislative Day in washington.
As you well know, librarians are the most cutspoken of advocates
for free access tO inforration. At the same time, we are fully
committed to protecting the right to privacy — for all of our
users — with respect to information sought or received, and
materials consulted, borrowed, or acquired. When we are approached
by anyone requesting information apout users cf cur collections, we
simply will not cooperate. Furtherrore, in New York State, like 38
other states, we have a law protecting the confident iality of
library circulation records.

uver two years ago, New York Universitv's Mathematical Sciences
Librarian was visited by the FBI. The agent asked the liprarian if
there were mempers of the Soviet mission to the United Nations who
requested sensitive information available through online databases
or copied large amounts or unusual types of informaticn. The agent
told her that 1 out of every 3 members of the Soviet mission were
spies.

The librarian responded to the agent's request by explaining that
no Soviet delegates used that library and that we held no
classified informatic:. She went on to say that our database
searches were available to NYU faculty and students only and that
our photocopy machines were self-service. The agent then told her
that a clerk or student agsistant might get involved with copying
for these delegates and might offer them a hefty fee in order to
establish a rapport with the student. She finally told the agent
that this was not how the library operated and he left. Two or
three months later, the librarian received a phone call following
up on “"you know what" and asked if she had smything to report. She
did not and never heard from him again.

The administration, faculty, and students of New York University
are outraged at this incident and the prospect of future FBI
visits. We simply do not wish to have our readers feel that they
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Corgressman Don Edwards Page 2

my be under surveillance by intelligence agents. Furtherrore, we
want to assure all library users of their right to read freely and
to explore ideas without question of their motives.

At New York Univezrsity we believe this type of invasion into the
privacy of the American public is an wmarranted threat to our
civil liberties. We urge you to request that the FBI end its
Library Awareness Program and all related activities that lead them
to uwarranted scrutiny of library users. Given that a library in
Utah was visited juat this past week, it is crucial that the
Corgress act immediately to impose appropriate restrictions on
these intelligence gathering activities.

I am happy to provide you with additional information and hope you
will hold hearings on this issue soon. We appreciate the
opportunity to share our concerns.

Sincerely,

N oy
.{au(‘\./ (A Tt el £

Nancy C. Kranich
Director, Public ard
Administrative Services
and
Chair, Coalition on
Government Informatior.
cc: American Library Association
American Civil Liperties Union

ext257

N - .

-

[ I




O

ERIC

Aruitoxt provided by Eic:

347

GEORGIA LIBRARY ASSOCIATION

Supporting Georgia Libraries since 1897

Thomas F. Budlong, Jr.
3340 York Place
Decatur, GA 30032
June 20, 1988

Congressman Don Edwards

Chalr, Subcommittee on Civil and Constitutional Rights
806 House Annex f1

Washington, DC 20515

Dear Congrassman Edwards:

I az writing to strongly urge your Committee to inveatigate the
Federsl Bureau of Investigation's "Library Awsreness Program,"
This progrsm, in which FBI agents approach librarians and other
library personnel requesting their asaistancs in monitoring
"suspiclous-looking" persons who may come from countries "hostile
to ths Unitsd Ststes,” runs countsr to the Firat Amendmant right
to privacy of our library patrons.

Fres accsss to s varlety of idess rsgardless of ths status of ths
inquirsr forms ths basis of our nation's library ssrvices and is

2 bulverk for our democrscy. As long ss all psrsons in this country,
vhether citizens or forsign nationals, sre sffordsd equsl Firat
Amendaent protection of spsech, we cannot sllow this invesion of
privacy. As long ss the materisls which thass persons gsek remain
unclessifisd, ws cannot restrict thsir accass to thsm.

In addition, such coopsrstion would plsce librarisns in our state
in violation of ths Stste of Georgia's Confidentiality of Library
Rerords Statute a5 is the case ip thirty-seven other gtrstes and
the District of Columbis. This Prograc must be stopped, snd I urge
you to support the library community's efforts to curtail this
insidious FBI practice.

Sincerely,

/M"&wﬂtgf
Thomas F. Budlong. Jr,

Chair, Intellectual
Freedom [nterest Group

Georgia Library Association

MLLOENT WICE PRESOR ! PRESIANY $LLCT  SICOMD NCE PRESDENT SECAL TARY TREASUNER LEOSINE SECMTIY
TS | DOMIL Y. Ovacier AORIRT MOWADION, Doy GAR LATENET. hmmisiomt Obwoler  LAURA LYW, Asoitant Divsoter B4 WAL Dty N W HOKTOR
Ooagas Reprrr LWy STIen  Dctoons s dm Com Conney s | 0y Sysin Tomo-rame-Comms Ragory |, vy Cusae tirguunrooyy 7 0 Bex 4D
127 He™ Mas Sves Toung »wrry Colege 2 Anerus Sereer A0 Mroone Sawmt Aogoral L frdry Tucher 30004
Gamatrae Govrpa X0 T8 PO YN Newy Georgt 000 WGarg Qeorge X200 202 O Swe me
AR P Tang Hore Georg 30682 o au . AN T Snarcen Osorgm 11008
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NEW YORK LIBRARY ASSOCIATION
15 PARK ROW SUITE 434

NEW YORK, NEW YORK 10038
(212) 227-8032

October 9, 1987

Congressman Don Edwards

Chairman

Subcommittee on Civil and Constitutional Rights
806 House Annex ¥l

Washington, DC 20515

Dear Congressmen fdwards:

The New York Library Association has watched in amazement the activity of
the Federal Bureau of Investigation regarding its “"Library Awarensss Pro-
gram”. To approach librarians to ask for help in identifying users who
might be nationals of hostile powers seeking sensitive information, runs
counter to New York State law (CPLR 4509, June 1982), the Librarians'
Code of Ethics, and First Amendment Constitutional rights guaranteed to
a1l citizens.

We have expressed our concern directly to the FBI in writing, and hope
that their activities in this regard have ceased. We are still waiting
for them to schedule a meeting with representatives of our Association as
they suggested in their reply.

Many liprarians are reluctant to say no to government agents, or are un-
aware of their right to deny such information without subpena. This
Association has tried to educate the profession and the puplic by dis-
tributing copies of CPLR 4509 to libraries around the state. We wil}
shortly provide incident report forms to learn easily and perhaps anony-
mously of instances of activities which run counter to the Confident-
iality of Library Borrowing Records Law.

There are recent instances of librarians having left the profes.ion and-
/or naving undergone psychiatric care because of pressures from harrass-
ment over attempts to elicit confidential information. We See the FBI
"Library Awareness Program" as a continuing effort to undermine the phil=
osophy of librarians to maintain free access to information for all.

Should the citizens of this nation perceive the library and its staff as
a covert agency of the govermment watching to record who is seeking which
bits of information, then the library will cease to be creditable as a
democratic resource for free and open inquiry. Once the people of this
country begin to fear what they read, view, and make inquiry about may at

L
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some future time be used against them or made the object of public know-
ledge, then this nation will have turned away from the very most basic
principle of freedom from tyranny which inspired this union of states.

The FBI might well complain that by going "public" the 1ibrary community
allowed people to become aware of the attempts to introduce the covert
surveillance o7 library user interest. However, even the most naive of
individuals knows that such secrecy is transitory. Librarians know that
to tolerate such conditions, even temporarily, is to eventually indict
the entire 1ibrary system in the eyes of the citizens of the United
States as an instrument of government surveillance and intimidation and
to destroy the 1ibrary's ability to function as an agency where the mind
can explore ideas without fear of accountabjlity or intimidation.

Cordially,
Helen F. Flowers
President

90-927 0 - 89 - 12
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INTELLECTUAL FREEDOM INCIDENT REPORT CARD
NEW YORK LIBRARY ASSOCIATION INTELLECTUAL FREEDOM COMMITTEE

Pleass use this card to report any intellectual freedom incident in your library,
whether or not you need assistance from NYLA.

Date of incident;

Type of library:  Public________ School Academic Special Other

In which 3Rs Council area is the library located? Capital Dist.__ Centrai___ Long istand__ METRO __

North Country. Rochester South Centra! Southe: stern Waestern

Who made the challenge? Inividual Group

Material/service chalienged: 1. Book-_.a. Fiction.—b. Non-fiction—_ 2. Periodical/Newspaper.___

3. Library program 4. Exhibit/dispiay.

6. AV materiai [specity): ———— 8. Other [describe):

Chunens______

Ago isvel of materisi/service challenged: Ad- ¢ _ Young Aduit

Was user confidentiality affected? Yes No Don'tknow—_____ If yes, please expiain

Does the library have a written policy on conf.dentiality of library records? Yes___No___Don't know.—.

Does the library have a written book selection policy? Yas No Don'tbpow— . ____

Please explainthe incident(include titla/description of challenged materiai/service, action taken, extunt of local
support, etc. Feel free to forward any rulevant documents with this card.

Doyou wish assistance from NYLA? If sg, please check here __. (and be sure to fill in your name & address
ortelephone number below) We'il be in touch. You may aiso contact the Inteliectual Freedom Commitiee ¢c/othe
NYLA Office at(212) 227-8032.

Ortional information: Library name & uddress

Name of contact porson- Tel no _! !

PLEASE FOLD, SEAL, STAMP, AND MAIL THIS FORM TO ADDRESS PRINTED ON REVERSE THANK YOU!

ERIC
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STAMP

NEW YORK LIBRARY ASSOCIATION
INTELLECTUAL FREEDOM COMMITTEE
15 PARK ROW, SUITE 434

NEW YOAK, NY 10038
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OFFICE FOR INTELLECTUAL FREEDOM

AMERICAN LIBRARY ASSOCIATION

S0 EASYT HURON STREET - CHICAGO HLINOIS 60611 - 13121 944 6780

October 21, 1987

Senator Don Rdwards, Chairman

Subcommittee on Civil & Constitutional Rights
Committee on the Judiciary

U.8, House of Representatives

Washington, D.C. 20515-6216

Dear Senator Edwards:

I am writing on behalf of the Intellectual Freedom Committee of
the American Library Association to bring the enclosed Advisory
Staterent on the FBI's "Library Awareness" program to your
attention.

Thank you for your efforts in defense of intellectual freedom
and for your attention to this program.

Sincerely,

CHomsan Schidt™

C. James Schmidt, Chair
Intellectual Freedom Committee

CJS:bas
Enclosure

r, -
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OFFICE FOR INTELLECTUAL FREEDOM

AMERICAN LIBRARY ASSOCIATION

B0 EAST HURON STREEY - CHICAGO, ILLINOGIS $0811 * {3121 944.0780

ALA Intellectya]l Fresdom Committes sdvises ]ibrariane on FBI "library
awareness” progras

The Intellectual Freedom Committes of the American Library
Association (ALA} hae iseted an advieory alerting librariane to the
“unwarranted governaent intrusione upon pereonal privacy" that threaten
"the Firet Amendment right to receive information" which are the result of
an ongoing "library awarenesse" progras undertaken by the Federal Bureasu of
Inveetigation.

In a etatement released October 1 (attached), the Intellectual
Freedom Committee detailed the information it has on the program and the

Committes's reeponee to the FBI'as approachee to librariees.

sy
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Intellectual Preedom Committee Advisory Statement

In June, 1987, the ALA Intellectual Freedom Committee received a
copy of a lettsr from Paula XKaufman, Director of Academic Information
Services Group for Columbia University, which recounted the details of a
visit to tLa Math/Science Library at Columbia by two FBI agents who
requestsd information from a clerk about the use of that Library by
foreigners. During the course of a conversation with one of the agents;
Ms., Kaufman was told the FBI was doing a general "library awareness"
program in New York City and that the FBI was asking librarians to be alert
to use of their libraries by persons from countries "hostile tO the U.S.,
such as the Soviet Union" and to provide the FBI with information about
thess activities.

The letter from Ms. Xaufman was discussed extensively by the
Intellectual Freedom Committee during the ALA's Annual Conference in San
Francisco. One outcome of the discussion was a letter to John Otto., Acting
Director of the FBI, requesting information on this program. Milt
Ahlerich, Acting Assistant Director, responded to that letter, saying that
the Bureau does, indeed. have a program in their New York Office to cuntact
staff members of New York libraries "to alert them t¢ this potential
danger"--i.e., the "possibility of members of hostile countries or their
agents attempting to gain access to information that could be potentially

harmful to our natjonal security"--and to "request assistance."

ERIC
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Intellectual PFresdom Committes Advisory Statement-2
On September 18, 1987, the New York Times published a story on the

front page about the incident at Columbia University and others (copy
attached). 1In response to the New York Times article. an official
spokesman for the PFBI read Anne Heanue (ALA Hashington Office) the
following "prees respones.” Note that the statensnt was read--according to
the FBI, it ie not available from the Bureau in writing.

"Ths FBI is responsible for countering the intelligence gathering
sfforts of hostile foreign intelligence services. The damage being done to
our country by such foreign intelligence services is substantial. The
FBI'es foreign counterintelligence inveatigative efforts encompass a variety
of approaches, nll of which are within U.S. Attorney General guidelines and
United States laws.

"The FBI has documented instances, for more than a decade, of
hostile intelligence officers who have exploited libraries by stealing
proprietary, sensitive, and other information and attempting to identify
and recruit American and foreign students in American libraries. The FBI
therefore, in an effort to thwart this activity is endeavoring, on a
limited ru3is, to educate knowledgeable individuals in specialized
libraries to this hostile intelligence threat.

"The FBI has historically depended upon the American public's
assistance in carrying out its investigative responsibilities. The FBI has
absolutely no interest in interfering with the American public's academic

tfreedoms or First Amendment rights."
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Intellectual Freedom Comaittes Advisory Statment-3

The Intellectual Preedom Committee of the American Library
Association vigorously protests, on behalf of the more than forty-five
thousand personal and institutional members of the Association, this
attempted infringement of the right to receive information protacted by the
Pirst Amendment to the U.S. Constitution and the further attempted
violation of the privacy rights of all library patrons.

Since 1984, the current Administration has been attempting to
limit access to information in commercial databases that bears on sensitive
government data. Since 1986, this Administration has been attempting to
convince electronic publishers to monitor the people using their systems
and limit access to the information in those publishers' databases. Also
since 1986, the current Administration has been trying to convince acadenic
libraries to do the same--and to discloae users' names and the subject of
their searches to the FBI.

In the Bureau's approaches to libraries, the focus has been on the
use of publicly available information by forwign national students. The
ostensible reasons put forward by the FBI are "counterintelligence" and
"antl-terrorism.” [Libraries are not, howevar. extensions of the "long arm
of the law" or of the gaze of Big Brother. It is our role to nake
available and provide access to a diversity of information. not to monitor
what use a patron makes of publicly available information. The essence of
the principle of intellectual freedow is the unhindered right to impart and
to rec2ive information of every and whatever sort and to have protected the

privacy of the seeking and use of such intormation,
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Intellectual PFreedom Committee Advieory Statement-4

The American Library Association has had a "Policy on
Confidentiality of Library Recorda" since 1970. This formal policy was
adopted at that time in response to attempts by U.S. Treasury agents to
examine circulation records in a number of cities. The "Introduction" to

the policy reads equally well in the Dresent context:

+o.the eftorts of the federal government to
convert library circulation records into
"suspect lists" constitute an unconscionable
and unconstitutional invasion of the right

of privacy of library patrons and, if
permitted to continue, will do irreparable
damage to the educational and social valua of

the libraries of this country.

Since 1970, thirty-six states have enacted "Confidentiality of
Library Records” statutes (list attached). These statutes have been
interpreted by the Intellectual Freedom Committee to encompass database
search records.

The Bureau has not asked for information on specific individuals
known to be engaged in terrorist activities, nor has it offered any
information that link3s database searches to such activities. The
Intellectual Freedom Committee believes that agents of the FBI have been

sent out on generalized "fishing expeditions.”
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Intellectual Freedom Comnittee Advisory Statement-5
The U.S. Supreme Court has. on numerous occasions, held unconstitutional
such generalized inquiries where they impinge upnn the constitutional
rights of individuals.

It is well established that foreigh nationals residing in the
United States enjoy the same First Amsndment protections as do citizens of
the United States. Just as aliens in this country are equally protected by
the First Amendment, they are also protected, as 'persons,' by the Due
Process Clause of the Fifth Amendment and the EqQual Protection Clause of
the Fourteenth Amendment.

Such generalized inquiries into database searches and "library use®
also chill the First Amendment freedoms of all library and databaze users.
The right to be free from unwarranted government intrusions upon personal
privacy is of particular significance when such state action threateas the
First Amendment right to receive information.

What's to be done? The Intellectual Freedom Committee, before it
decides on further action, must know the extent of this program. 1t ig
essential that "librarians check with the circulation clerks and other
public servicey staff at their libraries to drtermine: a) if the FBI hus
visited; b} what information was requested; c) whether information was
given and, if so, what it was?

It is urgent that librarians check their institution's policies on
confidentiality ofolxbrary recards and make clear to public services
personnel the procedurcs for handling requests for such information.

These steps are of particular importance in public institutions in states

with confidentiality statutes.
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intellectusl Freecsm Zomrittes Advisory Statement-6

In addition, librarisan: may wiah to join Joeeph Murphy, Chancellor
of City Univereity of New ;urk, in calling for the Senate and Houee
intelligence coamittesa to conduct e "thorough inveatigatiocn of thia
apparent vioclation of acedemic fraedom by the FBI." The Committee
encouragee librariane to write to their Senators and Repreaentativee, or
to Senator Paul Simon (Cheir, Senate Subcommittee on the Conetitution) and
Representetive Don Edwards (Cheir, House Subcommittee on Civil and
Conetitutional Righte), concerning thia PFBI progrem.

Finally, librariena are urged to contect the 0ffice for
Intellectual Freedoz With any and all information on thie. or aizilar,
approaches hy federal agents, and on 8ny inatitutionel actiona taken. The
Oftice is collecting the information and coordinating the IFC'e reapcnee
and needs to hear from librariena--by phone or by letter. Please contact
Judith F. Krug. Director, or Petrice McDermott, Aseietant Director, at the
Office for Intellectuml Preedom, 50 B, Huron St., Chicage, IL. 60611, (312)
944-6780.

Such infringements of the PFirst Amendment can be effectively
combatted only if the information is available--and that information can

only come from librarians.
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CONFIDENTIALITY STATUTES
List of States

The following states have confidentiality of library records statutes:

1. Alabana 19. Missouri
2. Alaska 20. Montana
3. Arizona 21, Nebraska
4. California 22, Nevada
5. Colorade 23. New Jersey
6. Connecticut 24. New York
7. Delaware 25. North Carolins
8. Florida 26. North Dakota
9. Illinois 27. Oklahoma
10. Indiana 28. Oregon
1. lowa 29. Pennsylvania
12. Kansas 30. Rhode Island
13. ‘tLouisiana 31. South carolina
14, Maine 32. South Dakota
15. Maryland 33. Virginia
16. Massachusetts 34. Washington
17. Michigan 35. Wisconsin
18. Minnesota 36. Wyonming
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AMERICAN ASSOCIATION OF UNIVERSITY PROFESSORS

1012 FOURTEENTH STREET, N.W., SUITE 300
WASHINGTON, D.C. 20005
(202) 737-5900

GOVERNMENT RELATIONS OFFICE Toit Fice Legniative Mothne

Aitied D Sumberg, Associate General 1800-424 2972
Secretary and Durector of Ciovernment Relstions

Sheiia Garcia, Assistant Dtrector

June 29, 1988

The Honorable Don Edwards

Chairman, House Judiciary subcommittee
on Civil and Constitutional Rights

United States House of Representatives

Washington, p.C. 20515

Dear Mr. Edwards:

On June 19, 1988, the delegates to the Seventy-Fourts annual
Meeting of the American Association of University Prifessors
approved the following resolution:

"Freedom of inquirv is at the core of a1l academic
endeavors, The FBI has recently admitted the existence of a
Library Awareness Program under which FBI agents solicit
information from librarians and othere in technical and research
libraries on the use of library resources by persoas from certain
foreign countries. The FBI has sought to learn what wuaterials
these persons have borrowed, what computer reference scarches
they have conducted, and what materials they have photocopied,
The Seventy-Fourth Annual Meeting condemns tha FBI Library
Awarenens Program as an assault on the confidentiality of library
records and a chill on the scholar's right of <‘ree access to
libraries."

We would appreciate your bringing this rasolution to the
attention of the members of the Subcommittee.

icerely,

!
{E:tjéif;éLLbbtbC\.
# D. Sumbé¥g

ate General secreta
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UNIVERSITY OF ALASKA. FAIRBANKS mr o5 13
Fairbanks, Alaska 99701 sk

August 19, 1988

Honorable Don Edwards
U.S. House of Representatives
Washington, DC 20515

Dear Representative Edwards,

I amwriting to alert you to a matter which has become a serious concern
for me and many other members of the l1ibrary community. The matter is the
“Library Awareness Program" of the Federal Bureau of Investigation, an
activity which apparently has been going on for more than ten years.
Under this program, the FBI has been approaching academic and public
1ibraries, requesting the assistance of 1ibrary staff members 1in
conducting surveillance of “suspicious~looking persons" who may be from
countries "hostile to the United States." This activity infringes on
both the First Amendment and the right to privacy. American libraries
are key participants in the preservation of First Amendment rights

and in the cultivation of an informed citizenry. Libraries are the
only places where evryone can have access to a broad diversity of

ideas and information. Just as any individual should have the right to
seek and ?ain access to all publicly availabie information, that
individual should also have the right to confidentiality concerning

the search for and use of information.

The FBI has asked 1ibrarians and 1ibrary clerks to look over their users'
shoulders, monitoring their paths through the stacks, to the photocopy
machine, to online database searches. All of the books and information
are unclassified. This activity, in followed through, will have the most
ch111ing effect on the freedom of all of us, In addition, under the

laws of 38 states, including Alaska, disclosure of 1ibrary customer user
records, except under & court order or subpoena, is against the law.

The FBI program threatens the role of 1ibraries as an open institution
providing unmonitored access to information in a constitutional republic.
I know that you will want to guard against this threat.

On July 12, at its annual conference in New Orleans, the American Library
Association, which represents more than 45,000 1ibrarians natiomwide,
adopted a resolution opposing the FBI program. I enclose a photocopy

of the resolution for your information,

Sincerely,

Mark C. Goniwiecha
Assistant Professor of Library Science

Rasmuson Library
University of Alaska Fairbanks

Y _,’
v b,
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Resolution in Opposition to FEl Library Awareness Frogram

WHEREAS, The Federal Eureau of Investigation Library Awareness
Frogram is of paramount concern to the library
community, and

WHEREAS, ¢the attempts by the American Library Association
through letters of inquiry, Freedom of Information Act
requests. and offers to meet with FEl representatives
in order to secure full background information from the
FEl concerning the scope of its activities under the
FEI Library Awareness Frogram and similar preqgrams have
been mostly 1n vains and

WHEREAS, The LIEBRARY BRILL OF RIGHTS and the American lL:hrary
Asgcclatron’s Code of Ethics clearly provide that
information available to the general publ:ic be provided
to all ' on an equal and confidential basis, and

WHEREAS, The American Library Acssociation pclicy #53,4,
Governmental Intimidation, an Interpretation of the
Library EBi1ll of Rightg states:

The American lLibrary Association opposes any use
of governmental prerogatives which leads to the
intimidation of the individual or the citizenry
from the euercise of free eupression,

THEREFORE EE IT RE30I.VED, That the American Library Ascsociation
go on record in condemnation of the FEIl Library
Awvareness Frogram and similar programs. and all that
they 1mply 1n reletion to intellectual freedom
principles, and

EE IT FURTHER RESOLVED, That the American l.ubrary Association
call for i1mmediate cecsation of :he FEl Library
Fwareness Frogram and all cthe. releted visits by the
Bureau to libraries where the intent 1s to gain
information, without a court order, on patrons® use and

BE IT FURTHER RESOLVED. That the American Library Association use
all of the resources at 1ts command to oppose the
program and &ll similar attempts to i1ntimidate the
library community and/or to i1nterfere with the privacy
rights of library users by the FEI, and

-~

-

PN

PPN
M’.

Q )

ERIC ¢

Aruitoxt provided by Eic:




365

BE IT FURTHER RESOLVED, That coplies of this resolutior be
forwarded to the Fresident of the United States of
America, the Senate Judiciary Subcommittee on
Technology and the Law, the House Judiciary
Subcommittee on Civil and Constitutional Rights, and to
the Director of the Federal Bureau ot Investigation.

Adopted by the Intellectual Freedom Committes, July 12, 1988

.
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AMERICAN LIBRARY ASSOCIATION

S0 EAST HURON STREEY CHICAGO ILLINOIS 60811 - 13121 9aa 6780

March 30, 1988

Mr. William S. Sessions, Director
Federal Bureau of Investigation
U.S. Department of Justice
Washington, D.C. 20535

Dear Mr. Sessions:

The Federal Bureau of Investigation's "Library Awareness Program"
has been, as you are aware, a matter of interest and concern to
the American Library Association and, in particular, its
Intellectual Freedom Committee. This program has elicited
expressions of concern from the Association's individual and
institutional members, as well as from various segments of the
media across the country. I am writing, therefore, on behalf of
the Association's Intellectual Freedom Committee to request that
the Bureau provide a briefing for the Committee on this program,

Such a briefing could most conveniently be arranged during the
Association's Annual Conference in New Orleans in July, during
the Intellectual Freedom Committee's scheduled meeting times
(Friday. July 8, 8:00-11:00 a.m. and 2:00-5:00 p.m.; Saturday,
July 9, 8:00 a.r.-12:30 p.m.). The Committee is prepared to make
available two to three hours in the morning or afterncon of July
8, or in the morning of July 9. The Association would arrange
for a room of suitable size to be available.

We have publicly expressed our concerns about this Program, but
anticipate that such a meeting would permit both organizations to
understand more fully the nature of the program, the concerns of
each, and to correct such misunderstandings as may exist.

The Committee will meet as a body with the representative(s) of
the Bureau. with as many members participating as are able. %Yhe
IFC will also bring to such a meeting its legal counsel and an
additional person to vhysically receive--for the purpose of
summarizing its contents for the Committee--any information the
Bureau might disclose, the receipt of which would compromise the
IFC's ability to act :n the present or in the future. The
Intellectual Freedom Committee's willingness to meet with the FBI
in no way is to be construed as constraining any future action
the Committee believes important to undertake,

o R
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[

The Assoclation is aware, 2¢ course, 3% the briefing zrovidea vy
the Bureau o the Nat.onal Commission on Libraries and
In*ormaticn Science after the Aissociaticn's Midwinter Jeeting in
3an Antonio. We thus are encouraged to expect that vou will
eXtend the same courtesy to the Intallectual Freedom Conmittee of
the American Library Association.

< look forward to your prempt roply.

Sincerely vours,

C. James Schmige
Chair. Intellectual Freedon Committee

American Litrary Augsociat:on

CJS:bas

¢cc: Intelleciual Freedom Committee
bece: Thomas J. Galvin
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U.S. Department of Justice

Federal Bureau of Investigation

Office of the Direstor Washingron. D.C. 20535 RECE"E'D
May 18, 1988 way 2 41988
.mus:?rl\s{n'lol.m
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Mr, C. James Schmidt

Chair, Intellectual Freedom Committes
American Library Association

50 East Huron Street

Chicago, Illinois 60611

Dezr Mi, Schmidt:

I have received your letter of March 30th in which
you request that the FBI provide a briefing for your Cormittee,
possibly during the American Library Assoclation's annual
gonterence in July, to discuss the FBI's Library Awareness

rogram.

AS you mentioned in your letter, Deputy Assistant

Director Thomas E. DuHadway of our Intelligence Division did
addrese a meeting of the National Commission of Libraries and
Information Science in January regarding the FBI's interviews
of librarians in the New York Clty area. Representatives of
the [BI have also briefed the staf?f of Representative Don
Edwards; the staff of the House¢ Permanent Select Committee on
Intelligence; and the Subcommittee on Postsecondary Education
of the House Committee on Education and Labor on the FBI effort.

Additionally, I and cther FBI officials have explained
to the extent possihla the reason and purpose for the FBI's
limited contacts with specialized libraries in previous
correspondence with you and other members of the Intellectual
Freedom committee and have tried to reassure you that we make
avery affort to ensure that these contacts in no way inturfere
with the academic freedoms or First Amendment rights of our
Natisn's citizens. In view of our heavy commitments, it will
not be possible to designate an FBI representative to meet with
your Committee during July in New Orleans. If you believe such
a meuting would be beneficial, however, arrangements could be
made for you to meet with Mr, DuHadway here at FBI Headquarters
at a mutually agreeable time. If you wish to pursue +his
avenue, please contact Mr. DuHadway directly at telephone
(202) 324-4884,

'\.,_)
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Mr. C. James Schmidt
I am enclosing, for your added information, a copy of
" regarding

an article from "The Bureau of National affairs. Inc.
Mr. Duladway's presentation before the National Commission of

Libraries and Informstion sci .nce.

Director

Enclosure

ERIC
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Government Operations

FBI OFFICIAL DEFENDS CONTACTING LIBRARIES
TO COUNTER FOREIGN INTELLIGENCE EFFORTS

The Federal Bureau of Investigation has enjisted
the help of professional librarians in its counter-intel.
ligence efforts and its controversial “librarv aware-
fess™ program is more extensive and more successful
than previously disclosed. a top FBI official recently
told a closed meeting of the National Commussion on
Libraries and Information Science.

In the transcript provided to BNA under the Free-
dom of Information Act. the FBI lays out more fully
than ever before the bureau’s rationaie for its contro-
versial visits 1o libraries. Some portions of the tran.
seript were inked-out during FBI and commussion
review of (he 80-page transcript

Cupynart 1988 Sy THE IUREAL « F NATIONAL AFFAIAY 8¢ wwasemngres D C 2003
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2-26-b8 (DER)

Thomas DuHadway, deputy assistant director of the
FBI's intelligence division, rovealed that agents have
visited more than 25 libraries. substan:ially more than
the haif-a-dozen visits verified by the American i.i.
heary Association.

DuHadway indicated for the first time publlcly that
102 +ign agents have recruited professional librariimes,

+hough he provideu no ‘numbers or details. - Alzd

«3closed Is that the FBI has obtai.ed craperation
s-om some librarians in identifying possibie foreign
agents.

“We're not searching for lists of library users”
stressed DuHadway. “we're looking for the anomaly
that taker place in a library that raises the antenna of
that professional jerson who thinks something is
wrong.” The FBI -$ mostly concerned thnt foreign
agents hang aroun ! libraries to recruit other agents,
he stressed.

In his lengthy defense of the FBI awareness pro-
gram. DiHadway repeatedly denied any intention of
interfering with First Amendment rights. “We're not
trying to make librarians spies,” he stated.

Since the existence of the library avareness pro-
gram was disclosed last September, the FB! has con-
ducted private meetings on Capitol Hill and elsewhere
to Justify the pragram. But as the transcript makes
clear. the FBI would prefer to avoid publicized con-
frontation with such groups as the American Library
Association, the leading critic of the FBI program.

The National Commission on Libraries and Infor-
mation Science Is a J)mldentlally-appolnled body of
14 members which advises the president and Congress
on mualters pertaining to libraries and information.
The FBI official briefed the commission Jan. 14 in San
Antonio. Texas.

Chairman Jerald C. Newman, who emerges in the
transcripl as a defender of the I'BI program. empha-
sized during discussion that ‘e bejieves the ALA and
librarians have exaggerat-d the FPI's program.

The ALA’s Intellecty sl Freedom Committee in Oc-
tober issued an advisory alerting librarians to the
“unwarranted lgoverument intrusions upon personal
privacy.” that threaten “the First Amendment right to
receive information.”

FBI Fresentation

DuHadway drew on the case of Gennady Zakharov.
U - Soviat physicist employed by the United Nations in
1986. as an example of how foreign agents focus their
recruitment efforis on persons who use libraries. Zak-
harov paid fcr research by a Ghanian student. who
later became a double agent for the US.

“We've had Soviets tell us that they think it's better
to recruit two librarians in a sclence and technology
library than 1t wou!d be to recruit three engineers who
could put together 3 system, because those librarians
have access to people, places and things that can front
for the Soviet that the engineer can't.” recounted
DuHadway.

“They think il's extremely important to have
sources in libraries and to be in iibraries so theyv car
associate with students and professors that they get a
chance 1o recruit.” he said.

REGULATION, ECONOMIC> AND LAW
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DuHadway conunued. “And the reasun | keep en;-
phasizing this is that we are not there because we
thirk they shouldn't have legitimate access to unclas-
siliad information.” Rather, he explained, the .FP1
wan's help in identifying foreign inteiligence agents.

Ar that: point cominissioner George Nash inquirc).
“Are there cases of their baving recruited professionri

- Ubrarians?" DuHadway repliea only, “Yes."

Commissioner Bessie Moore follower! up, “Did the
hwolessional librarians know they were deing recruit
eu. ' DuHadway replied. “Jome yes, some no."

Commissioner Margaret Phelan asked, “Did they
come to the FBI to tell them they had been
recruited?”

DuHadway told her: "Yes. Some have, some haven't.
Whea [ go back to the atudent I described for you in
{be Zakharov case, ne didnt have any idea he was
being recruited whes he started either.” DuHadway
said libraries have been used as recruiting grounds
since the 1960s. especially in New York.

Besides recruiting in libraries, DuHadway said. for-
eigp.agents use library research to train agents in “a
very tried and true and proven technique’ of asking
recruits to ~opy things, then steal things. all in “a very
slow progression” involving monetary rewards.

According to DuHadway “So you get the Pavlov's
dog thing—reaction, money, reaction. money, and then
you move him aiong and thes you move him along and
you say. ‘Well, I reaily need more information—couid
you get something that's restricted maybe. tut not
ciassified.” And then you work him up to ciassified
information.” .

What Librarisna Can Do

In expiaining what assistance i..rarians can give
the FBIL DuHadway said. “If somecne were (o teil us
that Thomas DuHadway, alias Ivan [vanovich. is in
the library and looking strange and Is called to the
FBL. and we would say, no. he's a legitimate diplomat.
he's fine. there's no problem. We would teil you that.
but we would also like to know what was strange
about him. what he was doing there.”

More specificaliy. DuHadway suggested that suspi
clous si 3ns would include “someone routinely system.
aticaily copying microfiche, or stealing things.”

Another commissioner. Daniei W. Casey, asked uy.
Hadway about the possibilities of ¢ isidentification by
a libranian and of libel for false arres.. “No, there's no
arrest.” answered DuHadway.

“Well, what's the use of finding these Russians if
you'e;e not poing to {do] anything to them?," Casey
asked.

DuHadway said dipiomatic immunity likely would
interfere with arrests. “But we can find out what he's
doing. what he's trying to seek. who else he's operat.
ing. does he have other sources."

Casey also asked DuHadway's opinion about laws in
38 states protecting the conlidentiality of circuiation
records. :

DuHadway said there was nothing wrong with the
confidentiality of lists. sialing that the FBI is “not
interested” in seeing such lists.
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In a further exchange between Casey and DuHad-
way, the FBI official said the bureau would like a
general physical description of the suspicious person.

Libraria:1» Posiuve -

DuHadway said the 1~~~lon {rwm librarians con.
tacted by she FBI has L 1 “vers Suvorable, fine,”
with "one exemption.” F - w-s *~f:rng to an un.
named llbrarian at Columbia tulvetsity, New York,
“who thought this was atrocious and sald she would
not cooperate.”

Newman commented later, “My daughter is a grad.

< of Barnard, which is part of Columbia Unlversity,
and you know. again, it just 5o happets that the person
who blew the whistle was the principal Vietnam, anti-
war person on campus. So let'a understand it wasn't
done in 2 a vacuum, It's just, maybe the FBI didn't do
their homework and know who they were asking."

Librarians’ Objections

Articulating the librarfans' objections to the pro-
gram was commissiorer Elinor Hashim. who has has
since left the commission. Noting that she is a mem-
ber of the ALA governing council. Hashim explained
that “most librarians cake it as a very serious commit-
ment lo never reveal the identity of library users, to
never deny access to anyone who comes in..." She
said librarians believe the FBI does want 10 know who
is using library collections. The tension between help.
ing the FBI and protec.ing the principles of public and
open access privacy is "a dilemma for the professior
she said.

*1 don't know what the answer is," concluded Ha-
shim. to which commissioner Wanda Forbes said, “We
could do with a few less librarians who are so naive in
these things.” .

Du!la:‘lwa¥l agreed with commissioners that the bu-
reau “has PR problems.” He said the bureau has told
its side of the storv to the House and Senate Intelli-
gence committees and other congressmen. He pointed
out that the FBI has written a letter to the FBI
explaining the program, adding, “We don't have a
battle with the ALA."

“We think we have a very legitimate approach. We
emphasize to them we're not interested in the identi-

ties of library users. We don't want you to be a spy.

You're not trained as a spy. If. in the legitimate course
of your business, you see something you think we
cught to know about. please tell us.”

Further Publicity

DuHadway indicated a disinclination to spread his
message too widely. “We tend to lose somewhal. 100, if
we get out in a big public situation with the ALA and
an inteflectual debate; which we wouidn't run from
We expose everything we're trying to do to our own
detriment whether we solve the problem or not. So
there are some faclors to be considered along those
lines that we tend to throw the baby out with the bath
water 5o to speak.”

Newman added. “If they go vut and broadcast what
theyv're doing. the Russians will just change their
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methods, and I think that's important to sote.” Several
commissioners suggested that the FBI visit top uni-
verrity officials before dropping.in-at university
libraries

Overall, Newman said, “| don't sea absolutely any-
thing wrong with what tlay'v2 dang. He crificized
the ALA Intellectual Frevoovy. Comamtise for having
::ldhe it look m ﬂ.;:n le going after cvery jibrary
3 ey are nto reput on whoever
comes In and borrows books." Amﬂ::: whole page
of Newman comments i3 inked-out in the released
transeript, .mr:f.‘m the surrounding context to
involve the FB! tioas with the ALA. Later on,
Newman gaid that for the FBI to address an ALA
meeting “just gives them moie ammunition.”

Program Status

Duhadway told the commissioners that the aware-
ness program is aimed at academic, specialized 1l
braries. and indicated Lhat the FBI is not plani- ng to
expand the program. “We are where we want (0 be,”
DuHadway stated, adding without explanation, *“We've
contacted most all of them. But there are occasions
where we have to go back now and contact
librarians.”

However, he said, “We have a specialized problem
in New York. Washington, D.C., and maybe San Fran-
cisco with the Soviets. Very, very limited. small ap-
proach, very closely held." .

A short inked-out answer appears to identify other
nationalities the FBI is watching. :

Private Seclor Visit

The FBI has made one recent visit to a private
sector company with a similar message as that being
given to the libraries.

BNA has learned that in December an FB! agent
visited 2 Washington. D.C., research company. Charlc .
E. Simon Co.. with the same warning about foreign
agents and a request for assistance. The FBI declined
10 confirm the visit to the company that primarily
retrieves documents about corporations from the Se.
curities and Exchange Commission.

The agent explained that the bureau is trying to
monitor the activities of eastern bloc countries in
obtaining information {rom the U.S. government. par-
ticularly from the National Technical Information
Service, according to a company official who told
BNA. “l told him we don't get any requests of that
type. so [ felt comfortable in sayitg it didn't really
apply tous,”

"It was fairly low key,” she said, “He wasn't being
pushy or forward or anything.” He didnt ask to see
the list of cuents. but did inquire if Simon has contact
with “anyone we thought might fit in that category,”
meaning persons seemingly {rom the eastern bloe.

1 dont have any problem with thal.” the official
commented. She explained. “lt s the role of the
bureau as they have designed it to momntor the infor-
mation-gathering activities of that group. ana if that is
what they are trying to do | have no problem.
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“Most companies, if they are patriotic —as long as
the FBI is acting in the legal limits —~would be more
than helpful,” according to the FBI spokesman.

Inquirics by the Information Industry Association
and calls by BNA to other Washington area research
companies were unable to locate any other similar

FBI visits.[]
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Mr. William §. Sessions
Director

Federal Bureau of Investigation
Washington. D.C. 208358

Dear Mr. Sessions:
I have received your letter of May 18, 1988.

On behalf of the more than 45,000 members of the American Library
Asaociation. I convey our disappointment that the Bureau is
unwilling to provide the briefing requested in my letter of March
30, 1988. Inasmuch as the Bureau haa not previously offered to
meet with the Intellectual Freedom Committee nor otherwise
discussed your Library Awareness Program with us, we note with
regret the passing of an opportunity to exchange information and
points of view.

The Committee will report to the membership of ALA in July in New
Orleans our best current information on the Bureau's nosition and
activities. We will, of course, continue to monitor and report
on visits to libraries by agents of the Bureau. If this program
is still active., it will be on the Intellectual Freedom
Committee's agenda when we mset in early January, 1989, in
Washington. D.C.

Sincerely,

C. James Schmidt
Chair
Intellectual Freedom Committee

€Js/33 /
cc: Don Edwards

Patrick Leahy

David L. Boren

Louis Stokes

ALA Executiv. Boasd

ALA Intellectual Freedom Committee
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September 21, 1988

Mr. James Geer

Assistant Director

Intelligence Division

Federal Bureau of Investigation
Washington, D.C. 20535

Dear My, Geer:

The meeting on September 2 of you. your colleagues, myself,
other members of the Intellectual Preedom Committee, our staff
and counsel was useful for the Bureau and the American Library
Association. At a minimum, both organizations can report that
such a meeting occurred. I want to thank you for the meeting and
to follow up on some items which geem to offer the prospect of
mutual benefit.

First, your point that your visits under the Library
Awareness Program might better have proceeded from the top down,
i.e., begun with a library's management - I would 1ike to confirm
this intent with you and having done so, I plan to communicate
this to the library community in my summary report of the
meating.

Second, I would like to follow up on the idea of exchanging
written material for dissemination to our respective communities,
We would be willing to provide you with a plece for national
distribution to your agents, setting forth the role of libraries
and the ethical and legal responsibilities of librarians and
other library staff. In return, we could arrange distribution to
the library community of a suitable statement you and your
Colleagues might prepare.

Third, I recall that you appeared to recognize that library
staff might, in view of the ethical and legal context in which
they work, legitimately decline to respond to questions from
agents which the staff determine to violate ethical, legal or
policy guidelines. If .y recollection is correct, we would like
to relieve our colleagues of any unease they might feel upon so
daclining. Do I correctly represent your intentions?

L2 W =
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You will receive a transcript of the tape made of the
meetiny and, if you would like one, a copy of the tape.

I conclude by observing that while @ wished for a broad
agreement as a result of getting together, I did not
realistically expect one, given the differences in principle
which exist.

Sincernly,

C. James Schmidt
Chairperson
Intellectual Freedom Committee

cJs/33
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Qssociation of Research LiBraries

1527 New Hampshire Avenue, N.W., Washington, D.C. 200238 (202) 232-2488

dune 29, 1988

The Honorable William S, Sessions, Director
Federal Bureau of Investigations

7176 J. Edgar Hoover Bullding

8th Street and Pennsylvania Ave., N.W.
Washington, D.C 20535

Dear Director Sessionst

DUANE E. WEBSTER
Executive Director

This letter concerns PBI counter-intelligence activities in libraries. The members
of the Association of Research Libraries (ARL), 118 major research libraries, oppose
the FBl's Library Awareness Program and any other PBI efforts that intrude on the
privacy of library users. As you know from publicity and from recent libeary
community testimony before Congress, this is en {ssue of major importance to librarians
and one that elicits a strong defense of deeply held professional values. It i therefore

not an issue that the lita. sy community will leave unresolved.

At this point it is clear that public statements of the PBI and the information
supplied by librarians who have been visited by FBI agents are contradictory. Broad,
opem-ended 'fishing expedition' questions have been received in libraries across the
country - they have not been restricted to the New York erea. Reading lists of library
fatrons with foreign sounding nemes do appear to be e matter of concern to the
Bureau. Library staff have been recruited to monitor use of unclassified and

unrestricted information. viously, this does not matoh with

statements made by

yourself and included in Assistant Direotor James Geer's June 20 statement to the

House Subcommittee on Civil and Constitutional Rights.

ARL libraries in no way wish to obatruat legitimate investigations underteken by
the Bureau. What we insist upon, however, is that agents of the Bureau follow
eatablished procedures to secure information from the library. Involvement by officers
of the courts who, unlike library staff, may examine Bureau evidence supporting a
particular investigation is essential. Asking librarians to let agents bypass this critical
Stup is unethicel by our standards, illegal in many states, and unjustifed by any

information released by the PEL,

With due respect for the ewesome responsibilities of the Bureau we make the

following requests of you:

1. We urge that you publicly disavow and provide to the Congress assurences
that you will stop any FRI programs or initiatives that allow ay FBI agent to
ask troadly based, opened-ended questions of library staff about the use or

users of libraries.

2, We urge that you describe publicly your expectations of the proper
procedure for PBI agents to follow when Pursuing a specific investigative lead

into a iibrary, including aecuring a proper court order.

ERIC
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3. we urge that you make information available to the library community
that explains the steps a library or university might take to fiie a complaint
about an FBl agent who, in the opinion of the library administrator, has
behaved outside the sccpe Or spirit of the Bureau's authority in libraries as
you have publicly described it.

ARL 13 anxious to seek & resolution of this controversy. It is not in anyone's best
interests = users, librarians, the FBIL, or Congress — for this debate about the FBI
program intention, scope, and methods te continue. And the controversy will continue
lacking a public statement {rom you such as we have described above or a Congressional
prohibition.

We believe that recent PBI initiatives in libraries reflect an insensitivity to citizen
rights to privacy and the principle of intellectual and academic freedom upon which our
soclety is founded and has flourlshed. This government intrusion into the lives of
American citizens must be stopped. We hope You will give our requests your serinrus and
prompt attention. We look forward to hearing your response.

Sincerely,

AN yal

Duane Z. Webster
Executive Director

11581

beces Jim Dempsey
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U.S. Department of Justice
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Federal Burcau of Investigation
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September 20, 198§

tir. Duane E. Webster

Executive Director

Association of Research Libraries
1527 New Hampshire Avenue, HN.W.
Washington, P, C. 20036

Dear Mr. Webster:

Director Sessions has received your letter of June 29tn
and asked me to respond, Thank you for advising us of the posi=-
tion you and the other memPMers of the Associatian of Research
Libraries have taken with regard to the FBI's Library Awareness
Program. Rather than detail its history or set forth in detail
its importance to the Bureau's foreign counterintelligence work,
I thought I would instead desc¢ribe for you the direction
Director Sessions has decided this program should take.

(1) When dcemed necessary, the FBI will continue to
contact certain scientific and technical libraries {including
uiriversity and public libraries) in the New York City area
cancerning rFnstile intelligence service activities at libra:ies.
The purpose of such contacts will be twnfold: to inform tnese
linraries that hostile intelligence services attempt to use
litraries for intelligence gathering activities that may be
harmful to the United States, and to enlist their support, along
the lines discussed below, in helping the FBI 1dentify those
activities. Where feasible, the Library Awarceness Program will
not focus on public and university 1libraries.

(2) The librarians at these scientific and technical
libraries will be asked to advise the FBI of any contacts their
personnel have with persons who identify themselves as Soviet or
Soviet-bloc nationals assigned to certain Soviet or Soviet-bloc
establishments in the United States and who do any of the
following:

(a) seek assistance in conducting library
research;

e Co
“ ?‘3‘."‘;‘ }
ey Hiwentennial of the Uiited States Constitution (1787-1987)
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Mr. Duane Z. Webster

(b) request raferrals to students or
faculty who mignht be willing to
assist in research projects;

(¢) remove materials from libraries
#ithout permission; or

(d) seek certain biographical or
personality assessment information
from librarians themselves and/or ~n
individuals w#ho are ¥nown to the
librarian being queried, particularly
on students and academicin~ana.

This information will also be sought on contacts with
indivivials who indicate that they are d4cting for such Soviet
or Soviet-bloc nationals. These criteria are narrow, and in my
opinion they will not require judgments * librarians as to who
i3 of interest and who is not of interes .o the FBI. More
importantly, they should make it clear that the FBI 13
completely uninterested in the library activities of anyone
other than those persons whn meet these specific criteria.

(3) If and when individuals meeting these critieri
are identified to the FBI, we will inquire further as to »-.t
these individuals are seeking from librarians. Tne ¥FBI is
charged with keeping track of hostile intelligence service
activities in the United States, and I believe it 1s essential
that we make these inquiries.

(4) In conducting this program, the F3I vill not
attempt to circumvent local library management in coatacts witn
librartans; ask for information about people witn foreign
sounding names or accents; ask for reports on "suspicious" or
"anomalous™ behavior; or ask tor circulation lists or otner
records of what the public chooses to read.

-2 -
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(5) We intend t> ask librarians for nelp 3luay Lne
lines sot fortn above, If they 7 not wish to help, tnat !s .y
tn them, but we are confident that taey will neip if tne progrdn
fs explained to them properly. 7o tnat end, traini:g of F3I
personnel participating in tne program willi be eannanced, wierc
necessary, so that personnel will be particularly sensitive to
the linitations that I have described in the dbove paragrapns.

Thus, we anticipate that the iLibrary Awareness Program will heln
the FBI identify hostile intelligence service officers witnout
causing the Bureau to collect library information on the general
public.

In many cases %“he FBI will have already identified
known or suspected hostile intelligence service officers and
co=-optees, When the FBI needs information about the dact fvities
of such persons, it will continue to con.act anyone having tnat
information, including librarians. Such contacts will be
nationwide, and such coutacts will be no different from any
other FBI investigation. These contacts will, however, differ
from Library Awareness Program contacts in one significant
respect, I" the Library Awareness Program, the ¥BI will 9e
asking librarians to help in the initial identification process
using th criteria set forth above. In any otner contacts #itn
libraries, tne information sougnt will concern specified
subjects.

I hope that the foregring addresses your concerns
about the Library Awareness Program.

Sincerely yours,

; .
James H. Geer

Assistant Director in Charge
Intelligence Division

1 - Honorable Louis Stokes
Chairman
Permanent Select Commitiee on iIntelligence
U.S. House of Representatives
washington, D, C, 20515

-3 -
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June 24, 1988

Ms. Juéy Krug

Office for Intellectual Freedonm
Amarican Library Asscociation

50 East Huron Street

Chicago, Tllinois 60811

Dear Judy: .

In an effcrt to clarify the FBI inguiry at the
Marriott Library, University of Utah, I previde the following
information. Hopecfully, this will help clear up <ome
misinformation prescnted in the June 25, 1988, issve of The
Nation, also.

First, th» incident. On Monday, May 2, a local FBI
agent contacted a Marriott Library staff member requesting an
appeintment to question her regarding a certain individual's
contsct with the Marriott Library. The appointment was get for
May 4. On May 4, scveral staff meicters met with the FBI
agent. He asked for informaticn regarding the nature of the
contact of a certain ind vidval they believed had contact with
the Library. tNobody couuld recall contact frecm such a person s¢
no information was provided. After the agent left, the staff
involved discussed the visit and the name of the individual
presented by the FBI agent. During this discussion, a staff
member did recall receiving a letter from someone in Virginia
~nquiring absut our NTJS service/collections. The response
given to that letter was relerral to the NTIS headguarter's
offices in Springficld, virginia. This response was Simply
perciled on the bettom of the original letter and returned to
the individuval. OQur library Jiu not even make a copy of the ”
letter., Our staff member put het name on the return address of
the envelope.

In gn effort to Cclear Lhe air, our staff member who
respondad to the letter cortacted the FBI agent and related the
incident stated above.

Siyned as follows: Sincerely,

Roger K. Hanson
Director of Libraries

Aruitoxt provided by Eic:
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100TH CONGRESS
2 H, R.4947

To ameud title 18, United States Code. to preserve personal privacy of individuals
with respect to certain library use and use of services involving the rental or
purchase of video tapes, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

JUNE 29, 1988

Mr. KasTEnME:ER (for himself and Mr. McCanDLESS) introduced the following
hill; which was referred to the Committee on the Judiciary

A BILL

To amend title 18, United States Code, to preserve persons’
privacy of individuals with respect to certain library use ind
use of services involving the rental or purchase of video

tapes, anc for other purposes.

1 Be it 2nacted by the Senate and House of Representa-
tives of the [nited States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the ““Video and Library
Priv. y Protection Act of 1988,
SEC. 2. CHAPTER 121 AMENDMENT.

(a) IN GENERAL.—Chapter 121 of title 18, United

W 1 O Ut e W N

States Code, 18 amended—
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2

(1) by redesignating section 2710 as section 2711,

and

(2) by mserting after section 2709 the following:

“§ 2710. Wrongful disclosure of information relating to li-

brary use or video tape rental or sale

“(a) PrROHIBITIONS.—Lxcept as provided in subsection

(b), it shall be unlawful for a video service provider or library

knowingly—

“(1) to disclose to any other person or entity any

personally identifiable information about any user of

covered services; or

44(2)

to retain in a record any such information

more than one year after—

“(A) that information is no longer necessary

for the purposes for which it was collected; and

“(B) there are no pending requests or court

orders for disclosure under this section.

“(b) ExcepTioNs.—It 1s not a violation of sub-

sectionn (a) of this section to disclose informnation about an

individual—

“(1) to that individual;

ll(2)

with that iadividual’s consent under the cir-

cumstances described in subsection (c) of this section;

“(3) to a law enforcement agency pursuaat to an

order under subsection (d) of this section; or

- .
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3
1 “(4) when necessary for a legitimate business
2 purpose.
3 For the purposes of this subsuction, engaging in the conduct
4 prohibited by subsection (a) is not in itself a legitimate busi-
5 ness purpose.
6 “(ci REQUIREMENTS FOR CONSENT EXCEPTION.—
7 “(1) IN 6ENERAL.—Except as provided in para-
8 graph (2), the consent required for the exception under
9 subsection (b)(2) is the prior written consent of the
10 user—
11 “(A) specifying what information will be dis-
12 closed and who the specific recipient of that dis-
13 closure will be; and
14 “(B) given under the circumstances in which
15 the user understands that the user may prohibit
16 that disclosure without being refused services or
17 suffering other discrimination.
18 “(2) ALTERNATIVE CONSENT.—In the case of a
19 disclosure limited to the name and address of the 1 ser,
20 that does noq, directly or indirectly, reveal the category
21 of service, or the title, description, or subject matter of
22 service used, it is also sufficient consent for the pur-
23 poses of the exception under subsection (b)(2) that—
24 “(A) the provider has given the user an op-
25 portunity to prohibit such disclosure;
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1 “(B) such opportunity is given—

2 “(i) in a writing which clearly and con-
3 spicuously specifies what information will be
4 disclosed; and

5 “(i1) under the circumstances described
6 in paragraph (1)(B); and

7 “(C) the user may exercise that opportunity
8 by making an appropriate mark on such writing.
9 “(d) REQUIREMENTS FOR COURT ORDER FOR Law
10 ENFORCEMENT EXCEPTION.—

11 “(1) IN GENERAL.—A court may order disclosure
12 of personally identifiable information about a user of
13 covered services to a Federal law enforcement agency
14 or a State law enforcement agency authorized by State
15 statute to seek such disclosure, if—

16 ““(A) the user is given notice and afforded an
17 opportunity to appear and contest such order; and
18 “(B) the law enforcement agency makes the
19 showing described in parugraph (2).

20 “(2) WHAT THE AGENCY MUST SHOwW.—In a
21 court proceeding to issue an order under this subsec-
22 tion the law enforcement agency must show—

23 “(A) by clear and convincing evidence that
24 the user has engaged in criminal activity;
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1 “(B) that the information sought would be
2 highly probative in a criminal proceeding relating
3 to that activity;

4 “(C) that other specifically named and less
5 intrusive investigative procedures have been tried
6 and failed, and the particular details of that at-
7 tempt and failure, or why the peculiar circum-
8 stances of this case make it reasonably appear
9 that other less intrusive investigative procedures
10 are unlikely to succeed if tried or are too danger-
11 ous to try; and

12 “AD) why, in the particular and individual
13 circumstances of this case, the value of the infor-
14 mation sought outweighs the competing privacy
15 interests.

16 “/(e) C1iviL. REMEDY.—Any person or entity (including a

17 governmental entity) that violates subsection (a) shall be

18 liable to any person aggrieved by that violation for-—

19 “(1) such equitable and declaratory relief as may
20 be appropriate;
21 “(2) actual damages, but not less than the liqui-

22 dated amount of $2,500;

23 ““(3) punitive damages in appropriate cases; and
24 “‘(4) reasonable attorneys’ fees and other litigation
25 expenses reasonably incurred.
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1 “(f) DEFINITIONS OF COVERED ENTITIES AND SERV-
2 1CES.—For purposes of this section—
3 “(1) the term ‘video service provider or library’
4 means—
5 “(A) any publicly owned library open to the
6 general public;
7 “(B) any library in a primary, secondary, or
8 post secondary education institution—
9 *“(1) that is a public institution; or
10 “(ii) any part of which receives Federal
11 financial assistance;
12 “(C) any person or other entity engaging in
13 a business that includes the renting or selling of
14 prerecorded video tapes or similar audiovisual
15 materials that—
16 ‘(i) operates in or affects interstate or
17 foreign commerce; or
18 “(ii) is supplied with video tapes to rent
19 or sell through distributors that operate in
20 interstate or foreign commerce;
21 “(D) any person or other entity to whom a
22 disclosure is made under subsection (b)@4), but
23 only with respect to the information contained in
24 that disclosure; or
0y
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‘“(E) any person acting as an agent of an

entity described in subparagraphs (A) through (D),

but only with respect to information obtained from

such entity; and

“(2) the term ‘covered services’ means—

“(A) with respect to a library, all the serv-
ices of the library; and

“(B) with respect to a provider of prerecord-
ed video tapes or similar audiovisual materials,
those services involving or incident to providing
such tapes or materials.

‘“(g) PREEMPTION.—The section preempts only those
provisions of State or local law that require disclosure which
this section prohibits.’’.

(b) CLErRICAL AMENDMENT.—The table of sections at
the beginning of chapter 121 of title 18, United States Code,
is amended—

(1) in the item relating to section 2710, by strik-
ing out ““2710" and inserting “‘2711" in lieu thereof;
and

(2) by inserting after the item relating to section

2709 the following new item:

“2710. Wrongful disclosure of information relating to library use or video tape
rental or sale.”.
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100TH CONGRESS

o S, 2361

To amend title 18, United States Code, to preserve personal privacy with respect

Mr.

To

L2 ) [ 3]

gt

xQ 21 &

to the rental, purchase, or delivery of video tapes or similar audio visual
materials and the use of library materials or services.

IN THE SENATE OF THE UNITED STATES

May 10 (legislative day, May 9), 1988

LeARyY (for himself, Mr. GrassLiy, Mr. SIMON, and Mr. SiMPsON) intro-
duced the following bill; which was read twice and referred to the Committee
on tie Judiciary

A BILL

amend title 18, United States Code, to preserve personal
privacy with respect to the rental, purchase, or delivery of
video tapes or similar audio visual materials and the use of
library materials or services.

Be it enacted by the Senate and House of Representa-
tives of the United States of Americe in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Video and Librery
Privacy Protection Act of 1988,

SEC. 2. CHAPTER 121 AMENDMENT.
(a) IN GENERAL.—Chapter 121 of title 18, United

States Code, is amended—




W D g b W N e

RO B N N N et et b b e et ek et ek e
L I = T - T - T - - | B N N =)

391

2
(1) by redesignating section 2710 as section~2711;

and

(2) by inserting after section 2709 the following:

“8 2710. Wrongful disclosure of video tape rental or sale

records and library records
“(a) DEFINITIONS.—For purposes of this section—
“(1) the term ‘patron’ means any individual who
requests or receives—
“(A) services within a library; or
“(B) books or other materials on loan from a
library;

“(2) the term ‘consumer’ means any renter, pur-
chaser, or subsciiber of goods or services from a video
tape service provider;

“(3) the term ‘library’ means an institution which
operates as a public library or serves a; a library for
any university, school, or college;

“(4) the term ‘ordinary cours. of business’ means
only debt collection activities and the transfer of
ownership;

“(5) the term ‘personally identifiable information’
includes information which identifies a person as
having requested or obtained specific materials or serv-

ices from a video tape service provider or library; and

> -—
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“(6) the term ‘viden tape service provider’ means
any person, engaged n the business of rental, sale, or
delivery of pre-recorded video cassette tapes or similar
audio visual materials.

“(h) Vipso Tare RENTAL AND SaLt REcorDps.—(1)
A video tape service provider who knowingly discloses, to
any person, personally identifiable information concerning
any consumer of such provider shall be liable to the ag-
grieved person for the relief provided in subsection (d).

“(2) A video tape service provider may disclose person-
ally identifiable information concerning any consumer—

“(A) to the consumer;

“(B) to any person with the informed, written
consent of the consumer given at the time the discio-
sure is sought;

“(C) to a law enforcement agency pursuant to a
court order authorizing such disclosure if—

*“(i) the consume: is given reasonable notice,
by the law enforcement agency, of the court pro-
ceeding relevant to the issuance of the court order
and is afforded the opportunity to appear and con-
test the claim of the law enforcement agency; and

“(i) such law enforcement agency offers
clear and convincing evidence that the subject of

the information is reasonably suspected of engag-

-
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ing in criminal activity and the information sought

is highly probative and material to the case;

*“(D) to any person if the disclosure is solely of
the names and addresses of consumers and if—

“(1) the video tape service provider has pro-

vided the consumer with the opportunity, in a

writing separate from any rental, sales, or sub-

scription agreement, to prohibit such disclosure;
and

“(ii) the disclosure does not reveal, directly
or indirectly, the title, description, or subject
matter of any video tapes or other audio visual
material;

‘“(E) to any person if the disclosure is incident to
the ordinary course of business of the video tape serv-
ice prowvider; or

“(F) pursuant to a court order, in a civil proceed-
ing upor: » showing of compelling need for the informa-
tion that cannot be accommodated by any other means,
if—

‘i) the consumer is given reasonable notice,
by the person seeking the disclosure, of the court
proceeding relevant to the issuance of the court

order; and
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**(i1) the consumer is afforded the opportunity
to appear and contest the claim of the person
seeking the disclosure.

If an order is granted pursuant to sabparagraph (C) or (F),
the court shall impose appropriate safeguards against unau-
thorized disclosure.

“(c) LiBrARY RECORDS.—(1) Any library which know-
ingly discloses, to any person, personally identifiable informa-
tion concerning any patron of such institution shall be liable
to the aggrieved person for the relief provided in subsection
(d).

“(2) A library may disclose personally identifiable infor-
mation concerning any patron—

“(A) to the patron;

“(B) to any person with the informed written con-
sent of the patron given at the time the disclosure is
sought;

“C) to a law enforcement agency pursuant to a
court order authorizing suzh disclosure if—

“(i) the patron is given reasonable notice, by
the law enforcement agency, of the court proceed-
ing relevant to the issuance of the court order and
is afforded the opportunity to appear and contest

the claim of the law enforcement agency; and
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“(ii) such law enforcement agency offers
clear and convincing evidence that the subject of
the information is reasonably suspected of engag-
ing in criminal activity and that the information
sought is highly probative and material to the
case;

‘“(D) to any person if the disclosure is solely of
the names and addresses of patrons and if—

“(i) the library has provided the patron with
a written statement which affords the patron the
opportunity to prohibit such discloeure; and

“(ii) the disclosure does not reveal, directly
or indirectly, the title, description, or subject
matter of any library materials borrowed or serv-
ices utilized by the patron;

‘E) to any authorized person if the disclosure is
necessary for the retrieval of overdue library materials
or the recoupment of compensation for damaged or lost
library materials; or

‘“F) pursuant to a court order, in a civil proceed-
ing upon a showing of compelling need for the informa-
tion that cannot be accommodated by any other means,

if—
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1 “(i) the patron is given reasonable notice. by the
2 person seeking the disclosure, of the court proceeding
3 relevant to the issuance of the court order; and
4 “(ii) the patron is afforded the opportunity to
5 appear and contest the claim of the person seeking the
6 disclosure.
7 If an order is granted pursuant to subparagraph (U) or (F),
8 the court shall impose appropriate safeguards against unau-
9 thorized disclosure.
10 “(d) CrviL ACTION.—(1) Any person aggrieved by any
11 act of & person in violation of this section may bring a civil
12 action in a United States district court.
13 “(2) The court may award—
14 “(A) actual damages but not less than liquidated
15 damages in an amount of $2,500;
16 “(B) punitive damages;
17 “(C) reasonable atturneys’ fees and other litiga-
18 tion costs reasonably incurred; and
19 “(I" such other preliminary and equitable relief as
20 the court determines to be appropriate.
21 “(3) No action may be brought under this subsection

22 unless such action is begun within 2 years from the date oi
£3 the act complained of or the date of discovery.
24 “(4) No liability shall result from lawful disclosure ger-

25 mitted by this section.
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“(e) Personally identifiable information obtained in any
manner other than as provided in this section shall not be
received in evidence in any trial, hearing, arbitration, or
other proceeding in or before any court, grand jury, dcpart-
ment, officer, agency, regulatory body, legislative committee,
or other authority of the United States, a State, or a political
subdivision of a State.

“(f) DESTRUCTION OF OLD RECORDS.—A person sub-
ject to this section shall destroy persoally identifiable infor-
mation »s soon as practicable, but no later than one year
from the date the information is no longer necessary for the
purpose for which it was collected and there are no pending
requests or orders for access to such information under sub-
sections (b)(2) or (c)(2) or pursuant to a court order.

“(g) SELECTION OF A FOrRUM.—Nothing in this section
shall limit rights of consumers or patrons otherwise provided
under State or local law. A Federal court shall, in accord-
ance with section 1738 of title 28, United States Code, give
preclusive effect to the decicion of any State or local court or
agency in an action brought by a consumer or patron under a
State or local law simiiar to this section. A decision of a
Federal court under this section shall preclude any action

under a State or local law similar to this section.’'.
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(b) CLERICAL AMENDMENT.—The table of sections at

2 the beginning of chapier 121 of title 18, United States Code,

3 is amended—

4

5
6
7
8

(1) in the item rclating to section 2710, by strik-
ing out ““2710"” and inserting “2711” in lieu thereof;
and

(2) by inserting after the item relating to section

2709 the following new item:

“2710, Wrongful disclosure of video tape rental or sale records and library

records.”’

e
.




399

—

W TN

AMERICAN LIBRARY ASSOCIATION

- LR IR

September 23, 1988

The Honorable Don Edwards

2307 Rayburn House Office Building
U. S. House of Representatives
Washingtoi, D. C. 20515

Dear Mr. Edwards:

On behalf of the American Library Association, I am writing to
express our strong support for the Video and Library Privacy Protection
Act of 1988, HR 4947, legislation that would create a federal right to
r.ivacy in personally identifiable library use records and video rental
or sale records.

Thirty-eight states, plus the District of Columbia, have passed
laws protecting the confidentiality of library use records. 1In addi-
tion, since 1970, the ALA and its more than 45,000 member librarians,
library trustees, and libraries have had a policy: a) that library
circulaticn records are confidential in nature; and b) that such records
should not be made available to any other party except pursuant to a
court order issued by a judicial authority.

The ALA opposes any amendment to the proposed iegislation which
would create a "national security letter" disclosure process.
Particularly in view of the Federal Bureau of Investigation's repeated
testimony before House and Senate committees that the Bureau is not
interested in library records, and has never requested or received
library records, we fail to see any justification for creating a special
disclosure process to provide access to library records for the FBI or
other law enforcement agencies.

Further, the adoption of any amendment to HR 4947 to create a
"national security letter" disclosure process may authorize a part of
the FBI Library Awareness Program, or similar activities. Both the
House and Senate recently have held hearings on these activities.
Creating a "national security letter” disclosure process at this time
appears to ALA to grant tac.t approval to the Bureau program(s). ALA
believes that taking action which appears to endorse th: very activities
now under congressional scrvtiny naturally vndermincs the integrity of
the investigations, and may defeat their purpose outright.

A court order, obtained upon qood cause shown to the appropriate
Judicial acthority, is the proper vehicle for obtaining library records.
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Mr. Edwards
September 23, 1988
Page Two

We believe the court order standard in HR 4947 is the only justifiable
standard to require production of such records, and it will not impede
legitimate law enforcement interests. Furthermore, this process
protects librarians with a uniform standard to be applied when
librarians are faced with one of the most crucial dilemmas of their
profession, a choice between maintaining tneir professional ethics, or
acceding to requests by law enforcement authorities.

Agai . we strongly support the single court order standard now in
the bill, and we urge the Committ on the Judiciary to defeat any
amendment relating to a "national security letter” disclosur: process.

Thank you for your consideration.

Sincerely,

udith F. Krug
Director
Office for Intellectual Freeiom

JFKit)
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September 26, 1988

The lonorable pon Edwardr

Chairman

Houg .. iciary Subcc .mittee on Civil
and Constitutional Rights

Washington, Dp.C. ¢0515

Dear Chairman Edwards:

On behalf of :the Special Libraries Association, I want to express our
support for the confidentiality of library records maintained by public
institutions. In this regard, we are pleased that the House Judiciary
Committee will be considering legislation which embodies this P! «nci-
ple, H.R. 4947, the Video and Library Privacy Protection Act of 1988.

As the bill now stands, library records could only be obtained with
the approval of the individual involved or by a court order. We are
chagrined to learn that the Federal Bureau of Investigation is
attempting to get a "natiocnal security letter” exemption, This would
enable the FBI to get confidential library records without judicial
review or notification of the subject in question.

In our opinion, this circumvents the intent of the legislation and
enables the FBI to obtain library records without showing cause. The
Association opposes the activities of the FBI's Library Awareness
Program and views this national security exemption as a way for this
agency tc continue its program, with, in essence, Congressional
approval,

As you know, in hearings before your Subcommittee and other Congres-
sional Committees, the FBI has state” that it 1s not interested in
obtaining library records. We would question, therefors, why the
agency deems it necessary to seek an exemption in this legislation.

We urge you, .s a member of the House Judiciary Committee, to oppose
any national security exemption for any federal agency including the
FBI during consideration of the Video and Library Privacy Protection
Act of 1588.

Sincerely,

D@w"d P. Gvdan

David R. Bender, Ph.D.
Executive Director

DRB/1h
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Association of Research Lisraries

1527 New Hampshue Avenue. N W, Washington, D C 20036 (202) 232-2466

DUANE E WEBSTER
September 26, Y88 Executive Director

‘The Honorable Don Edwards

U.S. House of Representatives
2307 Rayburn House Office Bldg.
washington, D.C. 20515

Dear Congressman Edwards:

‘T'his letter is to convey the support of the Association of Research Libreries for
the video and Libraly Privacy Protection Act of 1988, HR 4947. The provisions of the
bill are in harinony with the policies of research libraries and such a federal law will
strengthen protection for the confidentiality of library records by prohibiting their
disclosure except with the person's consent or under court order.

in a related matter, ARL follows the investigation of the FPBl Library Awareness
Program by thc Civil ana Constitutional Rights Subcommittee. ARI. has formally
opposed the Library Awareness Program and we have asked FBI Director Sessions to
publicly disavow the program. We await with considerable interest the next steps in the
Subcommittee investigation.

We now understand there may be a national security letter exemption in the Video
und Library Privacy Protcction Act that allows the FBI to gain access to records
without court order pursuant to foreign counterintelligence activity. We strongly
oppose this provision. We also do not understand the rationale for considering it as part
of HR 4447,

It 1s AKL's posltion that library records deserve to be protected by a higher
stundard than this exemption provides. Library records represent PFirst Amenament
setivities ~ to receive #nd exchunge information = and should be revcaled only after &
Judicinl review determines it is necessary. In addition, the FBl has said publiely that
they are not interested in, nor do they seek to see library records. So what is the need
for exempting the Bureau from the Video and Library Privacy Protection Act?

A mandutory or permissive national security letter exemption in HR 4947 would in
part authorize, or be perceived by library users as authorization, for the Library
Awareness Program and other siinilar activities. Adoption of this exemption would also
put &n end to the Congressional investigatlon of the Library Awureness Program. Given
the negutive publicity and questions thut remain unanswered by the FBl about the
Library Awareness Program, tliese are not desirable consequences,

AKL urges that the {{ouse address the two issues separately by passing the Video
and Library Records Protection Act this session but without a naiional security letter
exemiption. This setion would strengthen protection tor the eonfidentiality of video und
librury records ang allow the ongoing Congressional investigation in the Library
Awareness Program to continue.

- Sincerely,

I P~ e

| Lo Ao 51
usne E. Webster

Executive Director

Q NEN {;
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December 8, 1988

House Judiciary Subcommittee on Civil and Constitutional
Rights

United ‘tates House of Representatives

Washingion, D.C. 20515

To The Subcommittee:
At ite Anaual Business Meeting on Septembe:r 37, 1988, the
Society of American Archivists passed a resolution in

opposition to the PBI’‘s Library Awareness Program. I aa
enclosing a copy of that resolution.

Sincerely yours,

) e
( Donzcg?h2£4ézé'

Executive Director

107
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Resolution in Opposition to PBI Library Awareness Program

WHEREAS,

WHEREAS,

WHEREAS,

RESOLVED,

RESOLVED,

The Society of American Archivists is committed to the
principles of free exprension and of intellectual
freedom, and to the rights of privacy; and

Violation of any one of these constitutes a threat to
the functioning of American democracy and to the prin-
ciples of the archival profesaion; and

The rederal Bwreau of Investigation’s Library Aware-
ness Program threatens those rinciples, thereby en-
dangering our democracy; now, therefore be it

That the Bociety of American Archivists joins its
voice in support of the American Library Association’s
condemnation of the Pederal Bureau of Investigation’s
Library Awarensss Program; and be it further

That copies of this resolution be forwarded to the
President of the United States of America, the presi-
dential nominees of the Democratic and Republican
parties, the Senate Judiciary Subcommittee on Tech-
nology and the Law, the House Judiciary Bubco’ aittee
on Civil and Constitutional Rights, the Direc.or of
the rederal Bureau of Investigation, the National
Commission on Libraries and 1Information Bcience, the
Archivist of the United States, the National Coordina-
ting Committee for the Promotion of History, and the
American Library Associat’on.

Submitted on behalf of the ALA/SAA Joint Committee on Library-
Archives Relations and approved by the Annual Business HNeeting
of the Society of American Archivists on Septcmber 30, 1988.

[SIN
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The American Physical Society

OFFICE OF PUBLIC AFFAIRS

brvauine Darvior A0 blonda Avenue VW
ROBERT 1. PARK. PhD. Washingion, IDC 20009
L-Anersas of Maryland 120 32y

EXECUTIVE ORDER? EMBARGOED?

What is the basis for the FPI's claim that Soviets are
barred by executive order from accessing materials through the
National Technical Information fiervice? A report released by FBI
Director Sessions, titled "The xGB and the Library Target," (1]
states that:

The Soviets were embargoed from directly accessing materials
through NTIS on Jaruary 8, 1980 when former President Jimmy
Carter sent a 'ccter to the US Secretary of Commerce
captionel "Policy on Technology transfer to the USSR." One
of the specific purposes of this executive order was to
prevent "the USSR, its entities or agents," from accessing
irnformation through NTIS.

The FBI is mistaken. The Carter memorandum (2], which is not a
numbered Executive Order, does not even mention NTIS. It
directed the Secretary of Commerce to suspend all validated
export licenses to the Soviet Union for goods or technical data
"...pending prompt review of whether these licenses should be
indefinitely suspended or revoked in light of the changed
national security circu.stances" resulting from Soviet
intorvention in Afghanistan. Since NTIS technical information is
openly published material, it qualified for a general export
license, which required no special review by the Office of Export
Administration.

Nevertheless, on January 25, the Director of NTIS informed
the Office of Export Administration that a new subscription order
for microfiche reports had been received from the International
Ceuter for Scientific and Technical Information in Moscow, and
asked for guidance [3]. The Assistant General Counsel for
Science and Technology in the Commerce_Department, in a
memorandum dated February 12, concluded that ".,.in the light of
President Carter's restrictions on export licenses for high
technology to the USSR, NTIS as a matter of policy can be
directed to suspend its sales to USSR organizations here and
abroad” (4]. His opinion makes it clear that this is a policy
option of the Commerce Department and not required by the
President's memorandum, On February 20, armed with this legal
opinion, Assistant Secretary of Commerce Jordan Baruch wrote to
Melvin Day, the Director of NTIS that: "I have decided as a
matter of policy to direct NTIS to suspend all sales of materials
to the USSR" ([5].

en
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Other restrictions imposed at a result of the Soviet
intervention in Afghanistan have since been lifted, as has the
embargo on the sale of oil and gas pipeline equipment imposed in
1978 as a result of human rights violations in the Soviet union.
Moreover, under Section 6 of the Export Administration Act of
1979, controls maintained for foureign policy purposes require
annual extension. Such extensions are reported in the Commerce
Department's Annual Foreign Policy Report to the Congress. We
have thus far been unable to determine whether this particular
directive falls under that provision, but it is not included in
the 1988 Report.

In short, the Carter "executive order," which may no longer
be in force, did not even indirectly apply NTIS. An eight year
old Commerce Department policy on NTIS subscription sales to the
Soviets has no bearing on library access.

References:

1. The KGB and the Library Target 1960 - Present, Intelligence
Division, FBI Headquarters, 1 January 1988.

2. Memorandum in two parts dated January 8 and 9, 1980, from
" President Jimmy Carter to the Secretary of Commerce, captioned

Policy on Technology Transfers to the USSR.

3. Memorandum dated 25 January 1980 from Melvin Day, director of
the National Technical Informatiop Service to Kent Knowles,
director of the Office of pxport Administration, captioned Sale
of NTIS Reports to USSR.

4. Memorandum dated 12 February 1980 from Robert Ellert,
Commerce Department Assistant General Counsel for Science and
Technology, to Homer Moyer, Jr., Commerce Department General
Counsel, captioned Sale of NTIS Reports to USSR.

5. Memorandum dated 20 February 1980 from Jordan Baruch,
Assistant Secretary of Commerce for Productivity, Technology and

Innovation, captioned Sale of NTIS Reportsi to USSR.
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January 25, 1580

MCMORANDUM FOR: Kent N. Knowles
Director, Office of Export Administration

THRU: Francis W. Wolek
Deputy Assistant Secretary for Science
and Technology

SUDJLCT: Sale of N1IS Reports to USSR

NT1S currently sells approximately $70,000 per year of
technical reports to verious Soviet organizations including
tha Library of USSR Embassy in Washington, tha USSR Mission
to the Uil in liew York, and the import departmont of a Moscow
publisher, International Pooke, In addition to the intor-
mation normally purch,lud Ly these Soviet instituticns, we
have recontly received 2 new $28,000 subacription order for
tochi1ical reports in microfiche form (SRIM) from the Intor-
national Center for Scientific¢ and Technical Information in
Moscow. This order is for all new reports in the following
subject categurics: Elactrotechnology: Computers, Control
& Information Theory: Detection & Countormeasures; Military

.Sciences; Yissile Technology; Mavigation, Guidancae & Control:

Global Navigation Syatems; Optics & Laacra: Marine Enginaering;
Composite Matarlials: Fire Control & Bombing 3ystoms:; Jot &

Gas uobine Engines: Solid Propellant Rocket Motors: and
othars. We are currently holding thia new order.

Thece sales obvioualy represent significant transfer of v.S.
technology to the Soviota, I am concerned whether the
continuation of thase sales is approrriate in the light of
the Prasident's restrictions on export licenses of high
technology itema to the Soviet Union.

As you know, NT1s technical {nformation is openly publiashed
miterial which is exported under a general export license

which does not raquire spoclal review by the Office of Export
Administration.

I would lile your advice on whether all of these Soviet orders
ahould continue to be routinely processod, whether the new
sul,ecription ordar should be procesnsed, or whethar some other
action is appropriate.
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/ \ GENERAL COUNSEL OF THE

1 ; | UNITED BYATES DEPARTMENT OF COMMERCE
\M /| wesnanen. oC 20220
1 J

February 12, 1980

MEMORANDUM FOR: Homer E. Moyer, Jr.
General Counsel

FROM: Robert B. Ellert
Assistant Genoral Counkel for
Science and Technology

SUBJECT: Sale of NTIS heports to USSR

This is in reaponse to your request for a legal opinion whether -
in the light of President Carter's restrictions on export

licenses for high technology to the USSR (Tab A), NTIS as a

matter of pclicy can be directed to suspand its sales to USSR

organizations here and abroad.

Background

NTIS currently sells approximately $70,000 pér year of technical
reports to various Soviet organizations including the Library

of USSR Embassy in Washington, the USSR Mission to the UN in

New York. and the import department of a Moscow publishar,
International Books. In addition to the information normally
purchased by these Soviet institutions, NTIS has recently

received a new $28,000 subscription order for technical reports
in microfiche form (SRIM) from the Internationsl Center for
Scientific and Technical Information in Moscow. This order

ia for all new repoxts in the following subject categories:
Electrotechnology; Computers, Control & Information Theory;
Detection & Countermessures; Military Sciences; Missle Technology:
Navigation, Guidance & Control; Global Navigation Bystems;

Optics & Lasers; Marine Engineering: Composite Materials; Fire —
Control & Bombing Systams; Jet & Gas Turbine Engines; Bolid
Propsllant ROcket Motors; and others. At present these docu-
mants would be exported frum the U.8. under a general export
license and would not require special review by the Office of
Export Administration.
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NTIS Authority
The pertinent provisions of Title 1%, U.S. Code are as follows:

§1152, The Secretary of Commerce (hereinafter referred
to as the "Secretary") is directed to establish and
maintain within the Department of Commerce a clearing-
house for the collection and dissemination of scientific,
technical, and engineering information, and to this

end to take such steps as he may deem necessary and
dasirable ~-

LI

(b} To make such information available to
industry and business, to State and local governments,
to other agenciee of the rederal Government, and to
the general public....(Underscoring supplied.)

§1153. The Secretary is authorized to make, amend,
and rescind such orders, rules, and regulations as
he may deem necessary to carry out the provisions
of this chapter....

Discussion

The National Technical Information Service (NTIS) conducts

its activities, inter alia, under authority of the Secretary
pursuant to 15 U.S.C. 1151 et seq., including the provisions
quoted above. Other than being directed to establish and
maintain an organization to collect and disseminate scientitfic,
technical, and engineering information, the Secretary, in
carrying out 15 U.8.C. 1151 et :gﬁ;. is “"to take such stepe as
he may deem necessary and desirable¥ to make information avail-
able to named sectors of the domestic eccnomy and to the general
public. 15 U.8.C. 1152, Under the quoted language of 15 U,5.C.
1152 the Secretary is authorized to suspend all NTIS sales

to the USSR, it entities, or agents on the basis that such

sales are no longer desirable as they would be contrary to the
spirit of President Carter's memoranda attached as Tab A.

The Sacretary has delegated to the Assistant Secretary for
Science and Technology the functions of exercising "policy
direction and general supervision over the...National Technical
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Information Service...." DOO 10-~1 of April 9, 1976, §4.01.

The term "policy direction" cleacly includes the SocreturI'I
authority, under 15 U.8.C., 1152, to determine whether it is
"necessary and desirable” to provide information gathered under
15 U.8.C. 115) et _seqg. to the USSR, it entities or agents.
Accozrdingly, the Assistant Secretary is authorized under DOO
10-1 to determine that it is no longer desiradble to sell NTIS
publications to the USSR, its entities and agents, for the
reasons stated above, and to order the Director, NT18, under

15 U.8.C. 1153, to suspend such sales. As such a determination
in this case may have foreign policy implications, it is
recommended that, before its implementation, it be informally
coordinated with. the Department of State.

conclusion

Tt in tharetore concluded that the Assistant Secretary has
authority to determine, in the light of directives of President
Carter (Tab A), and othar relevant foreign policy considerations,
that it is no longer desirable to sell NTIS publications to

the USSR, its entities and ageants, and to issue an appropriate
instruction to the Director, NTIS. Attached at Tab B is a

draft memorandum for that purpose.

Attachments

90-927 (416)
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